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ABSTRACT 

When we speak about Networking in Data Centers we usually think of complex topologies 

of many devices and tend to ignore the unseeing part: software and its critical role played in 

moving data through Data Centers to our homes. 

Today, more and more, the industry is starting to acknowledge the importance of 

software inside a Data Center with its capability of abstracting everything away from hardware 

by using multiple layers of virtualization. This is what we know as Software Defined Everything 

– SDx or SDE - which tries to bring into the same umbrella networking through Software Defined 

Networking (SDN), storage through Software Defined Storage (SDS) and the Data Center as a 

whole through Software Defined Data Center (SDDC). SDE promise to free software from 

hardware dependency. 

In this research we focus on improving this software that moves data in a SDDC. We start 

with a theoretical part explaining what SDN is, why we need it in the first place and its impact 

on Data Centers. We also study Data Centers Architecture and design process, to determine its 

impact on networking. This allows us to make better decisions that provides a smooth 

transition to SDN. 

We then present a powerful tool developed by the author to help researchers optimize 

SDDCs, the Contron SDN Controller. We later use this tool for validating a new algorithm that 

improves congestion management. Finally, we present e novel routing approach that uses 

source routing for guiding traffic in a network. 

Contron, congestion management and source routing represent the building blocks for an 

end-to-end dynamic routing solution applicable in real world deployments. 
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1 INTRODUCTION 

 

“Keep your eyes on the stars, and your feet on the ground.” 

- Theodore Roosevelt 

In the last 25 years we saw the rise of the Internet from simple interconnecting, packet exchange network 

used only by government, academics and enthusiasts to “just another utility”, present everywhere and 

used by everyone. During this time, the speed at which users connected to internet increased from a few 

kilobits/s to gigabits/s and the number of users reached 3.5 billion (estimate - July 1 2016 [1]) and it is 

estimated that internet traffic will double in just 3 years (2016-2019) [2]. This rapid increase in demand 

puts a constant pressure on networking infrastructure causing it to expand very fast, therefore increasing 

cost and complexity. Also, the growing amount of data transferred through the network needs more 

processing and storage facilities which, in turn, needs constant upgrades. And there is no end in sight to 

this exponential need for growth so any breakthrough that can help either reduce complexity or cost is 

welcomed. 

One improvement to this is what we know as Cloud Computing. A cloud provides enormous amount of 

processing and storage capacity at a lower cost than previous solutions (i.e. proprietary mainframes, 

standalone computers or small private datacenters). Clouds brings in scale and modular designs to reduce 

CAPEX, automation and industrial processes to reduce OPEX and multi-tenancy to level the usage of 

resources thus increase income. Multitenancy represent the ability of multiple entities to share the same 

networking, compute and storage resources and at the same time keep their data separate from each 

other. Multi-tenancy gives the Cloud operator the ability to rent resources to third parties – they own and 

use the infrastructure but, at the same time, rent the unused part of it. Unused resources represent a 

money loss to the operator as hardware becomes obsolete quite rapidly. 

Another important improvement comes from the use of agile processes in contrast with the traditional 

rigorous project plans. The agility provided by the new processes give companies the ability to rapidly 

adapt to change and to gather essential feedback in the early stages of a product development this way 

risks are minimized, products have the functionality that is mostly needed by the market and time-to-

market is shorter. 

Agility, which proved beneficial for the overall industry, hit one of the main limitations of IT: high cost and 

slow cycle of hardware development. The features provided by hardware keeps up the pace with the 

industry, but slow cycles are reducing time-to-market considerably as companies are stuck to what they 

have for a long time (6 months can be a long time in a continuously changing market). Until a faster way 

to create and deliver hardware will be discovered the industry needs to limit the effects of hardware 

slowness as much as possible. One way to do it is by creating an abstraction layer between hardware and 

software, a layer that would allow software to move independently from hardware. This abstracting gave 

birth to a new concept: Software Defined Everything – SDx or SDE - which tries to. SDE   
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To most of us (except researchers and top execs) Software Defined Everything is currently just a marketing 

buzzword but it is an objective that we have to consider and, even if it is just a buzzword, it will create new 

innovations that should help us overcome the gap between the software agility and hardware slowness. 

In this SDE landscape Software Defined Networking takes an important place as it provides the 

communication infrastructure of the entire data center and beyond. The main concerns of SDN are 

providing simplification, lower cost, better programmability and more agility compared to existing 

solutions. 

Even though SDN promises to be a disruptive technology, it is still far from reaching that point. There is a 

lot more work needed to bring it to the same scalability, performance and security that traditional 

networking reached through many years of slow, but solid, development. 

Second chapter presents SDN, its main concepts (i.e. centralized control, separation of forwarding 

decisions from control and applications and network programmability), a short history and finishes with 

the requirements that led to it. 

Chapter three focuses on impact of Software Defined Data Center (SDDC) design on networking; it 

proposes a new set of data center classification criteria, continues with its architecture and design. It 

presents in more detail how storage impacts networking – with a case study of Ceph and its benchmarked 

throughput. The last section presents networking itself and proposes a new classification of the traffic in 

the data center by observing the traffic pattern of a modern distributed application that uses 

microservices. This analysis is used for optimizing SDN networking.   

Chapter four proposes a new design for a controller suitable for experimentation in the scientific 

community. Its architecture and functionality is similar to that of full-fledge controllers yet is simple, 

extensible and easy to modify. We call it Contron and it works with NS-3 discrete-event network simulator. 

A case study of a real simulation that uses Contron concludes the chapter. 

In chapter five we propose QCN-WFQR, a novel approach to congestion control that fits well with SDN. 

We then propose one method of using QCN-WFQR in distributed and parallel file systems and one method 

of flows migrations achieving better load balanced networks. Contron is used to prove that our proposed 

algorithm provides good improvements in SDN networks. 

Finally, chapter six, proposes VLAN-PSSR, an optimization of a SDDC traffic using classification at the edge 

and Port-Switched based Source Routing (PSSR) with VLAN stacking for specifying unicast and multicast 

routes. The method provides three major optimizations for data centers: 

 flow table usage of core switches is dramatically reduced,  

 throughput is increased by easily enabling multipath routing and, 

 when compared to other source routing solutions, this method provides both a smaller overhead 

and support for multicast. 

This new method was proved functionally in an emulated setup using Mininet and then benchmarked on 

Intel Xeon class servers. This showed that the method is usable without any special modifications in 

software nor hardware.  
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2 SOFTWARE DEFINED NETWORKING 

In computer networking, there are usually two types of nodes: those that create and consume packets and 

those that forwards them. We will refer to first type of nodes as hosts or servers and to the 2nd as switches. 

Hosts exist at the edge of the network and switches at the core. Interconnection of different networks is 

done by edge switches or routers1. The network can also be seen as a graph with hosts as leafs, most of 

the switches as inner vertexes and just a few switches, for interconnecting with other networks, as leafs. 

The first section of this chapter introduces the inner working of a switch, its logical blocks and functionality. 

This provides the necessary background for understanding what is the current networking norms and the 

difference that SDN brings to the table. The next two sections (section 2.2 and 2.3) provide the definition 

of SDN, and details its most important concept, the separation of data from control. In section 2.4, to 

better understand the steps and solutions that led to it, we take a look at its history. Then, after 

understanding what it means and where it comes, we present its requirements and advantages (section 

2.7). The chapter is concluded by comparing the most important open source controller implementation 

(section 2.8) and, with a short introduction to OpenFlow, SDNs most important protocol (section 2.9). 

2.1 STRUCTURE OF A TYPICAL SWITCH IN TRADITIONAL NETWORKING 
In Figure 1 a minimal component view of a switch, both from a hardware and software perspective is 

depicted. The intention is to provide a short introduction and only components relevant to our topic are 

presented. 

Data
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Mng Port

Mng port
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Port1 Port 2 Port 3 Port 4 Port n

Control 
port

Control 
port

CPU

Host Operating System

Management / Application plane

Data Plane

Control Plane

ASIC Software Development Kit

Hardware Abstraction Layer

In Memory DB

Hardware 
Dependent DB

L3 Protocols

Web ServerCLI REST APIs SNMP

OSPF RIP BGP ISIS

L2 Protocols
STP LLDP LACP
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...
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...

 

Figure 1: Structure of a traditional Switch; left: Hardware, right: Software 

                                                           
1 Routers are also switches – in today’s network switches perform Layer 3 operations and routers perform 

Layer 2 operations and from a hardware and software architectural perspective the differences are 

minimal. 
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Looking from the exterior of a switch one can see many ports, usually between 10 to 64 Ethernet ports of 

different speeds and types.  Most of these ports are fiber optic ports but some can be UTP ports or even 

high speed serial connections. Some special ports are also present, a serial management console and 

sometimes ports that connect to the storage infrastructure (e.g. Fiber Channel) or very high speed 

connectors (e.g. InfiniBand). 

On the inside, these switches usually have two blocks on the same or separate Printed Circuit Boards 

(PCBs): 

1. The Data processing block: a set of specialized components with the role of forwarding packets 

at, or close to, wire rate. The most important components of this bloc is the ASIC – application-

specific integrated circuit – a specialized chip that has the ability to receive, store, modify, block 

and forward packets. 

2. The Control block: Has an architecture similar to that of an embedded system. It has an embedded 

CPU that provide the compute necessary to execute the protocol stack. This CPU uses a PowerPC, 

RISC, ARM or even x86 architecture (e.g. an Atom or low voltage – LV, Low Voltage,  or ULV, Ultra 

Low Voltage – Pentium processor). It also has memory and usually a low capacity flash chip or 

removable storage card (e.g. SD card) for the firmware and configuration files. 

The two blocks are usually connected by a management port which is actually an Ethernet port but wired 

through an internal bus to the control block and a control port used to program & control the ASIC. 

The main reason for this block separation (i.e. Data vs. Control) is the limited processing capabilities of the 

CPU. With current technologies is impossible to process packets in software at speeds of 640 Gbps (64ports 

x 10Gbps/port). Processing packets in software is still an option but only for specific applications where 

packet forwarding speeds limitations are acceptable [3] [4]. 

Note that there are variations to this design: in some cases, for very cheap switches, there is no ASIC at all 

and data is processed in software, in other cases there are multiple ASIC chips in the same switch. Each 

chip manages a set of ports or provide some special functionality that the main ASIC is unable to provide 

(e.g. provide Fiber Channel support). On multiple ASIC switches the chips are interconnected, usually in a 

mesh network, through high speed internal busses. Other times, the data processing ASIC is replaced by 

NPUs – Network Programmable Units – that provide the near wire speed through internal programmable 

parallel pipelines – similar to those in today’s GPUs [5] [6] [7]. 

The most important aspect to note here is that data processing is offloaded from the CPU through a fast 

data processing path provided by the ASIC and only protocol packets and packets that the data block is 

unable to process go to the CPU.  

From a software perspective, a switch has a firmware composed of a Base Operating System and a protocol 

stack – the so called Networking Operating System. The protocol stack is implemented using programming 

languages that provide high performance code (e.g. C, C++ or a combination of the two) and it is, arguably, 

the most important intellectual property that a networking equipment vendor possesses. 
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Nowadays, new protocol stacks are usually build on top of a stripped down version of a Linux based 

operating system that initializes the hardware and provides the basic libraries. Both Juniper Junos and the 

new Cisco NXOS are implemented this way [8] [9]. 

In the past, network operating systems were implemented from scratch (e.g. Cisco IOS) or sometimes on 

commercial embedded OSes. For example, VxWorks has support for some Broadcom ASICs [10] and it is 

used in some commercial products [11], also QNX is used by Cisco in IOS XR [12]. The OS is not the critical 

part as it only provides the basic functionality to bootstrap the CPU and peripherals, most effort go into 

the development of the Networking Operating System itself. 

Going into details, the Networking Operating System of a switch has three logical layers: 

1. The Data Plane – usually a slim layer that uses the ASIC SDK provided by the producer of the chip. 

Is used to translate requests from/to higher layers into ASIC commands and to do some of the 

packet forwarding in software, if the ASIC is not available or unable to do some complex 

processing. The performance is very important at this layer2. 

2. The Control Plane – the logical layer that contains the protocol stack. This is the place where 

decisions are taken. Protocol packets, events and answers to requests coming from the data layer 

are processed by the control layer. Decisions are sent back to the data layer either as protocol 

packets or requests to the hardware abstraction layer. Usually no data packet processing is done 

at this layer. 

3. The management and application plane – contains higher level abstractions and applications that 

help the network operator configure and monitor the switch by using, for example, a Networking 

Management System (NMC). The most important and the most used ones are: the Command Line 

Interface (CLI) then Simple Networking Management Protocol (SNMP) and NetConf. Some 

switches have a Web Interface and a custom, proprietary, REST APIs3. 

Conclusion: a typical switch is a complex device both from a hardware and software perspective and has 

a control, data and management/application logical planes all in the same device. This architecture 

reached its limits, as we will see later, and a new improved architecture is needed. Before going into the 

advantages of SDN over classic networks, let’s see what SDN stands for. 

2.2 SDN DEFINITION 
Over time, SDN has been defined in multiple ways and by multiple entities, depending on the 

understanding of the concept and interest of the industry. The concept started in the academic arena and, 

                                                           
2 Forwarding of packets is expensive in software therefore a great effort is spent to optimize these algorithms. 
3 REpresentational State Transfer (REST) is a simple communication pattern used in distributed systems. Its roots are 
in web development as it uses HTTP to encapsulate its payload. Data transmitted is platform independent, easily 
analyzed by machines and most of the time human readable. REST purpose is to simplify communication between 
distributed services as all interactions are stateless. State information is kept externally, usually in a database shared 
between services. Therefore, without state, they may be started, restarted or upgraded on any node without 
impacting functionality of the system. Also, REST is highly scalable as any service from a pool of identical services 
may be chosen at any time to solve a task without needing complex inter-process synchronization. 
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originally, it defined an architecture based on OpenFlow, the concept of flows and the separation between 

Data Plane & Control Plane. At that time SDN and OpenFlow were almost synonyms.  

Companies, trying to position themselves as SDN providers, extended the concept even further. They even 

renamed their existing solutions as SDN enabled. 

The most comprehensive definition and historically correct is the one given by Open Networking 

Foundation (ONF): 

“Software-Defined Networking (SDN) is an emerging architecture that is dynamic, 

manageable, cost-effective, and adaptable, making it ideal for the high-bandwidth, dynamic 

nature of today's applications. This architecture decouples the network control and 

forwarding functions enabling the network control to become directly programmable and the 

underlying infrastructure to be abstracted for applications and network services.” [13] 

To conclude, the three main characteristics of SDN are: 

1. Centralized control, 

2. Separation of data plane (forwarding decisions) from control and applications, 

3. Programming network behavior through a set of APIs. 

2.3 SEPARATION OF DATA FROM CONTROL PLANE 
The most important differentiator of SDN when compared to the traditional networking model is the 

separation between Data plane and Control plane. We saw in section 2.1 that traditional switches have 

logical data, control and application/management planes but each device has its own software 

implementation and the planes are tightly coupled together. The difference that the new architecture 

brings to the table is the physical separation of these planes. Data plane is still present in each switch but 

the control plane resides somewhere else and communication is done through special protocols as 

opposed to the direct function calls of a traditional stack. 

Application Plane

Data Plane

Control Plane

Appication NApplication 1 Application 2

SDN Controller

...Application 3

 

Figure 2: Separation of Data, Control & Application 
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The control plane is represented by the SDN Controller which can be centralized – a single entity – or 

distributed – multiple entities cooperating together to provide a centralized, unified and transparent view 

of the network. The control plane is considered to be centralized because the view is unique even if the 

controller is distributed. A distributed Controller provides advantages such as high availability and better 

performance at the expense of increased complexity. 

The main advantages of a centralized control plane are the global view provided to the applications and 

the simplification of the programming model. To make changes to a network, applications no longer have 

to create their own views of the network by accessing each individual element, they can simply access the 

view of the controller through clearly defined interfaces (i.e. APIs). 

The concept of a centralized control plane is not unique but the main differentiator is the open interfaces 

provided to the applications and the programmability these interfaces provide to the network. In classic 

networking, control and application are tightly connected together without any APIs, therefore in order to 

solve a specific problem a network operator had to either come with a, usually complex, workaround4 or 

wait for standardization to catch up5. For example, one approach for forcing centralized changes into a 

classic network was to inject custom routes in existing IGP or EGP protocols, therefore many 

implementation of BGP route injection exists. 

2.4 INTEGRATION: VERTICAL VS. HORIZONTAL 
A traditional switch is a complex device build as a monolith by a single vendor (see Ch. 2.1). The new 

architecture proposes a different approach: provide an ecosystem of interchangeable components that 

are simpler and cheaper. This would give a user the power of choice and reduce the chances of locking 

him to a vendor specific ecosystem. 

The layers (planes) of a traditional switch are considered to be vertically integrated as everything is 

specialized and cannot be interchanged between vendors. In case of SDN, we can use any switch with any 

controller with any application as long as the interfaces respect the specification of the open interfaces 

between the layers (see Figure 3).  

Regarding monetization – how one makes money – traditionally vendors mostly sell hardware, the cost of 

software development is usually included in the price of the hardware. The new architecture proposes a 

different model of monetization: at each layer. At the data layer cheaper hardware with simple software, 

at Control Plane the Controller is sold as a software application and the applications themselves are also 

independently sold – much like what is currently seen in the PC industry: the hardware (i.e. the pc, laptop) 

the operating system (e.g. Windows) and the applications are sold independently. 

A horizontally integrated industry should also foster innovation. Again, the analogy with the PC industry 

can be used – IBM closed mainframes vs. Personal Computer based data centers. 

                                                           
4 Or pay the switch manufacturer for a solution 
5 Protocols that solves almost every conceivable problem are defined and many of them are standardized, but each 
new protocol added increases the code size and complexity of software and sometimes even of hardware. 
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Figure 3: Vertical vs. Horizontal integration – adapted from [14] 

2.5 APPROACHES TO SDN 
The separation of data, control & application planes (see Ch. 2.3) can be subtle in current SDN 

implementations as many solution providers focus on solving the problems (see Ch. 2.7) rather than 

following the standard architecture. These solutions are still considered SDNs as they embrace some, but 

not all, of the key aspects of the standard definition and they differ from standard networking. 

There are four approaches to SDN (based on [15]): 

1. Open SDN – Emerged from educational institutions, this is the classical, ideal, SDN that we are 

focusing on this paper. Is based on Open APIs for northbound interfaces – the interface between 

control and data plane – and southbound interfaces – the interface between control and 

application. Controllers are interchangeable, applications are also interchangeable (or at least easy 

to port to different controllers) and network devices from different vendors can coexist in the 

same network as long as they provide the southbound interfaces that the controller understands; 

2. API-based SDN’s – These solutions provide a public northbound API for network programmability 

but the control and data planes are proprietary. These are mostly complete solutions and the users 

treats them as black boxes. Usually the northbound APIs are not even accessible by the user. 

3. Overlay-based SDN – This is a type of SDN that can be installed on top of an existing IP 

infrastructure and is done in software, at the edge, in the virtual switch that is running on a server. 

There is usually no new hardware required for this. This is actually the most deployed solution 

today as it is leveraging existing data centers (i.e. you don’t need a brand new data center to 

implement SDN). It overcomes the limitations of the network (e.g. VLAN or MAC table exhaustion) 

by using tunneling technologies (e.g. VXLAN). Network programmability is still present through the 

Open APIs for the controller northbound interface. In this case the southbound interface is not 

flow based (i.e. OpenFlow is usually not present). 
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4. Closed SDN – These solutions provide no APIs for programmability but they are, arguably, 

considered SDN solutions because they solve the same problems and because they, more or less, 

separate control from data plane (e.g. VMware NSX solution). 

2.6 HISTORICAL REFERENCES: FROM CENTRALIZED CONTROL TO DISTRIBUTED AND BACK 
The starting point of SDN is considered to be 2008, when the creators Nick McKeown and Martin Casado 

published [16], a paper presenting OpenFlow, a protocol that is the catalyst of the new architecture. 

The history of the main concepts in SDN, control and data plane separation, and similar attempts stretches 

far back, to 1981. This timeline is important as we can see a trend: networks started centralized, then 

decentralized, and now the tendency is to go back to a centralized model, therefore some concepts and 

innovations that were abandoned in the past may come back, in a new form, in SDN. 

Bellow we present two timelines, one with the history before SDN (Figure 4) and another one with 

important events after the new architecture was acknowledged by industry (Figure 12). 

2.6.1 Important innovations before Software Defined Networking birth 

1981 2008
1982 1983 1984 1985 1986 1987 1988 1989 1990 1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007

1981
AT&T Network Control Point

1996
Active Networks

1998
TEMPEST

2003
ForCES

2004
RCP

2006
VINI

2006
CABO

2007
Ethane 2008

OpenFlow

 

Figure 4: Before SDN 

2.6.1.1 1981: AT&T Network Control Point 

The idea of a centralized control dates back to 1981 when AT&T was building its Control Center for the 

analog telephone industry called Network Control Point [17]. This central point was programming each 

element of the telephone network through an off-band channel and getting feedback from those elements 

(e.g. node status, call duration or user position in the network). One of the most interesting features of 

the system was user mobility – a user terminal could connect anywhere in the network, register itself with 

the control point, and could be called using a unique phone number. A very interesting feature of that 

time. Another aspect that is similar to current SDN are the different applications built on top of it (e.g. 

mobility). 
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Figure 5: Stored Program Controlled Network [17] 

After the AT&T network and the down of the mainframe era, in time, the current distributed networking 

model came into existence and started expanding due to its simplicity (at that time), resilience to errors, 

reduced price and relative openness as routers and switches were available from multiple vendors and 

were able to interoperate due to the standard protocols implemented. The main issue was that, in order 

to satisfy more complex requirements, the technology also became complex and expensive. 

2.6.1.2 1996: Active Networks  

In order to satisfy some of the requirements of the networks and to better use the network resources, in 

1996 a new concept was born: Active Networks. The research community is still interested in this area but 

to a lesser extent than in the past. 

The main idea of Active Networks is that packets themselves can contain code that is executed on the 

network nodes traversed by the packet. In traditional network packets are just forwarded, content is used 

for making decisions yet the payload itself is not executed. Basically, this solution allows users to inject 

customized programs into the nodes of the networks. 

There are two types of active networks: 

1. Programmable switches – applications are sent to switches through a separate channel (e.g. 

binaries, simple scripts); 

2. As capsules – incorporate the logic in the packet. Some of the packets contain simple scripts with 

executable code intended for switches to run. 

There are multiple advantages [18]:  

1. Capsules provide a mean of implementing fine grained application-specific functions at strategic 

points within the network; 
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2. Protocols can be adaptive – they can adapt themselves based on output of the custom program; 

3. The infrastructure can be customized by the user through the abstractions provided. 

Some applications include: multicast caching (e.g. YouTube cache), routing decisions, firewall at the edge, 

web proxies. 

Why did Active Networking not work? There are multiple reasons for this, the main reason is that the end 

user is the programmer, not the network operator – the network operator operates (owns) the 

infrastructure and will not (yet) open his network to this type of access (see the CABO proposal below) – 

security being just one of the concerns of the net op.  

Other reasons:  

- Ahead of its time 

- Security concerns: flow isolation, hacking, DoS – just imagine what kind of damage can be done by 

allowing third party code running on your devices if a security flow is exploited; 

- Performance issues – node resources are limited; 

- Multi-tenant? Yes, but risky, one entity capsules/applications can impact other entities 

traffic/process, solving this results in increased complexity; 

- Complex – see above problems that need complex solutions. 

2.6.1.3 1998: TEMPEST separates Control from Data in ATM networks 

The TEMPEST framework provides multi-tenancy which, in this case, represents the possibility of multiple 

entities to independently manage the – or part of the – same infrastructure by adding a new element 

called The Divider. This element practically separates the data from the control and provide independent 

Partitions to the users. A partition is a slice of the network resources that is visible to the user. The slices 

are managed by the Partition Control. This is very similar to SDN: The Divider is equivalent to the Controller, 

Switchlets are applications, ATM switches are the data plane and there are open interfaces between each 

component similar to the Northbound and Southbound interfaces in SDN. 

The intent of TEMPEST is to ease the innovation in this area: “As anyone who can obtain a virtual network 

will effectively be a network operator we hope to see an increase in the creativity that can be brought to 

bear upon the problem of network control.” [19] 
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Figure 6: TEMPEST Architecture [19] 

2.6.1.4 2004: ForCES - Forwarding and Control Element Separation 

Another approach that focused on the separation between Data & Control plane dates back to 2004 and 

was standardized by RFC3746 [20]. It defines an architectural framework and associated protocols to 

standardize information exchange between the two planes. It is similar to OpenFlow. 

At that time it was envisioned that standard control protocols such as OSPF, RIP, and BGP are on top of an 

abstraction layer – the ForCES Interface (Figure 7). The Network Element (NE) is composed of a Control 

Element (CE) and a Forwarding Element (FE). The CE implements the control plane and is usually an 

application running on a COTS server independent of the forwarding element.  

The Network element is an atomic block that provides high availability – two CEs are managing two FEs so 

that if any of the four devices would fail the system will continue to function. The FEs data interfaces are 

usually connected through link aggregated ports to the servers bellow (i.e. a server has a LAG with two 

ports, one to each FE). 

For its time, the architecture was complex, the solved problems were few and, the most important aspect, 

it required hardware modifications to accommodate it.  
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Figure 7: ForCES – Left: Architecture, Right: Connection between a single CE and FE [20] 

 

2.6.1.5 2004: Routing Control Platform 

The Routing Control Platform (RCP) uses BGP as the Control Plane and provides an application that controls 

traffic by injecting routed from a central application into BGP. 

The use of BGP is limiting the options that the Control Plane could offer but it is useful for automatic traffic 

redirection and providing DDoS protection. 

RCP - Master RCP - Backup

iBGP Master status reporting and control link
iBGP Backup status reporting link
Status monitoring

 

Figure 8: RCP Master Backup Application model 

The Routing Control Platform provides high availability by implementing the Master/Backup model as seen 

in Figure 8. Both master and backup applications connect to the routers through iBGP but only the master 

is sending route table modifications. The backup keeps only an updated status of the network by reading 

the state from the routers without performing modifications. When the master fails or a switch from 
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master to backup is manually initiated the backup application already has the updated state and can easily 

take over as the new master. The master and backup applications monitor each other to detect failures. 

The RCP provides a narrow solution for a limited set of issues that a datacenter operator had to solve yet 

the solution proved efficient and demonstrated that a centralized Master/Backup model – or 

Active/Standby as it is better known as – can successfully control a computer network. This is a strong case 

in supporting the centralized model of control and a good POC - Proof of Concept.  

2.6.1.6 2006: Virtual Network Infrastructure (VINI) 

Emulates multiple network devices and virtual infrastructures on the same physical infrastructure thus 

allowing easy development and testing of new protocols [21]. The environment provided by VINI is close 

to a real life deployment. The architectures provides network virtualization and separation of control from 

data plane.  

The VINI architecture uses XORP [22], Linux container based virtualization (i.e. the VServers 

implementation [23]) and uml_switch application [24]. The architecture is executed on top of the 

PlanetLab network research infrastructure [25]. The PlanetLab is composed of networked multiuser Linux 

servers distributed all over the globe that use container based virtualization to separate users from each 

other. 

See below a short description of most important 

components in Figure 9: 

 XORP is an application that runs on Linux 

and manages the routing tables of the OS 

through the layer 3 protocols it provides. 

The result is that packets are forwarded by 

the Linux kernel based on the rules added 

by XORP, this is similar to the forwarding 

behavior of a physical switch or router yet 

is done in software. The advantage is that, 

being an open source project, new 

protocols are easy to implement and test 

but, given the software nature of it, packet 

processing is slow. 

 Linux containers provide operating system 

level virtualization between applications 

running on the same server [26]. It is used 

to run multiple XORP instances on the 

same machine thus simulating many 

nodes on the same server. Each container has its own routing table and ports. 

 Uml_switch is a user space application that forwards packets between user mode applications 

with no connection to the host’s network. It acts either as a switch or hub and uses UNIX domain 

sockets as ports. It is simple when compared to Open vSwitch. In VINI the uml_switch is used to 

connect Linux containers that run XORP instances to each other into a virtual network. 

Figure 9: The VINI architecture as presented in [19]. 
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 Click calls itself a modular router [27] and it is a toolkit for creating configurable routers by using 

combinations of packet switching units called elements. By chaining toghether multiple elements 

a spcific functionality can be obtained. This flexibility is useful for experimentation and testing. 

The open source components are connected through custom components that are abstracting the 

PlanetLab infrastructure for e.g. the UDP channels in Figure 9 correspond to virtual interfaces, when a real 

interface goes down, clicks simulates this by adding a filter on the tunnel that blocks all traffic. 

As a conclusion, the virtualized network configuration is hard codded in configuration files, is missing the 

abstractions of SDN and performance is limited to software processing but it provided a good insight into 

the possibilities of network virtualization. Another important aspect to note here is the separation of data 

plane from the control plane. 

2.6.1.7 2006: CABO, Concurrent Architectures are Better than One 

CABO proposes to separate infrastructure from services providers. Currently the same entity provides both 

the infrastructure and the services to end users. Separation of the two roles is possible if a new 

architecture is deployed. In this architecture each service provider has access to a virtual infrastructure 

overlaid on top of the physical infrastructure. CABO important from an SDN perspective because, as we 

will see later, virtualization is one of its key applications. 

In the current architecture the infrastructure providers maintain routers, links, data centers and other 

physical infrastructure and service providers offer services such as layer 3 VPNs, performance SLAs etc. to 

end users. The CABO proposes that the infrastructure providers should maintain physical infrastructure 

needed to build networks and service providers should lease “slices” of the physical infrastructure from 

one or more providers. 

 

Figure 10: Network virtualization – Red and blue virtual nets have different topologies compared to 
the black physical layout [28] 
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2.6.1.8 2007: Ethane, the hardware abstraction 

This project was implemented at Stanford University by the same group of researchers that later invented 

OpenFlow and provide valuable insights into the separation of data from control plane and the use of 

policies for managing the network instead of using classic configurations based on IPs, MACs, VLANs etc. 

The Ethane architecture consists of a centralized controller (i.e. the “Domain Controller”) plus very simple 

hardware and software switches. The centralized controller holds the policy rules, global view of the 

network and authentication data and, based on this info sets, programs the low level flows into the 

switches. 

A policy represents the intention of the network operator, what he really wants the network to behave 

like. For examples, if the same network has VoIP phones and PCs connected we may not want the two 

groups to communicate with each other, therefore adding a policy that specifies this is enough; the 

controller takes care of the low level details. In classical networks the intention is converted by the admin 

through his experience into configuration options for the devices in the network – for our example the 

admin may choose to separate the two groups by VLANs but this is an end result, and not the intention. 

 

Figure 11: An ethane network (printed with permission from [29])  

Ethane which was built around 3 fundamental concepts [29]: 

1. “The network should be governed by policies declared over high-level names” – as network 

management is easier through polices rather than low level flows, 

2. “Policy should determine the path that packets follow” – users should define the policy and flows 

should result from the policy, 

3. “The network should enforce a strong binding between a packet and its origin” – origin of a packet 

should be determined by user and/or host rather than a source address which can easily change 

during transport. 

The main disadvantages of this approach, and ones that hindered adoption, are: 
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 The architecture required hardware modifications - and no one wants to implement a new switch 

from zero. The Stanford team used NetFpga modules to implement a minimal switch in Verilog, 

therefore the industry would have to take a similar path and implement their own ASICs. 

 No clear and open specification of the APIs between the controller and the switches. Ethane is a 

closed ecosystem, it does not provide the openness that the classic solutions provide – you can’t 

just replace a switch with another switch. 

Nevertheless the lessons learned were invaluable and constituted the base for SDN. 

2.6.1.9 2008: OpenFlow – Enabling Innovation in Campus Networks 

In a 2008 paper [16] Nick McKeown et al. described the OpenFlow protocol. This is considered the birth of 

SDN. 

2.6.2 Important events since SDN birth 

2008 2016
2009 2010 2011 2012 2013 2014 2015

2009
Openflow 1.0 2012

Openflow 1.3
2014

Openflow 1.5

2012
ONS Summit: Google

announces they use Openflow 

2008
NOX becomes
Open Source

2014
OpenDaylight 1.0

2014
ONOS becomes

Open Source
2009

Open vSwitch

2014
VmWare NSX

2014
Cisco's ACI

2010
Mininet

2009
Openflow 1.0

2011
ONF was
formed

2016
SDN becomes
Mainstream

 

Figure 12: SDN Timeline 

OpenFlow marked the beginning of SDN, yet the specification was in draft for over two years and evolved 

rapidly with major modification from release to release6 . The 1.0 final version was released at the end of 

2009 and it represents an important baseline as most controllers implemented it and it is well support 

them to this day. 

Two more important events happened in this time:  

1. the NOX controller [30], which is the first controller developed for SDN was Open Sourced, this is 

important as it provided a functional architecture, algorithms and feature set that could be used 

by other controller implementations, therefore this pushed forward the development of many 

other controllers. 

2. Open vSwitch (OVS) was released [31]. OVS is software switch that runs on Linux and provides an 

almost complete implementation of OpenFlow (from 1.0 to 1.5). The main advantage is that, with 

its release, users could easily create emulated networks with many virtual switches by executing 

                                                           
6 OpenFlow 0.98 is not compatible with 1.0 for example. 
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multiple instances of OVS on the same machine and connecting them together in a virtual 

topology. This provided easy deployments of new topologies and, being software, provided a rapid 

prototyping platform.  

In 2010 Mininet exploited the advantages provided by OVS (i.e. OpenFlow support) and operating-system-

level-virtualization (i.e. Linux kernel process and networking namespaces) and provided users with the 

ability to create realistic virtual networks on a single machine [32]. 

Mininet is written in Python and provides a CLI that can be used to easily create complex topologies of 

virtual switches and instantiate virtual hosts connected to these topologies. The user would then just login 

into each virtual hosts and be able to transmit or receive data just as it would happen from a real host. 

In 2011 Open Network Foundation (ONF) was formed7 as a nonprofit organization aiming at improving 

networking through SDN and on leading the ongoing development of OpenFlow [33]. 

For almost two years the domain continued to evolve but without major events as SDN was considered 

mostly a research topic. In 2012 Google announced that their entire network is SDN based and uses 

OpenFlow [34] [35]. This announcement triggered a massive interest from the industry, big names 

announce their commitment in bringing products to the market. Two years later the first mature products 

entered the market: VMware NSX and Cisco’s ACI platforms. 

Important events are also the release of two complex open source controllers: OpenDaylight [36] and 

ONOS [37]. OpenDaylight is a community effort managed by The Linux Foundation [38] backed by many 

prominent companies in the industry8. The development evolved rapidly, from nothing to 2.5 Million in 

2.5 years (as of 02 2016) [39], and ONOS which is an alternative project created by ON.Lab, a non-profit 

organization founded by the initiators of SDN from Stanford university [40]. ONOS focuses on providing a 

controller for telecom operators. 

2016 is expected to be the year when SDN is adopted worldwide and when we will see standardizations 

of the northbound interfaces9 [41].  

2.7 REQUIREMENTS THAT LED TO SDN 
Many of current data centers are complex sometimes with more than 1.000 switches, 50.000 servers and 

over a million VMs [42]. Configuration of this many networking devices is an issue as, in standard 

networking, it is usually distributed – each device has its own configuration file leading to thousands of 

files. These files can be stored in a central repository (on a file system or in versioned repository10) and 

custom applications that take these configurations and apply them to devices can be built but this is still a 

hard and error prone process. Just think of configuration management complexity and what damage could 

be done from configuration errors in any of these files! 

                                                           
7 ONF founding members: Deutsche Telekom, Facebook, Google, Microsoft, Verizon, and Yahoo! 
8 OpenDaylight founding members are: Arista Networks, Big Switch Networks, Brocade, Cisco, Citrix, Ericsson, HP, 
IBM, Juniper Networks, Microsoft, NEC, Nuage Networks, PLUMgrid, Red Hat and VMware 
9 The southbound interfaces are standardized and well adopted by the market (e.g. OpenFlow) 
10 Code Versioning Systems such as Git [61], Subversion [62] or Mercurial [63] are used. 
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Distributed configurations are hard to maintain with many files and a complex configuration management 

process, they are error prone due to: 

 Complex validation – configuration files need a running setup (at least a virtual setup or a minimal 

hardware setup) and a set of good tests. 

 Unpredictable – there is no direct traceability between the intention of the admin (e.g. I want to 

block external access to the VoIP phones of the company) and the configuration option (e.g. 

“create VLAN 20”) 

 Error prone – the admin has to rely on his experience, but human errors can and do occur. 

The conclusion: it takes a long time to deploy and validate a configuration change. Anecdotally, in 2014 it 

took Cisco 5 days to do a deployment, IBM was aiming for a 1 day and they were looking at SDN as it could 

do the same deployment in minutes. 

Some of the requirements of the current data center: 

 Network automation – Manual workflows should be automated. In classic networking the 

intention is expressed a set of requirements coming from different actors (e.g. engineers, 

management, clients, security audits) using different communication channels (e.g. verbal, emails, 

presentations, spreadsheets) and are converted into network configurations by network 

administrators who then test and deploy the new changes. This is slow and involves a lot of manual 

steps. We could say that the intention is compiled by humans into low level configuration options. 

In an automated workflow the intention will be written as a policy by the net admin or directly by 

the client or security engineer and the system will take care of compiling it into low level options. 

The policies are defined in an easy and clean way so that, when an admin looks at them, he can 

see what where the initial intentions. 

 Network virtualization – Multiple tenants (e.g. departments of the same company, external 

clients) may need to use the same infrastructure isolated from each other or different project 

phases may share the same infrastructure (e.g. production, development and testing may have 

different slices of the same network or different versions of the same application may coexist); 

 Better security – Traffic should be isolated between tenants and, for a domain, security should be 

enforced at the edge to reduce network load (e.g. DoS attacks should be blocked at the edge). 

 Reduce complexity – Data centers are complex, any reduction is welcomed. 

 Reduce costs. 

 Reduce deployment time. 

Advantages of SDN over conventional networking: 

 Easier to: 

o Evolve – deployments are easy, interfaces are open, custom apps and protocols can easy 

be implemented. Network virtualization can provide rapid set-up and tear down of test 

beds; 

o Maintain – operations are automated, no need for complex scripting. Replacing 

equipment is also easier as long as it implements the standard interfaces; 
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o Can easily be integrated with Virtual Machines – VM migrations are much easier due to 

the global view of the controller and the open interfaces (i.e. the Cloud Management 

Platform can specify the desired operation to the SDN Controller). Also, load balancing is 

much easier as there is no need for a dedicated load balancer – a good controller can do 

it correctly; 

o Provide network virtualization – overlays can easily be configured network wide in a 

controller. Overlays provide the necessary traffic isolation and security requirements; 

o Multiple networks can independently coexists – production, testing, development, 

research use the same physical setup; 

o Do on the fly upgrades – upgrades are faster and safer; 

o Reduce data congestion – this is a complex issue in both conventional and SDN networks 

but the new architecture provides better tools to manage it. 

 Management plane can: 

o Coordinate behavior among different types of services (e.g. router + firewall + IDS 

coordinated by the same application) 

o Integrated configuration and management for different types of devices – not only 

switches and routers but servers, IDS, firewalls and many virtual functions. 

 Apply conventional Compute Science approaches to (old) networking problems: 

o Programming: orchestration done using custom scripting or high level languages (e.g. 

Python) 

o Software engineering applied to networking: agility (i.e. iterations), phases, disciplines 

(e.g. analysis, implementation, testing, deployment) 

 Having a centralized control plane:  

o Easy to reason about specific logic and algorithms 

o Easy to infer behavior 

 Reduce cost – switches are simpler and easier to manufacture. Also, if they implement the 

standard interfaces, switches can be bought from different vendors and interchanged easily. A 

short calculation: if we have 1000 switches in a Data Center traditionally 1000 switches * 5000$ = 

5M$ for an SDN solution for the same number of units 1000 switches * 1000$ = 1M$ this results 

in an economy of 4M$/Data center! 

2.8 OPEN SOURCE CONTROLLER IMPLEMENTATIONS 
In this section we are briefly going to present two most important open source controllers: OpenDaylight 

[36] & ONOS [37]. OpenDaylight is targeted at developers and has a vast feature set and ONOS, targeted 

at operators, which is more deployment ready. These two are currently under active development and 

have become a reference to the industry. Both of them are implemented in Java. A third one, Ryu, is 

written in Python and used for research and for validating custom OpenFlow implementation as it has an 

extensive test suite for it. Floodlight & Pyretic are still under development but interest is low. Many other 

controller implementation exists but their development has halted. A detailed status, as of February 2016, 

of most important Open Source is presented bellow in Table 1. 
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OpenDaylight was initiated in 2013 and as an industry supported project coordinated by The Linux 

Foundation [38] to provide an open source SDN framework. In 2014 the first version was released. It is a 

complex Java project implemented using the OSGi Framework (Apache Karaf [43]). 

OpenDaylight provides not only the basic set of services that usually come with a controller but a multitude 

of microservices which the user may select to install as needed. Services are bundled together and 

dependency checks are made when starting them up (a component will load and initialize all dependent 

components on startup). It has two interfaces, one external (the northbound interface) using REST APIs 

and another one internally for java OSGi microservices using internal fast communication mechanisms. 

From an architectural perspective (Figure 13-1), it has a service abstraction layer (SAL) on top of different 

southbound protocol drivers (e.g. SAL connects to an OpenFlow driver), on top of SAL lies a set of base 

networking services and many other services that the user can activate. On top of them is a REST API that 

applications can access. The base architecture is straight forward but, because of its massive code size (2.5 

mil lines of code) and many teams working independently on different components understanding the 

details is a complex task. 

ONOS, the other important controller, is implemented in Java by Open Networking Lab (ON.Lab) as 

collaborative project supervised by The Linux Foundation. ON.Lab was created as a non-profit organization 

founded by SDN inventors and leaders from Stanford University and UC Barkley as opposed to 

OpenDaylight industry supported project. 

ONOS is Carrier grade – which means that high availability and scalability are fundamental aspect 

(OpenDaylight works better as a standalone controller). It is designed as a distributed controller with all 

peers running the same identical code. 

 

Figure 13: OpenDaylight and ONOS architectures 
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From an architectural perspective (Figure 13-1), ONOS has horizontal multilevel stacked architecture, 

protocols have providers and are abstracted by southbound provider API on top of which lies the Core 

which exports northbound APIs. Vertically it provides services (also known as subsystems). ONOS defines 

a service as a vertical slice through the tiers of the software stack that provides a unit of functionality. 

ONOS uses the same OSGi Framework as OpenDaylight yet their vision is different both from their 

approach to SDN (see 2.5) and from targeted use cases. ONOS is following the Open SDN concepts (it is 

after all created by the inventors of SDN) while OpenDaylight is a mix of Open SDN with Overlay-based 

SDN with a focus on creating a set of interoperable APIs. Both solutions provide frameworks that can be 

used by companies to build their own proprietary controller implementations tailored for their unique use 

cases. 

From our experience with them the main difference we observed is that OpenDaylight is more a set of 

APIs and internal Java interfaces submitted by different networking manufacturers trying to leverage their 

own custom offering (OpenDaylight works well on top of custom solutions) while ONOS is more practical 

as it target telecom operators use cases. Also, for developers who are familiar with it, OpenDaylight 

provides a broader set of services. 

Table 1: State of SDN open source controller implementations (as of 02.2016) 

Name Source 
Programming 
language(s) LOC 

Activity/month 
(commits & 

contributions) Notes 

NOX ICSI C++ 64%, 
Python 27%, 

Other 9% 

81,980 Inactive Last commit in 
September 2010 

POX ICSI Python 96%, 
Other 4% 

20,928 Inactive Last commit in 
July 2012 

Ryu NTT Comm. Python 87%, 
Erlang 9%, 
Other 4% 

115,000 33 commits, 
8 contributors 

Long lived project 
with low but steady 
activity 

Beacon Stanford 
University 

Java   Beacon became 
Floodlight so 
inactivity is 
expected 

Floodlight Big Switch 
Networking 

Java 98%, 
Other 2% 

98,000 20 commits, 
7 contributors 

Old controller with 
low activity, 
development has 
stopped 

Pyretic University 
(multiple) 

Python 80%, 
Erlang 9%, 
Other 11% 

188,000 40 commits, 
2 cont 

Very low activity 
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Name Source 
Programming 
language(s) LOC 

Activity/month 
(commits & 

contributions) Notes 

Trema NEC Ruby, C 60,000 Inactive 2 commits in last 6 
months 

OpenMUL OpenMUL 
Foundation 

C 86%, 
Shell script 7%, 

Other 7% 

213,741 Inactive Last commit 
September 2015 

OpenDaylight OpenDaylight 
foundation 

Java 55%, 
C++ 16%, 

JavaScript 9%, 
Other 20% 

2.6 Mil 1000 commits 
120 cont 

Very high activity, 
code base increases 
very fast! 

ONOS ON.Lab Java 80%, 
JavaScript 14%, 

Other 6% 

450,000 500 commits, 
50 cont 

Second fastest 
growing 

 

2.9 THE OPENFLOW PROTOCOL 
OpenFlow provides internal access to low level forwarding tables of switches for external applications. It 

is defined by Open Networking Foundation (ONF) in [44] and the latest version is 1.5.1 released in 26 

March 2015. 

It is a binary protocol that works over TCP or UDP 11  with security provided by the underlying 

communication stack (e.g. by TLS tunnels). A session consists of three phases: 

1. Initiation – Connection is usually established by the switch as they know how to connect to 

controllers12. After connection is established (e.g. over TCP with TLS tunnel) the protocol performs 

a short version negotiation. Then, if negotiation is successful, a controller requests a list of features 

that the switch supports (some features are optional) and it also sends an initial configuration. 

Each switch uniquely identifies itself using a data-path id (64 bits unsigned integer). 

2. Operation – flows are added, removed or updated, packets are sent from controller to switch and 

vice-versa. 

3. Monitoring – the controller requests statistics from a switch or the switch sends statistics 

periodically to controller. Communication channel between switch and controller is permanent 

and monitored using echo messages. 

A switch that only implements OpenFlow is much simpler than a full NOS implementation of a traditional 

switch (Figure 14 bellow versus Figure 1). OpenFlow protocol only uses the Hardware Abstraction Layer 

and ASIC’s development kit. From the old management plane in Figure 1 usually only the CLI remains as it 

is needed for initial configuration (e.g. configuring a secure management channel to the Controller or 

setting the Datapath Id). 

                                                           
11 In theory it is independent of transport layer but most implementations use TCP or UDP. 
12 IP address of controller is configured through an external channel – e.g. serial CLI console. 
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Figure 14: Structure of a switch that only provides OpenFlow 

OpenFlow, as the name suggests, manages datapath flows, therefore, the most important concepts are 

the flow entry and flow table. According to standard [44]: 

 “[a flow entry is] an element in a flow table used to match and process packets. It contains a 

set of match fields for matching packets, a priority for matching precedence, a set of 

counters to track packets, and a set of instructions [or actions] to apply [to a packet]” 

Where a flow table is a stage of the pipeline that contains flow entries. Multiple flow tables are (usually) 

supported by switches. A packet entering the pipeline is processed in the first table, matched against the 

flows in that table in order of their priority until first match is hit. If that packet matched contains a goto 

another table instruction then processing continues on that table13. 

To better understand the concepts of flows, actions and matches we added bellow four examples of flows 

from our experiments with VLAN-PSSR in Ch. 6. The binary representation is converted in a human 

readable format: 

1 

2 

3 

4 

table=0, priority=65535,dl_dst=01:80:c2:00:00:0e,dl_type=0x88cc actions=CONTROLLER:65535 

table=0, priority=60000,dl_dst=ff:ff:ff:ff:ff:ff actions=FLOOD 

table=0, priority=32768,vlan_tci=0x0800/0x0800 actions=goto_table:10 

table=0, priority=0 actions=CONTROLLER:65535 

                                                           
13 Else if no match is found and it is not the last table in the pipeline then processing continues with the next table 
otherwise packet is dropped. 
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All four flows are in table 0, the first one has the highest priority (65535) and the last one has the lowest 

priority (0): 

1. Fist flow matches on MAC 01:80:c2:00:00:0e and on dl_type=0x88cc representing the source 

address and EtherType of the packets. EtherType is a two-octet field in an Ethernet header. Is used 

to indicate which protocol is encapsulated in the payload of the packet. 0x88cc value is used by 

Link Layer Discovery Protocol (LLDP) a protocol useful in topology discovery. The action is to 

forward the packets matching this mac end EtherType to the controller 

(actions=CONTROLLER:65535). LLDP is a management protocol so it is sent to the controller for 

further processing. 

2. The second flow matches on broadcast addresses (ff:ff:ff:ff:ff:ff) and its action is to forward 

these packets to all switch ports (actions=FLOOD) except the one it was received on. 

3. The third flow sends any VLAN tagged packet to another pipeline table in the pipeline for further 

processing (goto_table:10). 

4. Last flow has the lowest possible priority (0), therefore it is the last one to be checked and its 

action is to forward to controller, same as flow 1. The difference is that this flow actually has no 

match defined, this means that, given its low priority, all packets that do not match any other rule 

in the table are sent to the controller for further processing. 

A flow match can be configured for one or more header fields in the packet, such as: all Ethernet and IP 

headers, VLAN ID, VLAN priority, MPLS tag, TCP/UDP source and destination ports etc. Some fields provide 

wildcard mask matching. Widcard mask is a set of bits that indicates which parts of a header field (e.g. IP 

& Ethernet addresses) are available for examination. 

Multiple actions can also be added, such as sending (outputting) the packet to a list of ports, to another 

table, flood on all ports, send back to input port or send to controller. Other actions can be to decrease 

TTL, to push a new VLAN or MPLS tag or to modify an existing tag. Pushing and popping VLANS and sending 

packets to different tables is used extensively by our VLAN-PSSR proposal in Ch. 6. 

First OpenFlow version (1.0) was limited in functionality yet provided the advantage that it did not need 

hardware modifications. Later versions increased in complexity and necessitate hardware modifications 

or costly software processing to work around hardware limitations. This led to slower adoption. The 

newest version to date is 1.5.1, yet reference is considered to be 1.3 as it is well supported by vendors.   



 

36 
 

3 SOFTWARE DEFINED DATA CENTERS AND CLOUD COMPUTING 

3.1 INTRODUCTION 
In a Software Defined Data Center (SDDC) compute, networking and storage resources are abstracted. 

Compute and networking are virtualized and storage is partitioned and distributed. In an SDDC workflows 

can be migrated from a machine to another one without interruptions14. Differences in hardware and 

configuration complexity is hidden from the users. The resources are managed by a Cloud Management 

Platform and presented to the user in an abstracted manner. Access to those resources is done through a 

CLI, GUI (usually Web based) and/or API (usually REST). 

Cloud computing, in simplified terms, means storing and accessing data and applications over the Internet 

instead of storing it or running applications on your own computer. A more formal definition is given by 

NIST in [45]: 

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access 

to a shared pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and services) that can be rapidly provisioned and released with minimal 

management effort or service provider interaction.” 

NIST also states that the cloud model is composed of three service models: IaaS, PaaS, SaaS (see Ch. 3.1 - 

Service model), four deployment models: Private, Community, Public, Hybrid (see Ch. 3.1 - Deployment) 

and it has five essential characteristics: 

1. On-demand self-service – resources can be provisioned by a user (tenant) automatically without 

user interaction; 

2. Broad network access – can be accessed by standardized mechanisms that do not impose a 

restriction on the device type (PC, laptop, phone, tablet etc.) or operating system (Linux, Windows 

etc.) as long as they adhere to standards; 

3. Resource pooling – the access is multi-tenant, users can dynamically reserve resources from a 

pool without caring about the strict location of the reservations; 

4. Rapid elasticity – Resources can be rapidly provisioned and released; 

5. Measured service – resource usage is monitored and measured at all times (e.g. number of VMs, 

CPU usage, IOPS operations, size of storage used) and reported to both the user and Cloud 

administrator. 

By looking at these characteristics we see that SDDCs can easily conform to the cloud NIST definition, 

service model, deployment models and characteristics. In case of small private clouds, broad network 

access and measured service may be basic as only admins need to keep track usage statistics. Also, private 

clouds do not need to provide broad device support if the private network is used in controlled, internal, 

environments.  Multi-tenancy is supported but may only be used as a way to just isolate between admin 

and user role. 

                                                           
14 Or with minor interruption if live migration of VMs is not supported. 
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In the following sections, after exploring characteristics and classification of Data Center, the thesis 

presents its architecture then storage and networking. The focus is on identifying attributes of different 

technologies impacting networking itself. Compute is treated as part of architecture as its impact on 

networking is less than that of storage. 

3.2 DATA CENTERS CLASSIFICATION AND CHARACTERISTICS 
Data centers are facilities used by enterprises to house servers, storage and networking for the needs of a 

single or multiple entities (e.g. companies, departments). This typically involves storing, processing and 

serving large amounts of data to clients with applications implementing client server architectures.  

The requirements of a data center are diverse and depends greatly on the classification of the DC. So, by 

just understanding what kind of DC we are analyzing we can estimate its requirements and its high level 

design and implementation restrictions. 

This thesis proposes the following criteria for classifying data centers: 

1. Size & availability – this is how ANSI/TIA-942 classifies data centers. This categorization represents 

a simplification of multiple characteristics: Power and cooling redundancy, component 

redundancy, fault tolerance, power outage sustainability interval (see Table 2 below); 

2. Purpose – type of applications it is serving: 

 Application oriented - built specially for one or more applications. E.g. Facebook or Google 

search engine data centers are purposely build for a single application, artificial 

intelligence – IBM Watson etc. These data centers are well optimized for their purpose 

and do not easily allow the execution of different apps. They usually serve a single tenant, 

or may be shared by multiple tenants with shared concerns, such as needed by grid 

computing. 

 Generic – these data centers focus is on providing support for any application, they are 

not as optimized as the application oriented class yet are more versatile. Clouds are built 

on top of this type of DCs. Also, they are multi-tenant. 

3. Orchestration model 15  – defined by resource management and sharing model. This model 

influences many other characteristics such as network topology, storage and deployment: 

 Clustering Middleware Management – a cluster is a set of similar or identical compute 

nodes (i.e. computers) that are connected together through a high speed network with 

the objective of finalizing specific tasks in a distributed manner. A clustering middleware 

is a software layer that manages cluster nodes and allows users to treat the cluster as one 

large cohesive computing unit. A cluster has 2 definitions, only the first one uses a 

clustering middleware: 

i. The nodes are managed by a Cluster Controller which schedules the workload 

between them. Multi-tenancy is possible by providing a task queuing & scheduling 

                                                           
15 Even though both supercomputers and mainframes provide a type of computing used in datacenters they do not 
play any role in SDN. Also, a grid can’t be considered as part of a datacenter. 
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mechanism in the controller16. A middleware layer manages the scheduling and 

task distributions, applications need to be written specially for this. 

ii. The term cluster is used to describe parts of the datacenter that perform a specific 

function for example: the management cluster, the storage cluster, a web server 

cluster behind a load balancer etc. This does not describe the orchestration model 

 Cloud Management Platform – A specially designed application that manages cloud 

resources and offers them to clients. The resources are provided through virtualization or 

partitioning (for more details see section 3.3.1.4),  

 Application specific – data centers built for a specific application or a set of applications, 

for example Facebook has its own datacenters tailored for a single application, and same 

can be said for some of Google’s datacenters. 

4. Service model – Determine the level of service provided by the data center: 

1. IaaS: Infrastructure as a service – provides virtual machine, containers or bare metal 

servers to the cloud user. The user is able to install its own operating system and the 

responsibility for managing the virtual environments is completely his. 

2. PaaS: Platform as a service – provides different execution environments to the user. The 

user does not have access to the underlying operating system nor infrastructure. The user 

provides a package in the format required by the PaaS, usually by uploading it through a 

web interface and the PaaS takes care of executing it. Sometimes PaaS is running on top 

of an IaaS. 

3. SaaS: Software as a service – the user usually can login in a software application provided 

by the cloud SaaS operator. The software is licensed on a subscription basis and is typically 

accessed through a Web Interface. SaaS may run on top of a PaaS or IaaS. 

5. Deployment – Who owns versus who uses a DC: 

 Private – cloud is owned by the same entity that uses it; 

 Community – multiple entities with shared interest use the same cloud; 

 Public – multi-tenant, external entities may rent resources from these clouds. It has a 

single owner (i.e. DC operator), the other entities are external; 

 Hybrid – private clouds that extends into the public cloud. Either on service based – some 

services are externalized (e.g. storage) or based on scalability premises (i.e. extends in 

public cloud when demand is high). 

6. Network topology – For clouds the most used deployed topologies are those in the Clos category: 

Fat-tree and leaf-spine. 

7. Storage model – Storage model evolved in time from local to SAN and distributed. Each of the 

models have their advantages and disadvantages and where preferred at different moments in 

time. Five models are more important (for details on the first four see 3.4.1): 

1. Independent storage network – Storage arrays are connected to servers on a dedicated 

storage network. In this model, networking and storage traffic is isolated and two 

independent networks are needed. Storage have their own cabling switching devices. 

                                                           
16 Not to be confuses with SDN controller. 
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2. Partially converged storage and data networks – Storage arrays are connected to network 

switches and storage traffic is tunneled aver data network. 

3. Converged storage over data network – Special storage servers provide data for compute 

nodes. All storage traffic happens over data network. Usually this is done using a 

distributed storage solution (see 3.4.2). 

4. Hyper-converged – Servers that provide processing also provide storage but, instead of 

using it only locally and wasting the unused space, it is shared between all servers using a 

distributed storage solution. 

5. Local storage – storage is accessible locally on each server, no networking is needed. 

8. Compute model – categorizes DCs based on how the compute resources are managed. Used 

models are: 

1. Bare metal – servers do not use any type of virtualization, they are managed either 

manually (i.e. an operator installs the OS when needed by going into the DC, connecting 

to the server with a portable display, keyboard and mouse) or automatically through a 

remote management console that connects to the server through a KVM switch (Keyboard 

Video Mouse switch) or through a special interface that server manufacturers provide (iLO 

for Dell and iDRAC for HP). Modern data centers provide a GUI for managing servers and 

the possibility to remotely connect image disks (DVD virtual images in .iso format) and 

boot from them. Some data center providers even support automatic OS installation of 

bare metal servers. 

2. Hardware virtualization (Virtual machines) – Servers use hardware virtualization to 

partition compute and storage resources. These servers also have a virtual switch that 

provides connection between the physical Ethernet interfaces and the VMs virtual 

interfaces. These switches use software processing and are slower than their hardware 

counterparts but easily upgradable. Most of these virtual switches support the latest 

version of OpenFlow therefore they can easily become part of SDN networks. 

3. Operating-system-level virtualization (Containers or jails) – The operating system allows 

the existence of multiple isolated user-space execution environments. The isolation is 

done though kernel mechanisms and usually provides 3 categories of isolation: 

1. Process isolation – processes belonging to the same environment see and 

communicate with each other yet are not aware of processes in other 

environments. 

2. Networking isolation – this is done through virtual ports usually connected to a 

virtual switch. Each environment only has access to a dedicated set of virtual 

ports. 

3. Storage isolation – the host file system is not visible nor the storage spaces of 

the other environments. 
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Table 2: Data Center multitier model of ANSI/TIA-942 

Tier Size Availability Downtime Other 

1 
Typical small 

business 
99,671% 28.8 hours 

o Single path of power and cooling 

o No redundant components 

2 
Medium-size 

business 
99,749% 22 hours 

o Single path of power and cooling 

o Some redundancy in power and cooling 

systems 

3 Large company 99,982% 1.6 hours 

o Multiple power and cooling paths 

o Fault tolerant (N+1) 

o Able to sustain 72-hour power outage 

4 
Multi-million 

dollar company 
99,995% 0.04 hours 

o Two independent utility paths 

o Fully redundant (2N+1) 

o Able to sustain 96-hour power outage 

 

 From an SDN perspective, the classification of Data Centers has a great impact on the requirements 

imposed on a controller mainly from a performance, availability and security perspectives: 

 Performance – the main impact is made by the topology and by its size. Big data centers need 

performant and scalable controllers. 

 Availability – some controller don’t provide the required level of HA. Also, a high HA may impact 

performance. 

 Security – Multi-tenant data-centers (e.g. Clouds) have a stricter security requirements than single 

tenant ones. 

 

Figure 15: Data center classification ontology 
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3.3 DATA CENTER ARCHITECTURE 
Data centers are diverse, both in size, performance and technological level. The size vary from very small 

ones with just a few cabinets stored in a computer room to warehouse size with hundreds of cabinets 

stored on multiple building floors and rooms that have special needs for power, cooling or security. The 

technologies used in data centers are also diverse as most of them are designed to operate for 10-15 years. 

During this time maintenance need to be supported for old equipment while also leaving room and 

preparing in advance for upgrades and capacity increase [46] [47]. 

During its lifetime, a data-center undergoes a few major upgrades, therefore the initial design should be 

able to accommodate these changes. To simplify this, standards have been created both for specifying the 

base architecture and connectivity between equipment. Most notably here is the TIA-942 [48] (with 2013 

update TIA-942-A) and the Open Compute project [49]. 

Inside a data center replacing old hardware or purchasing new capacity is easily done if the architecture 

supports the new device interfaces, power, cooling and management needs. This can is possible by careful 

design and planning. 

Arguably, the most important aspect of a data center is designing and building the communication network 

– both data, management and storage networks – as they interconnect all of the individual boxes into a 

cohesive fabric. This design is important as it affects performance, scalability, security and availability and 

its deployment is expensive and time consuming. 

To optimize networking in SDN data centers it is important to understand the impact that different design 

aspects, data center layouts and hierarchical design have on the networking itself. Such constrains limit 

choices of topology, equipment, affects the cost, performance tradeoff and imposes certain limitations on 

the routing algorithms themselves. 

In the following sections the thesis presents an overview of important aspects of datacenter design and 

the categories of choices that a designer has to consider. The next section presents the main building 

blocks of a DC as defined by ANSI/TIA-492 and continues with a short presentation of one of the 

hierarchical networking architecture. 

3.3.1 Design aspects 

Data Center design is a complex process that involves knowledge from multiple domains. A team of experts 

in each domain designs and then monitor its construction. 

The design itself starts from a set of requirements and finalizes with the commissioning of the DC. The 

process itself is complex and varies from company to company and from deployment to deployment but 

usually is based on a waterfall process with a design and planning phase at the beginning, followed by 

construction (execution), commissioning and operation. 

Requirements impose design constrains on the choices in each domain. Then these choices, because of 

interdependency limit the choices in other domains. 

This thesis identified the following seven domains as the main drivers of DC design: 
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1. Facility – Represents the building where the equipment is installed. Decisions in this domain 

impact all of the other aspects, especially if it is already built; 

2. Cooling – Type of cooling and its capacity. This has a smaller impact on the networking and 

compute, especially if standard, air cooled data centers are built but it can greatly impact them if 

liquid cooling is chosen; 

3. Electrical – Servers and network equipment use tremendous amounts of power so a good design 

of this domain is important and may limit the available options – especially the compute choice 

and density; 

4. Networking – Decisions are based on the requirements (mainly capacity, availability and latency), 

on the constrains imposed by the other domains and on available technologies; 

5. Compute – model, architecture, equipment type; 

6. Storage – is impacted mainly by its capacity and storage model; 

7. Data center management and operations – applications that manage the data center and 

depends mostly on the level of automation desired. 

The one that mostly interest us is networking, yet it is essential to have a view on all of the other domains 

as they all impact it. 

Facility, cooling and electrical design impose little restrictions on networking. Probably the most important 

is the size of the facility. Bigger facilities need more complex design. 

Cooling and electrical impact on networking is linked to the constant need for reducing power 

consumption. This is an important requirement, especially for large Data Centers. This provides another 

advantage for SDN as devices need less CPU processing in switches therefore need less powerful CPUs at 

switch level. Regarding cooling, custom solutions, such as liquid cooling, require customization of the 

networking equipment which is costly. 

Key decision points for facility, cooling and electrical design, without further details, are listed in Figure 16. 
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Figure 16: Facility, Cooling and Electrical decisions 

3.3.1.1 Compute design decisions 

Hardware choices mainly depend on the specific needs of the applications that run on them. The 

hardware specs include server size, density (blade, rack – 1U, 2U), processor architecture and special 

devices installed in servers. 

The processor architecture used inside DC is usually x86 or Power PC. Older data centers are a mix of the 

two but new data centers today prefer x86. ARM servers are new to the market and, even though some 

vendors sell them the adoption rate is low [50] [51] [52] [53]. 

Other than the CPU, servers include special devices such as GPUs, for parallel processing, and 

Cryptographic accelerators.  

To increase processing speed inside VMs, servers with special devices provide support for PCI 

passthrough, a technology that allows a Cloud Management Platform to allocate a PCI device directly to 

a VM by bypassing completely the virtualization layer of the host server. The operating system inside the 

guest VM will access this device directly (i.e. its PCI registers) without host translation of API calls.  

Therefore, these devices will operate at the same speed inside a VM as it would do in the host operating 

system. The disadvantage is security as the host operating system will not be able to intercept any call to 

this devices. For example, in multi-tenant systems, passing an Ethernet device will give the tenant VM 
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full access to it, sometimes even promiscuous mode, therefore special measures need to be taken. GPUs, 

NICs and Crypto accelerator modules are good candidates for PCI passthrough.  

 

Figure 17: Design choices for servers inside a DC 

Another important aspect is accessing the management console of the compute node17. Many 

technologies to control a server exists, some of them are standardized such as IPMI, Intel ME and serial 

(RS232) port some are vendor specific, such as iLO (from HP [54]) or iDRAC (from Dell [55]) or even 

custom boxes, known as KVM switch, that take the VGA and USB keyboard signals and transmit them 

over Ethernet to a centralized console management system.  

From a software perspective, the operating system of the host needs to be chosen or, in case of 

hardware virtualization the hypervisor has to be decided. Also, libraries, applications and other tools that 

run on top of the compute to provide the desired level of service (for clouds, nodes connect to the Cloud 

Management Platform and provide at least IaaS if not PaaS or even up to SaaS). For more info about 

Cloud Management see section 3.3.1.4. 

Compute node imposes the following constrains on the networking decisions: 

                                                           
17 Remotely accessing keyboard, video and mouse same way we are accessing a local computer 
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1. Bare metal nodes18 do not have a virtual switch – the edge switch is actually a HW switch, fast 

but limited in functionality and upgradability. 

2. Virtualization solutions have a virtual switch – which is very slow compared to hardware 

solutions, but easily upgradable; 

3. Compute nodes in application specific data centers may or may not have a vSwitch; 

4. High performance computing impose certain restrictions on the topology and performance – 

Cube and hypercube topologies are sometimes used; 

5. PCI passthrough of Ethernet devices (NICs) must be handled with care to avoid possible security 

issues; 

3.3.1.2 Storage design decisions 

New data centers are build using a converged design with distributed storage solutions. Older DCs with no 

or partial convergence still need to be supported, therefore FC, FCoE and iSCSI technologies are still going 

to be maintained and even deployed for years to come. 

When designing the storage, two main aspects are taken into consideration: how much distribution is 

needed and what storage model will be used (see section 3.2). 

Servers usually have a small amount of local storage for booting up (bootstrapping) the Operating System19 

and to keep local data such as management or local applications. After the OS is booted most data is access 

from a remote location either over a NAS, a SAN or from a Distributed Storage solution. 

Three data access models are common: 

1. Block storage – the entire storage is visible as a big, continuous, storage space to the operating 

system which then reads and writes data in fixed-sized blocks (e.g. 512 bytes or 4KB of data at 

time). This type of storage can be used to bootstrap an operating system and can be mounted and 

formatted using any file system by the host compute node. 

2. Object storage – data is stored as objects. Each object typically include the data itself (of variable 

size, from a few bytes to gigabytes), a metadata (smaller size, usually stored as a set of key-value 

pairs) and a globally unique identifier. Useful for storing various types of, usually large, distributed 

pieces of data (e.g. pictures, videos) that don’t make sense to be stored in a database. 

                                                           
18 Nodes that are managed by the cloud platform but do not have a host operating system installed by default are 
called bare metal. No virtualization is involved. Keyboard, video and mouse of this nodes is captured and transmitted 
remotely (e.g. VGA video analog signals are digitized and converted to an IP video stream). Also the power and reset 
button are managed remotely. CD-ROMs and USB devices are emulated and remotely connected. Cloud 
Management Platforms install operating systems on these nodes just as a user would do if physically connected to 
the server. Sometimes users can take control of the installation process. This is just like installing an operating system 
on his own computer yet it is actually doing it somewhere in a data center. 
19 There are cases where the OS is booted from a remote location (e.g. via PXE or from a NAS). This approach is less 
often used than booting from local storage. 
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3. File based storage – keeps data in a 

hierarchical tree of files and directories. 

Can be local (i.e. the FS of an Operating 

System) or remotely accessible via a 

network protocol (e.g. NFS or SMB). 

Remote file based storage systems can be 

built on top of distributed block or object 

storages. 

The types of storage are:  

1. Local, direct-attached storage (DAS) – a 

HDD, SSD, NVRAM or a RAID array device 

that keep persistent data close to the 

server. This storage is directly attached to 

servers using a SATA (mSATA) or PCIe 

connection. The drives themselves are 

located inside the server. Performance is 

high, information is easily accessible with 

no communication needs but storage can 

easily be wasted as it is not remotely 

accessible. 

2. Storage Area Network (SAN) – Devices 

are connected remotely through a 

storage network to servers. A SAN 

storage array comes with a management 

application that allow partitioning of the 

array space between multiple servers. A 

server BIOS then connect to the array and 

makes those partitions locally visible to 

the operating system. From an operating 

system perspective, the remote storage looks just like a local, directly attached storage. 

Performance is very good, capacity and reliability is high but cost can be prohibitive for some 

deployments. 

3. Network-attached storage (NAS) – Provides remotely accessible file based storage over TCP/IP. A 

server runs a special applications that exports its local FS to other nodes through a NAS protocol 

(e.g. NFS, SMB). Servers that provide the NAS can have their own storage as either local (DAS) or 

connected remotely (i.e. a SAN or a distributed storage) in this case it acts like a gateway that 

creates the file based storage for other nodes to use (i.e. NAS using DAS or NAS using SAN). 

Performance usually is not the main target of these solutions but the shared file based access that 

is provided to the servers. 

Figure 18: Data Center Storage design decisions 
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4. Distributed storage – provides, block, object or file based storage20. The difference to NAS is that 

information is distributed between multiple servers which behave as one storage system. The 

servers have their own DAS or, rarely, NAS connected storages. Distributed storage solutions may 

also have special servers that do not export storage space but manage the cluster or provide 

gateways to the data stored in the cluster. It has good performance (similar to that of a SAN), low 

cost when compared to SAN but uses TCP/IP and can be error prone21. Distribution storage 

solutions are not new to the market but they had many disadvantages that reduced adoption. In 

the last years many of these problems have been solved and as QoS and congestion control has 

improved. 

Other aspects taken into consideration are storage hierarchy, replication level, scope (e.g. production, 

backup) and storage model. 

Storage hierarchy (or storage tiering) represents how the storage is divided into parts. Having a very big 

pool of storage may not be easily manageable, some systems does not support arbitrarily big storage 

arrays and it may affect performance or security. To solve this, DC operators may choose to implement 

hybrid solutions, divide an existing cluster in partitions or implement multiple storage clusters that use 

same or different technologies for different user groups. The hierarchy depends on the scope of a storage, 

for example, a backup cluster may be implemented using low performance but high capacity disks, or even 

tape drives while a cluster holding an enterprise database may be implemented using SSDs for fast access.  

Replication level is important, especially for distributed file systems 22 , if data reliability or read 

performance is desired. A replication of 1 (one) means that a single copy of the data is kept inside the 

system and a replication of n means that n copies of the same data are kept and that data is recoverable 

if n-1 replicas fail at the same time. Read performance also increases with the replication level but storage 

space requirements increases and write speed decreases. Also, a greater replication level means that 

network throughput is increased so, if a host writes with 100MB/s and the level of replication is 3 then the 

actual total network usage will be of approx. 3Gbps. 

Storage model represents the degree of integration between storage networks and data networks. A 

storage network without convergence means that storage nodes have their own independent network 

separated from the data network. Partial convergence of storage is achieved when some of the storage 

traffic moves over data network, full-convergence is achieved when all of the storage traffic moves over 

data network and hyper-convergence is achieved when nodes combine storage and compute and the 

storage of nodes is also shared using a distributed file system. For more details on this topic see 3.2 Data 

Centers classification and characteristics – Storage model on page 38 and 3.4.1 Evolution of storage 

architectures on page 54. 

                                                           
20 Can be NAS or using a proprietary protocol. 
21 Data is distributed, therefore probability of failure of a device is directly proportional with the number of devices 
in the cluster, therefore data replication is a must 
22 RAID supports replication level of 2, known as RAID 1 mirroring, but for reliability it also provides error correction 
codes that guarantee data is recoverable even without a one-to-one replication. 
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Distributed storage, SANs and partial converged storage impacts networking usage directly, the impact is 

discussed in Ch. 5. The solution proposed there improves network throughput by reducing congestion. 

3.3.1.3 Networking design decisions 

Data Center network design decisions are influenced by network capacity, scalability, reliability and cost. 

Automation, in most cases, is just an enabling factor, not a direct requirement. 

As data centers are constantly evolving, the network design is usually done for the entire network from 

the beginning but only parts of it are deployed in the first commissioning phase. Also, a lot of room need 

to be provisioned for future technologies that, given the 10-15 years lifespan of the DC do not exist yet. 

When designing the DC network we have two perspectives: 

1. External, backbone network access 

2. Internal networking 

The first part is usually implemented by the Network Carrier and it is his responsibility to bring the 

backbone into the datacenter. When the DC operator is also a Telecom Operator, it may become an 

internal design activity. 

From a DC design perspective, this thesis only considers the internal networking. WAN or SD-WAN are 

complex topics with different characteristics and needs than those of a DC. 

In DCs, external network access redundancy is important, therefore two connections to the external world 

are needed. Usually both of them are used in parallel to balance traffic or, if one of the connections is 

order of magnitude slower than the other, the second one may only be used for backup. The two 

connections are provided by same or different carriers. 

Networking design aspects: 

 Hardware – multiple vendors are available. Price is a big constrain as it increases fast with the 

number of ports and feature set. In SDN, as they are only required to provide flow passed 

forwarding, cost is reduced. 

 Software - choice is mainly imposed by the technology used throughout the network:  

o Traditional networking – device management and monitoring software plus a 

Configuration Management Application are needed; 

o SDN - Controller and the application that are running on top of it. 

 Topology – is chosen mainly based on performance requirements and hardware plus software 

constrains and limited by cost. Another two constrains are cabling and scalability as too much 

cabling will increase complexity and scalability may hinder feature upgrades. For details see 

section 3.5.3. 

 Cabling – Management, data and storage network may need different cabling. In SDN both 

management and data are tunneled through the data network which reduce cabling complexity. 
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Figure 19: Networking design decisions 

3.3.1.4 Data center management and operations 

Data center management is done using a set of applications that integrate monitoring with planning, 

modeling, and asset management. These applications may also integrate with other systems such as 

service management and financial services. 

Three categories of applications stand out (see :  

1. Computerized Maintenance Management System (CMMS) – provides an integrated solution for 

the operational maintenance of data centers with the goal of supporting DC operators in 

increasing asset life, tracking maintenance details, predicting and preventing equipment failures, 

reducing downtime, and lowering the costs of maintenance. 

2. Data Center Infrastructure Management (DCIM) - collects data from devices, sensors and meters, 

stores then processes this information into a more manageable form through its many modules 

and report it back to the operator.  It also provide modules for capacity planning and analytics. 
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This application is important as it provide the network operator with a complete view of the Data 

Center through its real time reports and dashboards. It also provides the data for the CMMS and 

other applications that need it. 

3. Cloud Management Platform (CMP) – manages cloud resources (compute, storage, and 

networking) and provides IaaS services. On top of it a PaaS and/or SaaS may run. In this area many 

opens source projects alternatives exists: CloudStack, OpenNebula, Eucalyptus and OpenStack for 

IaaS and OpenShift and AppScale for PaaS. The most well-known and successful is OpenStack. A 

short analysis is presented in Table 3. Based on it the best choices at this time seems to be 

OpenStack for IaaS and OpenShift for PaaS. 

In SDDCs, DCIM communicate with CMP and with the SDN Controller to automatically optimize resource 

usage. For example, in case that congestions routinely occur in a part of the network then DCIM, based on 

the information from CMP and SDN Controller may move some VMs from nodes causing congestions 

through releasing valuable network resources. After congestion, CMMS may even decide to power off 

equipment that is unused or, instead of migrating instances, it may decide to power on backup equipment 

or inform the maintenance team to create temporary network connections till the congestion is resolved. 

 

Figure 20: SDDC Management Applications and their relations 

The SDN Controller is just one of many applications and works in close relation with CMP. These two 

applications are the most complex and critical to a correct DC operation. CMP has to able to manage 

multiple categories of resources and be able to abstract compute, storage and networking resources for 

multiple tenants. And the controller need to efficiently manage networking, all of the network devices and 

provide a broad range of services. 
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All three applications provide Dashboards (GUI) applications to ease management and most of them also 

provide a CLI and APIs to ease administration. 

Table 3: Open Source Cloud Management Platforms 

Application Type 
Programming 
language(s) LOC 

Activity 
(commits & 

contributions) Notes 

CloudStack IaaS Java 55%, Python 
18%, JavaScript 
10% 

1.06 Mil 50/mo, 
15 cont/mo 

5% proprietary. Number 
of contributors and 
commits dropped 
dramatically in the last 
two years. 

Eucalyptus IaaS Java 50%, C 14%, 
Python 11%, 
JavaScript 6% 
(Other 19%) 

0.6 Mil 80/mo, 
9 cont/mo 

Number of contributors 
and commits is 
dropping. 

OpenNebula IaaS C++ 48%, Ruby 
36%, Shell script 
10%, 26% (Other 

6%) 

0.14 Mil 260/mo, 
10 cont/mo 

Activity is small but 
constant. 

OpenQRM IaaS PHP 67%, CSS 5%, 
Shell script 16% 

(Other 12%) 

0.4 Mil ~=0/mo, 
-/year 

Very low activity 

OpenStack IaaS Python 82%, XML 
7% (Other 11%) 

1.7 Mil 3500/mo, 
370 cont/mo 

Code base increases very 
fast! 

OVirt IaaS Java 59%, Python 
16%, XML 10% 

(Other 15%) 

1.5 Mil 650/mo, 
70 cont/mo 

provides a web interface 
for managing libvirt, 
rapidly growth (started 
in 2011) 

OpenShift PaaS Go 43%, Ruby 36%, 
HTML 8% (Other 

13%) 

1.4 Mil 760/mo, 
40 cont/mo 

Steady increase 

AppScale PaaS Python 53%, Go 
24%, C 8% (Other 

15%) 

1.2mil 160/mo, 
7 cont/mo 

Low number of 
contributors, steady 
code base 

Cloud 
Foundry 

PaaS Go 47%, Ruby 9%, 
PHP 11%, (Other 

33%) 

3.5 Mil 1750/mo, 
150 cont/mo 

Rapid code size increase, 
heavy development 

 

3.3.1.5 Conclusions: Impact on Networking 

When designing the networking, SDN or traditional, the data center should be seen holistically as many 

decisions have impact on networking decisions. 

Two categories of factors impose the design of networking: 
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1. Requirements – a tradeoff between performance (e.g. capacity, latency), reliability, scalability and 

cost. 

2. Constrains imposed by the other aspects of a DC design. 

3.3.2 Modular data centers building blocks 

A data center room is divided into multiple functional parts. ANSI/TIA-492 standardizes the architecture – 

and specially networking and cabling – by naming those zones according to their functionality, see Figure 

21. The most important areas are Horizontal Distribution Area (HDA), Equipment Distribution Area (EDA) 

and Main Distribution Area (MDA) and they correspond to Access, Aggregation and Core layers of the 

network (more on network layers in next section).  

 Main Distribution Area (MDA) – is a centrally located area where the backbone enters the data 

center (main cross-connect) and core routers, switches (for networking and storage) and special 

equipment (IPS, IDS) are located. Multiple MDA areas may be present in bigger (multi-room) data 

centers.  

 Horizontal Distribution Area (HDA) – is used for aggregating connections from individual racks 

(cabinets in EDA), for housing active equipment needed for these connections (switches) and for 

connecting to the MDA. 

EDA
Racks with servers, 

storage and access ToR 
switches

EDA
Racks with servers, 

storage and access ToR 
switches

EDA
Racks with servers, 

storage and access ToR 
switches

ZDA
Cables terminations

EDA
Racks with servers, 

storage and access ToR 
switches

Telecom Room
Data Center Operation 

Center

Offices, Operations 
Center, Support Rooms

HDA
Aggregation Switches, 

SAN and Server 
Management

HDA
Aggregation Switches, 

SAN and Server 
Management

HDA
Aggregation Switches, 

SAN and Server 
Management

HDA
Aggregation Switches, 

SAN and Server 
Management

MDA
Core Routers & Switches

Entrance Room
Carrier Equipment, 

backbone connection 
and demarcation

Internet Backbone Access
(main & backup)

Computer Room

Core

Aggregation

Access

 

Figure 21: ANSI/TIA-492 Data Center Architecture 

 Equipment Distribution Area (EDA) – a zone with compute and storage racks. Cables coming from 

HDA terminate in the EDA, either in a patch panel or ToR switch. Equipment connects either to the 

patch panel or ToR through short patch cables. 

 Zone Distribution Area (ZDA) – is an optional interconnect between HDA and EDA, usually is 

composed of a set of patch panels. Is useful for terminating cables that are already installed but 
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for equipment that is not yet installed. When a DC is built, sometimes, is better and cheaper to 

have most of the cabling in place even if equipment will be installed in the future. 

The network carrier installs its equipment in the entrance room. This room needs to be separated as carrier 

technicians usually have access to it for installing new equipment and for maintenance. Offices operations 

and Telecom room are for managing the DC operations. DCIM and CMMS are usually installed and accessed 

from here. 

3.3.3 Basic networking design: the hierarchical model 

Before describing the typical layout, let’s first see how a datacenter networking basic architecture looks 

like. This architectural structuring of topology and equipment is the most common one used in datacenters 

as it fits very well with the ANSI/TIA-492 architecture, with datacenter layout and it provides good 

scalability.  

The hierarchical model is part of Cisco’s standard network design guides [56] and it has a big impact on 

network topology. Some of them are well suited others are not. This is one of the reasons why some 

topologies (as we will see in section 3.5.3) are preferred. 

The three layers of the model are: 

1. Core – this provides fast access between the distribution points in a network and backbone 

connections. No packet modifications is done at this layer as speed and reliable delivery of packets 

is the most important aspect. Operations are usually done at layer 3 only. 

2. Aggregation (also known as Distribution) – Provides most of the packet filtering, policing, QoS and 

provides different protocol access gateways (L2 to L3 traffic) and special equipment (e.g. firewalls, 

hardware load-balancers, WAN Optimizers). This is the layer where virtual LAN segmentation 

happens (e.g. via VLAN) and where broadcast domains are created. The traffic is both Layer 2 and 

layer 3. Routing between segments also happens at this layer. 

3. Access – where nodes (servers, special devices) access the network. It is usually dealing with layer 

2 traffic only. 
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Figure 22: The hierarchical architectural model with redundant connectivity 

Figure 22 shows the hierarchical architecture with access, aggregation and core. Four racks are displayed 

and each rack has only 4 servers. Each layer provides redundancy as networking devices are doubled, if 

any of the switches fail communication to the switches still works correctly, this a common approach in 

data centers. 

3.4 STORAGE 
Storage evolved from having its own network to sharing the same one with data. This is advantageous 

from a cost and deployment perspectives. Having a single network is much simple to install, uses less 

power and it has a single set of equipment yet it comes at a cost, supplementary network traffic generated 

by storage nodes. This traffic has specific characteristics and needs special policing to proper manage it. 

3.4.1 Evolution of storage architectures 

Over time storage solutions evolved from local to remote and finally to distributed storage. When looking 

at this evolution from a networking perspective four stages can be identified (Figure 23)23:  

1. Independent storage network – where a SAN is connected to servers through a separate storage 

network independent from the data network. This approach is considered to be legacy with no 

new deployments. Yet many datacenters that still use this approach need maintenance and 

                                                           
23 These phases are the same as storage models first presented in 3.2 on page 40. 
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hardware compatibility. It uses non-Ethernet protocols such as Fibre Channel (FC) and connection 

to the servers requires special cards named Host Bus Adapter (HBA). The main issue is high cost as 

data centers need special equipment to create the independent storage network (i.e. HBAs, FC 

switches and wiring costs are consistent). 
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Figure 23: Data Center storage evolution 

2. Partially converged storage and data networks - to reduce cost, the storage traffic was moved over 

Ethernet and the FC protocol was adapted to work over Ethernet – it became Fibre Channel over 

Ethernet (FCoE). Another protocol, similar to FCoE is iSCSI. The main issue with this approach is 

intolerance to packet loss as both protocols encapsulate SCSI commands. This implies that the 

data network is lossless, something hard to achieve with Ethernet but can be done as later shown 

in Ch. 5. 

3. Converged storage over data network – uses distributed storage. Storage traffic moves over the 

Ethernet data network, protocols natively use TCP/IP and are more resilient to packet loss. Storage 

nodes are separate from compute nodes. 

4. Hyper-converged – is also a type of convergence, the difference is that nodes combine storage and 

compute. In the converged model storage is separate from compute. From a software perspective 

the implications are minor as the node usually just have to run both storage and compute stacks 

at the same time on the same operating system (same kernel), the advantage is that instances 

running on the hyper-converged node can just go to the local storage for data and there is no need 

for separate storage hardware. Also, unused local storage that otherwise would be wasted is now 

part of a distributed storage pool and can be used by nodes that otherwise would not have enough 

space on their own local drives. 

SDN networks are able to handle FCoE traffic as, from their perspective, it is just traffic from another 

Ethernet protocol but they need to have the necessary support for the QoS classes and, more important, 

to have mechanisms in place for avoiding network congestions. QoS mechanisms exists in many switches, 

but congestion control does not exists yet. Such a mechanism is proposed in Ch. 5. 

The last two stages of evolution also started to be heavily deployed in modern SDDC datacenters because 

distributed storage solutions integrate very well with Cloud Management Platforms. 
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3.4.2 Short introduction to Distributed Storage and its theoretical impact on networking 

In the last 3 – 4 years distributed storage solutions evolved dramatically both in performance and 

reliability. Many distributed file system solutions exist today, some are simple and have a reduced feature 

set and others are more complex and have more features and better performance. We will stop at one 

that is, arguably, considered as the most performant and sophisticate of all of them: Ceph. This File system 

became production ready a couple years ago and, since then, many companies started using it inside their 

datacenters. After efficient storage that works on standard TCP/IP became feasible the need for costly 

independent storage networks made no sense. 

Ceph is a distributed storage solution that provides block, object and file system storage. Ceph is open 

source, massively scalable and software-defined. At its lowest level it stores objects (chunks of data) that 

are distributed between nodes in a network. On top of this different client applications provide block 

storage, external objects and file system hierarchies. 

RADOS

Block storage
RBD

File System
MDS

Object Storage
RGW

 

Figure 24: Ceph simplified architecture 

Internal objects are managed by RADOS (Reliable, Autonomous and Distributed Object Store) which is 

composed of two node types: 

1. Monitors – manages information about placement of objects and node status (e.g. up or down). 

Clients use this information to access objects. Monitors keep the same information but shared and 

synchronized through a Paxos consensus algorithm. At least three nodes have to be functional at 

all times for the metadata cluster to be considered healthy. 

2. Object storage itself – called Object Storage Daemon (OSD), which is managed by a background 

service (i.e. a Linux daemon process) that converts a drive into an OSD (can be HDD, SSD, NVRAM 

etc.)24. Multiple OSD processes can be executed on the same server but each service manages a 

single drive. Resource usage is around 1GHz of Xeon class processing power with 1GB of RAM for 

each process [57]. OSDs keep objects, take care of replication (OSDs are able to communicate with 

each other) and monitor each other’s status through heartbeats (i.e. if an OSD detects that one of 

its neighbors is down then it reports it to the cluster of monitors). 

On top of RADOS three client types exist: 

1. Rados Block Device (RBD) which provides block storage. Access to it is done either through a Linux 

kernel driver or through a driver in the Qemu KVM hypervisor25 [58] [59].  

2. Ceph File System (Ceph FS) - It is accessible either through a Linux kernel driver or a user space 

application26, an unofficial Windows version is also available [60]. It needs at least one Metadata 

                                                           
24 Or a partition on the drive 
25  Qemu is an open source paravirtualization technology and works with KVM to provide hypervisor based 
virtualization. 
26 Uses Filesystem in Userspace (FUSE) 
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Server (MDS) to keep the file system tree. Multiple MDS servers can work together either to 

provide HA – in this case one is active and the other one is stand-by – or in active-active by 

dynamically partitioning a tree between MDS nodes. In the latter case workload will also be 

distributed between nodes. Mixed configurations are possible (e.g. 3 active and one standby). 

3. Rados Gateway (RGW) – provides object storage for external use through REST APIs. Two 

interfaces are provided, one compatible with Amazon S3 and another one with OpenStack Swift27.  

From a networking perspective most traffic comes from OSDs. Monitors, RGWs and Ceph FS represent 

only a small percentage of it. The reason is that metadata is smaller in size than data itself, yet it is critical 

to the speed of the overall storage cluster as many decisions are made based on it. So it needs to have 

QoS rules that provision for low latencies. 

Inside a distributed storage system (not only Ceph) data is replicated on multiple nodes for redundancy. 

Replication happen in two modes: 

1. By keeping multiple copies – multiple copies of an object is kept on different nodes. So, to provide 

redundancy to one failure, at least two copies need to be kept. Writing is slower and requires more 

network throughput. At least twice as slow as writing a single copy of it but reading speed is 

multiplied by the number of copies. The disadvantage is that storage space increases. If R is the 

replication level and Bsize is the size of a block then space used by a block is: 

 𝐵𝑠𝑝𝑎𝑐𝑒 = 𝑅 ∗ 𝐵𝑠𝑖𝑧𝑒  

2. By using Erasure Codes – data is stored using a Forward Error Correction algorithm which provides 

very good redundancy and increased capacity at the cost of reduced read speed and increased 

throughput. For this two parameters can be configured: K and M. The size of a block is first divided 

by K and each sub block copied on an OSD. M is the number of OSD failures we want our cluster 

to be resilient to. In this case used space is: 

𝐵𝑠𝑝𝑎𝑐𝑒 =
𝐵𝑠𝑖𝑧𝑒
𝐾

∗ (𝐾 +𝑀) 

Much better than when using multiple copies (e.g. for K = 2 and M = 1 only 50% more space is 

needed). The disadvantage is that, when reading, at least K sub blocks from the total K + M have 

to be read before data can be reconstructed. 

When computing the throughput we want to avoid that networking is the bottleneck at client, in the core 

network, and at storage server levels. At clients (i.e. compute servers) data is requested in parallel by a 

number of threads and needs to come in with no bottleneck. In the core network congestion should be 

avoided and at storage server we need to make sure that the performance of the HDDs is not higher than 

what the network can provide. 

Theoretical read throughput if all OSDs use disk drives with the same speed (Sread) is: 

                                                           
27 Swift is the OpenStack component that provides a standardized interface for Object storage. 
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𝑅𝑒𝑎𝑑𝑐𝑙𝑖𝑒𝑛𝑡 =

{
 
 

 
 
∑𝑆𝑟𝑒𝑎𝑑 ∗ 𝑅,   𝑤𝑖𝑡ℎ 𝑟𝑒𝑝𝑙𝑖𝑐𝑎𝑡𝑖𝑜𝑛

𝑇ℎ

𝑖=0

∑𝑆𝑟𝑒𝑎𝑑

𝑇ℎ

𝑖=0

, 𝑤𝑖𝑡ℎ 𝑒𝑟𝑎𝑠𝑢𝑟𝑒 𝑐𝑜𝑑𝑒𝑠

 

𝑅𝑒𝑎𝑑𝑠𝑡𝑜𝑟𝑎𝑔𝑒 = ∑ 𝑆𝑟𝑒𝑎𝑑

𝑁𝑂𝑆𝐷𝑠

𝑖=0

 

Where 𝑁𝑂𝑆𝐷𝑠 is the number of OSDs installed on the storage node and 𝑇ℎ is the number of parallel 

threads used to download data28. 

Theoretical maximum write throughput: 

𝑊𝑟𝑖𝑡𝑒𝑐𝑙𝑖𝑒𝑛𝑡 =∑
𝑆𝑤𝑟𝑖𝑡𝑒
𝑋

,𝑤ℎ𝑒𝑟𝑒 𝑋 = {
1, 𝑅 = 1 𝑎𝑛𝑑 𝑛𝑜 𝑒𝑟𝑎𝑠𝑢𝑟𝑒 𝑐𝑜𝑑𝑒𝑠
 2, 𝑅 ≥ 2          𝑜𝑟 𝑒𝑟𝑎𝑠𝑢𝑟𝑒 𝑐𝑜𝑑𝑒𝑠

 

𝑇ℎ

𝑖=0

 

𝑊𝑟𝑖𝑡𝑒𝑠𝑡𝑜𝑟𝑎𝑔𝑒 = ∑
𝑆𝑤𝑟𝑖𝑡𝑒
𝑋

𝑁𝑂𝑆𝐷𝑠

𝑖=0

 

As an example of maximum theoretical throughput, on a 60 OSD storage server unit if 3TB commodity 

hardware is used and each HDD has a maximum of 200MB/s results in summed throughput of 1200GB/s 

which translates to approximately 120Gbps. A theoretical throughput that is much higher than the 

capacity of the fastest Ethernet links available today – 100Gbps. If the real performance expected from 

the array approaches the theoretical limit then networking will get in real trouble as it will not be able to 

easily achieve it. It’s possible to use 2x 100Gbps aggregated links or 3x40Gbps but, since this links are 

expensive, it will also increase the costs of storage dramatically. 

Such a high throughput affects the centralized SDN controller, at least its configuration if not the overall 

design – controllers need to rapidly respond to congestions by optimizing routes (migrating them to less 

congested links), otherwise they get overwhelmed with requests and start introducing delay in the entire 

network. See 5.3 and 5.5 for more details. 

Note that in practice drive speeds vary greatly (𝑆𝑟𝑒𝑎𝑑and 𝑆𝑤𝑟𝑖𝑡𝑒) with drive type, data density, inner and 

outer disk diameter and seek time. Therefore maximum is not reachable in most cases. Therefore 

benchmarking the storage cluster is very important yet knowing its theoretical limitations will help 

identifying bottlenecks early on. 

3.4.3 Ceph: Hands on performance of distributed storage and its real impact on networking 

To get an impression on the real performance of distributed storage a small Ceph storage cluster was 

benchmarked. The hardware used is equivalent to the one in converged data-centers: dedicated servers 

for storage monitors and object storage. Servers have Intel Xeon 10 core processors with 64GB RAM and 

                                                           
28 A file is usually accessed by a single thread. And multiple processes and VMs access data in parallel from multiple 
servers 
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10Gbps links connections, as shown in Figure 25. Three of the servers where dedicated to Ceph Monitors 

to fulfill the minimum of 3 required by Ceph for a healthy cluster and two of them were used for storing 

object data, each server had 6 OSDs.  

Storage Server 1

Monitor Server 1 Monitor Server 2

M M

ClientClient

Storage Server 210Gbps 
Switch

Monitor Server 3

M

 

Figure 25: Ceph benchmark setup 

The storage nodes are identical, with six HDDs and one SSD to store the journals for all of the OSDs on that 

node. Both HDDs and SSDs are enterprise class and currently used in Data Centers. One pool was created 

with a replication set to 2 (i.e. two copies of the same data were kept – this is a common settings for Data 

Centers as it provides a minimum level of redundancy). The data partition used XFS as underlying FS and 

Journals were using RAW partitions on the SSD drive.  

On this setup two tests were performed, one to validate 

the overall performance of the cluster using standard 

industry testing application Ceph Bench which is made by 

the same team that created Ceph and some tests with a 

VM running an the Client machine that uses a block 

device from the cluster. Performance inside the VM is 

similar to the overall performance observed when 

running Ceph Bench. Benchmarks were executed with different block sizes and number of parallel threads. 

Also, read and write buffers were flushed before executing each benchmark to avoid using RAM buffers 

created automatically by Linux.  

In Table 4 sequential read & write was benchmarked at the outer diameter of a disk platter so performance 

was at its peak. For the chosen HDDs performance will drop by 2.5 times when reaching the inner diameter 

of the platter (to 76MB/s). 

Table 4: Ceph setup drives 

  HDDs SSDs 

Capacity: 1 TB 800GB  

RPM 7200 N/A 

Sequential write: 190MB/s 420MB/s 

Sequential read: 170MB/s 390MB/s 
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Figure 26: Left: Read and write benchmark (with SSD journals). Right: Impact of SSD journals on write 

throughput 

Plots in Figure 26 show that read performance is stable at around 450MB/s and write performance 

depends greatly on block size. Also, moving journals to SSD has a great impact on write performance.  

From a networking perspective, the Storage Cluster created a 4.5Gbps total throughput when reading from 

two servers (setup is configured with a replication of 2 – it creates 2 replicas for each block of data for 

redundancy) and half of it came from a single server, 2.25Gbps, extrapolating this to 60 disks, the 

maximum number of OSDs on a single storage node results in 22.5Gbps of traffic that can easily be handled 

by a 40Gbps link and it may also be handled by two 10Gbps aggregated as suggested in [61] where they 

had 2 servers with 64 HDDs and two SSDs for journals and with replication configured to one. 

The total throughput is dependent on the type of workload used. Sequential operations with large blocks 

(i.e. 4MB blocks) yield much better performance than random operations with smaller blocks. In data 

centers performance is abstracted as IOPS – Input/Output operations per second. This eliminates the 

difference in performance caused by block size and platter diameter. IOPS is relatively constant for a HDD. 

Current generation drives provide on average 100 to 200 IOPS/s [62] depending on model. This means that 

if all operations are on small blocks (4KB), e.g. common in database access or big data analytics, total 

throughput of a single disk is very small, between 0.39 to 0.78 MB/s (number of IOPS multiplied by 

minimum HDD block size of 4KB) therefore a storage node with 60 drives will be able to give only 23 to 

46MB/s (60 * 0.39 and 60 * 0.78).  

If large blocks are used, e.g. for multimedia, large pictures or large file downloads throughput can reach 

maximum level of HDD (given by its sustainable transfer rate) which is between 76, on inner plater 

diameter, and 190 MB/s, on outer plater diameter, for a 7200RPM HDD.  This in theory could drive a 

storage cluster to 4.5-13GB/s (60 disks multiplied by 76 or 190 MB/s), an impressive number that can only 

be managed with a 100Gbps link. 

In conclusion, theory shows that, in order to benefit from full throughput of the HDDs inside a Ceph cluster 

the data center operator has to provide high bandwidth 100Gbps links for Storage Servers with a high 

number of HDDs (i.e. 60/server) while reality shows that a 40Gbps or even two 10Gbps links should provide 

enough capacity for most cases but final choice depends on workload type used with the storage cluster. 
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To note that an SSD provides around 400-500MB/s throughput even for smaller blocks as it has no latency 

caused by repositioning heads on spinning drives, therefore a storage node with SSDs needs very high link 

bandwidth. In this case a 100Gbps is easily filled by 20 SSDs. 

3.5 NETWORKING 
As shown in chapter 3.3.1.3, many technologies are available for building a network, both from hardware 

and software perspectives and that some of these technologies are not SDN ready. In chapter 3.3.3 we 

showed that usually networking in a DC is structured on three layers Access, Aggregation and Core this 

creates some limitations, especially in the choice of a topology. Also, in chapter 0 we showed that racks 

and cabinet placement is also impacting the topology, overall performance and scalability of the network. 

In this chapter we also showed that not all of the datacenter have the same design. More than that, a 

single data center may mix different technologies, forming clusters of nodes with different configurations. 

This information gathered in the previous chapters will be complemented with a traffic profile, network 

topologies, specific SDDC approaches and some performance characteristics of virtual switches. All of this 

should give enough information for making better networking choices.  

3.5.1 Classification of traffic patterns in Data Centers 

Traffic profile of applications running in a DC is used by administrators to optimize the network for better 

application performance. Information for creating a traffic profile can be obtained by sampling packets in 

the network and analyzing the samples based on different criteria. 

Sampling traffic is done using protocols such as Switched Port ANalyzer (SPAN) or Remote SPAN (RSPAN)29 

which mirrors parts of traffic from ports of a switch and transmit it to a central location for analysis30. 

When many ports are mirrored, to reduce total throughput to the central server, only some of packets on 

each port are transmitted (sampling rate for high bandwidth can be 1/50.000 packets). Statistically, over 

long intervals, sampling provide accurate information. In SDNs some of parameters of a flow can be 

monitored by reading its counters (e.g. number of packets transmitted in a flow)31. 

The statistics are then used to classify traffic and create network policies, either by updating configurations 

of switches in traditional networking, or updating the rules of SDN Controllers. 

Analysis is concerned with determining correct classes of traffic and throughput of each class, either as 

relative (e.g. percentage of total, percentage over a period of time) or absolute values (e.g. MB/s, seconds 

or pps – packets per second). 

                                                           
29 SPAN and RSPAN are also used for network debugging and security by routing traffic to an Intrusion Detection 
System (IDS). 
30 Sometimes this is done with a hardware tap – a device connected in the middle of a link that forwards all, or part 
of, traffic to another device for analysis. 
31 Most hardware switches have a limited number of counters for flows (e.g. 256 out of 16000), therefore getting an 
accurate view of the traffic can become a complex issue. 
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In today’s data centers traffic is classified by application and then QoS rules are configured for each class. 

Analysis of traffic based on direction and bandwidth impact and flow lifetime have also been done, yet a 

complete classification based on multiple criteria is nowhere to be found. 

The Controller is able to gather complex statistics much easily than in traditional networking and, based 

on them, can calculate metrics in each criteria automatically. This data provides a better view of a network 

workload. And it can then be presented to an administration (e.g. in a real-time dashboard or a report) 

and to the SDN applications though an API. Applications will use the data to make better decisions. 

Moreover, this classification based on multiple criteria provides more input for much better routing 

decisions. 

This thesis proposes the following classification criteria: 

1. By direction – represents the direction in which traffic flows through a network. From outside to 

inside or generated and consumed inside the data center. The quantity of traffic in each direction 

is usually measured in percent of total and is important in choosing the topology and link capacity. 

a. East-west – measures traffic between servers inside a DC. If this is high then links between 

servers need to be fast and to have a smaller delay. Backbone connection with outside 

world may have a smaller capacity. 

b. North-south – measures traffic from clients, outside of the DC, to servers inside and vice-

versa. Backbone and connectivity between core and access needs to be faster as more 

traffic enters and exists the network. Topology has to also accommodate this pattern. 

2. By flow lifetime – flow lifetime is important especially in an SDN context as best routing decisions 

need to be taken. For example, flows with short lifetime should not be rerouted in case of 

congestion, also expiration timers should be set to low values, and otherwise flows will remain 

allocated longer than needed as flow tables can accommodate a limited number of flows. In this 

case is important for the controller to automatically identify the lifetime of a flow and optimize 

for it. Measurements are done in milliseconds. 

a. Short – Usually a single request-response then connection closes. These are called 

dragonflies flows that last less than 2 seconds [63]. 

b. Normal – Usually multiple request & responses packets are transmitted on the same 

connection, but connection closes after transmission finishes. 

c. Long – Almost permanently open. E.g. pooling between servers, status reporting, 

watchdogs and periodic packets. Called tortoises which are flows with a duration higher 

than 15 minutes [63]. 

3. By bandwidth impact – some flows have a bigger impact on the bandwidth than other flows  

a. Elephant flows – large, in bytes, continuous or bursty flow that uses a disproportionate 

share of the total capacity of a link. The protocol causing this is usually TCP with is slow 

start mechanism that created advantages for large flows while flows that have a short 

duration will be disadvantaged on congested links. Elephant flows have multiple 

definitions: (1) use 0.1% to 1% of the link bandwidth during a given measurement period 

[64], (2) not only contributes significantly to the overall load but also exhibit persistence 
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in time [65] and (3) if its rate exceeds the mean rate plus three standard deviations of the 

aggregate traffic for more than 500ms [66]32 

b. Mice flows – anything else. 

4. By transaction type – this thesis defines a network transaction as a sequence of information 

exchange that is needed to complete a specific task. A transaction can have a single source and a 

single destination (one-to-one), a single source and multiple destinations (one-to-many) or 

multiple sources and a single destination (many-to-one).  

a. Unicast query & response – client sends a small request and receives a single, usually small, 

response. Most east-west flows follows this pattern as they are small both in duration and 

bandwidth utilization. They also need small latencies as this is critical to RPC calls between 

processes on different machines. 

b. Multicast query & incast response – a single and small request sent to multiple servers will 

sometimes generate bigger answers from multiple servers coming at the same time. This 

may cause congestions on the receive link of a host as all packets arrive at the same time 

from links that usually have a higher capacity than the link to the requesting machine. This 

phenomenon is called microburst [67]. This is common for distributed storage [68] and 

should be avoided. Some methods include caching responses on the return path or 

delaying them at transmission. The incast problem is intensely studied [69] [70]. 

c. Stream – usually voice & video, either unicast or multicast, but with constant bit rate33. 

Need to avoid packet reordering (reduce jitter) and route them though shortest path to 

reduce delay. The have a medium to long duration, have medium to large packet sizes and 

may be real-time. Rerouting them too fast should be avoided as that causes jitter (see case 

study results in section 4.5). 

d. Best Effort data transfer – files and big data structures. E.g. pictures, FTP transfer and 

distributed storage block transfers. Rerouting has a small effect, usually this type of traffic 

causes elephant flows. 

5. By packet size – flows with big packets are processed almost at the same speed by switches and 

special devices as those with small packets. The reason it that most of the processing is usually 

spent with header manipulation. Therefore the share each packet size has of total throughput in 

a link affect network devices, especially in a Network Function Virtualization (NFV) context34. Many 

device manufacturers processing speeds are reported in packets per second instead of Mb/s. 

Packet sizes in each class may vary from data center to data center but previous studies [71] [72] 

have shown that small packet sizes of 40-100B usually count for 44% of packets and only 4% of 

bandwidth and 1400-1500B (or more) count for 37% of total packets and 47% of bandwidth. One 

such classification is proposed bellow: 

a. Very small – 40 – 100B 

b. Small – 100 – 552B 

c. Large – 553 – 1400B 

                                                           
32 The authors call it Alfa traffic 
33 Variable bit rate streams are constant when averaged 
34 Special devices in a network are virtualized, e.g. firewalls, load-balancers, IDS systems are all software running in 
virtual machines. 
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d. Very large – 1400-1500B 

e. Jumbo – up to max permitted packet size (usually 9000 bytes) 

6. By application – this classification is important for monitoring and QoS. Some applications that 

may be part of this classification: Distributed Storage, HTTP, FTP, Voice (VoIP), Video, Torrent etc. 

7. By priority – Strict in order prioritization of traffic may be enough for some deployments but 

usually a more fine grained approach is used with a classification similar to the one bellow: 

a. Hard Real time – both latency and throughput are guaranteed, this category is prioritized 

over all of the other. Used for critical traffic such as management packets between 

applications and sometimes even storage traffic, if access to storage is critical. 

b. Soft real time – a minimum is guaranteed but provides possibility for higher bursts if 

bandwidth is available. Common for variable bit rate video streaming where a minimum 

level of service is needed in order to have a successful transmission. If more bandwidth is 

available then it is granted to the services in this class. Storage traffic is also common here. 

c. Non real time – bandwidth is guaranteed but latency is not important. Good for large file 

transfers. 

d. Best effort – neither latency nor bandwidth is a requirement, data is transmitted on a best 

effort basis. 

Based on these criteria the network operator creates a final set of classes that apply to his Data Center 

and program them in the SDN controller which automatically decides how to configure and use the 

resources of each switch and how to route and reroute traffic through the datacenter. Some types of 

routing may be more appropriate for a certain class – for example multipath routing may not be 

appropriate for voice traffic if the delay of each paths is not identical (or in an accepted range) as it creates 

too much jitter and packets will get dropped at reception for arriving too late and retransmission is costly. 

Multiple issues can be observed here: 

1. SDN controllers need to be smart enough to make good decisions based on the available 

information. Having good and fast algorithms is necessary. 

2. Network characteristics, such as delay of each switch in the network, need to be well modeled in 

the controller otherwise decisions can be suboptimal or even damaging to network performance. 

This may be done automatically or manually by allowing the network operator to input the values 

for each device in the inventory. 

3. Hardware needs to provide the necessary features (e.g. enough QoS queues and enough flows in 

the flow table) with predictable performance. For example, having random delays in switches 

would determine suboptimal decisions from the controller. 

3.5.2 Typical query and response of client server application exemplified with Openstack CLI 

An example of Data Center application is the Openstack Cloud Management Platform itself as, in large 

scale deployment, it can include dozens of servers that communicate with each other to provide the 

needed functionality. Its architecture uses REST microservices and is scalable both in functional 

decomposition as different components perform different functions, and in horizontal duplication as 

multiple clones of the same component can be instantiated to increase total processing capacity of that 

component. 
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Openstack is a typical example of a datacenter application therefore analyzing it provides us with a glance 

into the traffic patterns of most REST and microservices applications that run inside a datacenter. With 

this information we can later provide better optimization to SDN networks. 

Openstack’s services provide REST HTTP APIs to client applications. These include CLI, GUI and any custom 

application that is needed to orchestrate the cloud. When executing a simple CLI command to get a list 

with the virtual networks a lot of communication happens between services in the system. For this 

example the list of virtual network itself is not important, nor the virtual network topology as the output 

is not dependent on it. Any topology would be sent as a list. What interest us is the messages that are sent 

and their characteristics. 

A typical command output is exemplified bellow:  

[root@controller root]# neutron net-list 

+--------------------------------------+------------------+--------------------------------------------------------+ 

| id                                   | name             | subnets                                                | 

+--------------------------------------+------------------+--------------------------------------------------------+ 

| 0f5c5504-3e0a-41c5-91a2-fb5fe16bd41b | external-net0    | e8a2f1f1-d230-470b-a3c5-d55e36975748 192.168.1.0/24    | 

| cb4fa0c6-e449-4997-af90-6c57067491d8 | internal0-net0   | 812fec68-022a-4919-9f76-d81793919efa 10.0.1.0/24       | 

| bd646fb1-a65b-4d1c-8148-b9829c0fbad8 | tenant1-mgmt-net | 07076c33-b857-44d7-8e75-45984b5eb754 192.168.101.0/27  | 

|                                      |                  | 8a64235d-dd68-41ee-a3cf-4b387267a0a2 192.168.101.32/27 | 

|                                      |                  | 12458c7e-4c41-41e7-b681-91552009fd1b 192.168.101.64/27 | 

|                                      |                  | ab3129a5-7c72-426c-a0b9-d71613129420 10.101.1.0/27     | 

|                                      |                  | 7848caf5-86b3-4ec9-a6b3-b6472fd5f4e2 10.101.1.32/27    | 

|                                      |                  | 84b59689-d0dc-4bce-ae56-7945ce10ca60 10.101.1.64/27    | 

| 41204b4e-4a2b-4ba7-844d-6508d02acc8d | tenant2-mgmt-net | 59750efc-fa2e-4c48-a941-fbe40023d3f4 192.168.201.0/27  | 

|                                      |                  | 72e52d21-fedf-4fe0-be36-cc29b1d8680b 192.168.201.32/27 | 

|                                      |                  | 4b67c09a-e3e6-4b41-aa2a-487b5295638a 192.168.201.64/27 | 

|                                      |                  | 62f31f95-0a5b-43da-b75d-8471a61229cb 10.201.1.0/27     | 

|                                      |                  | 93e6a95b-faa9-4eec-948b-513761bd1d5e 10.201.1.32/27    | 

|                                      |                  | 91887d02-f570-473b-b914-5103d6a01e7c 10.201.1.64/27    | 

| 6a241562-75cc-449c-aa02-d7aaaad8e403 | tenant1-net0     | c629dbb3-3280-44ab-90de-ba2a1cf24110 172.16.0.0/24     | 

| 83a6a6b5-4d4c-499e-b4d3-d43873a87010 | tenant2-net0     | 3feaf374-8520-4988-ab0a-94a27b4f1da8 172.18.0.0/24     | 

+--------------------------------------+------------------+--------------------------------------------------------+ 

 

In the above CLI command, a user requests the list of virtual networks and their subnets. The output of 

the command is formatted as a table. Behind the scene communication is complex (see Figure 27): 

 Step #1: The CLI client checks his credentials with the authentication service (is called Keystone) 

and only after receiving a token (note the X-Auth-Token: b03d88a418484ad0893e8bdec49c69b6 

field in the detailed output bellow) it sends two requests to the service that manages networking 

(called Neutron).  

 Step #2: CLI gets the list of networks from Neutron 

 Step #3: CLI gets details about subnets (ip and netmask) of each network. 
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Figure 27: Neutron net-list sequence chart 

Data transmitted is in HTTP format, and contains two requests (in red) and two responses (in blue). The 
payload is in JSON (JavaScript Object Notation) format. JSON is a human readable, open standard format 
used to transmit data objects of attribute-value pair defined in [73] [74] with support in many 
programming languages. In this example the CLI client runs on a terminal with IP address 192.168.204.91 
an the Neutron server on 192.168.204.2 port 9696. 
 
Request 1, from CLI client (192.168.204.91) to Neutron (192.168.204.2:9696): 
GET /v2.0/networks.json HTTP/1.1 

Host: 192.168.204.2:9696 

Connection: keep-alive 

X-Auth-Token: b03d88a418484ad0893e8bdec49c69b6 

Accept-Encoding: gzip, deflate 

Accept: application/json 

User-Agent: python-neutronclient 
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The request is sent to host 192.168.204.2 on port 9696 and is querying the HTTP address 
/v2.0/networks.json  the complete URL is: http:// 192.168.204.2:9696/v2.0/networks.json. And the 
response is a 200 OK with the network list in its payload. Both network and subnet resources are 
identified with a Universally unique identifier - UUID (e.g. e8a2f1f1-d230-470b-a3c5-d55e36975748 for 
subnet of external-net0). 
 

Response to 1st request: 
HTTP/1.1 200 OK 

Content-Type: application/json; charset=UTF-8 

Content-Length: 3109 

X-Openstack-Request-Id: req-800ea6b4-156a-4654-b633-690ddd73e66c 

Date: Sat, 18 Jun 2016 03:44:03 GMT 

Connection: keep-alive 

 

{"networks": [{"status": "ACTIVE", "subnets": ["e8a2f1f1-d230-470b-a3c5-d55e36975748"], "wrs-

tm:qos": "10e8bf1e-b392-475e-98f9-4db4dbe588dc", "provider:physical_network": "group0-ext0", 

"provider:network_type": "vlan", "id": "0f5c5504-3e0a-41c5-91a2-fb5fe16bd41b", 

"provider:segmentation_id": 10, "router:external": true, "name": "external-net0", "admin_state_up": 

true, "tenant_id": "6cf5bdcca24445f7ba3a9c140f8b28d8", "mtu": 1500, "vlan_transparent": false, 

"shared": true},  

[… Cut 2220 characters …] 

{"status": "ACTIVE", "subnets": ["3feaf374-8520-4988-ab0a-94a27b4f1da8"], 

"provider:physical_network": "group0-data1", "mtu": 1500, "id": "83a6a6b5-4d4c-499e-b4d3-

d43873a87010", "provider:segmentation_id": 617, "router:external": false, "name": "tenant2-net0", 

"admin_state_up": true, "tenant_id": "56d80df0efe34364b05a6b6628190fba", "provider:network_type": 

"vlan", "vlan_transparent": false, "shared": false}]} 

 

Request 2, from CLI client (192.168.204.91) to Neutron (192.168.204.2:9696): 
GET /v2.0/subnets.json?fields=id&fields=cidr&id=e8a2f1f1-d230-470b-a3c5-d55e36975748&id=812fec68-

022a-4919-9f76-d81793919efa&id=07076c33-b857-44d7-8e75-45984b5eb754&id=8a64235d-dd68-41ee-a3cf-

4b387267a0a2&id=12458c7e-4c41-41e7-b681-91552009fd1b&id=ab3129a5-7c72-426c-a0b9-

d71613129420&id=7848caf5-86b3-4ec9-a6b3-b6472fd5f4e2&id=84b59689-d0dc-4bce-ae56-

7945ce10ca60&id=59750efc-fa2e-4c48-a941-fbe40023d3f4&id=72e52d21-fedf-4fe0-be36-

cc29b1d8680b&id=4b67c09a-e3e6-4b41-aa2a-487b5295638a&id=62f31f95-0a5b-43da-b75d-

8471a61229cb&id=93e6a95b-faa9-4eec-948b-513761bd1d5e&id=91887d02-f570-473b-b914-

5103d6a01e7c&id=c629dbb3-3280-44ab-90de-ba2a1cf24110&id=3feaf374-8520-4988-ab0a-94a27b4f1da8 

HTTP/1.1 

Host: 192.168.204.2:9696 

Connection: keep-alive 

X-Auth-Token: b03d88a418484ad0893e8bdec49c69b6 

Accept-Encoding: gzip, deflate 

Accept: application/json 

User-Agent: python-neutronclient 

 

The second REST request queries details for the subnets received in the first message. Subnets are 
identiefied by UUIDs. The response arrives with network and mask for each UUID in the request. 
 

Response to 2nd request: 
HTTP/1.1 200 OK 

Content-Type: application/json; charset=UTF-8 

Content-Length: 1206 

X-Openstack-Request-Id: req-fb29cbb9-7e26-470a-b934-16a54cc42c61 

Date: Sat, 18 Jun 2016 03:44:03 GMT 

Connection: keep-alive 

 

{"subnets": [{"cidr": "192.168.101.0/27", "id": "07076c33-b857-44d7-8e75-45984b5eb754"}, {"cidr": 

"192.168.101.32/27", "id": "8a64235d-dd68-41ee-a3cf-4b387267a0a2"}, {"cidr": "192.168.101.64/27",  
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[… Cut 718 characters …] 

 {"cidr": "172.16.0.0/24", "id": "c629dbb3-3280-44ab-90de-ba2a1cf24110"}, {"cidr": 

"172.18.0.0/24", "id": "3feaf374-8520-4988-ab0a-94a27b4f1da8"}, {"cidr": "192.168.1.0/24", "id": 

"e8a2f1f1-d230-470b-a3c5-d55e36975748"}, {"cidr": "10.0.1.0/24", "id": "812fec68-022a-4919-9f76-

d81793919efa"}]} 

Connect

Disconnect

Request & 
response 1

Request & 
response 2

Total: 14 packets

CLI Neutron

 

Figure 28: Openstack neutron net-list message sequence chart 

The transaction message sequence chart shows that the TCP stream opens with our request and closes 

immediately after both requests have been completed, total duration is just 352ms (Figure 28). 

Table 5: Openstack neutron net-list message count and sizes 

Topic / Item Count Average Min val Max val Rate (ms) Percent 

0-19 0 - - - 0.0000 0.00% 

20-39 0 - - - 0.0000 0.00% 

40-79 10 67.60 66 74 0.0284 71.43% 

80-159 0 - - - 0.0000 0.00% 

160-319 1 292.00 292 292 0.0028 7.14% 

320-639 0 - - - 0.0000 0.00% 

640-1279 1 953.00 953 953 0.0028 7.14% 

1280-2559 1 1487.00 1487 1487 0.0028 7.14% 

2560-5119 1 3390.00 3390 3390 0.0028 7.14% 

5120 and greater 0 - - - 0.0000 0.00% 

Total packets: 14 485.57 66 3390 0.0398 100% 
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Table 5 confirms the packet size distribution in [71] and [72]. Whith this confirmation and using the 

above list of classification criteria we can classify flows into: 

1. By direction – east west traffic as it happens between services inside the data center, it can be 

north south if the client issues the request from outside. 

2. By flow lifetime – short lifetime, less than 2s 

3. By total bandwidth impact – mice flow 

4. By transaction type – unicast query & response 

5. By packet size – It conforms to the distribution in [71] and [72]. 

6. By application – HTTP traffic 

7. By priority – soft real time or best effort - latency is important and a minimum level of 

throughput should be guaranteed if the application is critical. 

3.5.3 Network topologies 

As we saw in 3.3.1.3 network topologies are mainly influenced by capacity, scalability, cost and, to some 

extent, by cabling design. In 3.3.3 the hierarchical model is presented as a solution to these problems and, 

in theory, the model itself does not restrict a DC to a specific topology but in practice, due to cabling and 

scalability limitations of most topologies only variation of Clos network topology are used. From these 

variations two of them stands out: Fat-tree and Leaf-spine (Figure 29). These two are used on most data 

center cores as they better fulfill DC requirements. 

Fat-tree is represented as a tree with the backbone connection at the root and servers as leafs.  In its 

purest form (Figure 29-1) provides no oversubscription as, at each node, links connecting to their parent 

sum all of the capacity of the links connecting to their children in the tree. Be default it also provides no 

redundancy, if one node fails all of its children will be disconnected from the rest of the network. The tree 

height can be higher than the one exemplified. 

Core

Aggregation

Access

Core

Spine

Leaf

1. Fat-tree 2. Leaf-spine
 

Figure 29: Most used Clos topologies 

The diameter (longest distance between any two nodes calculated on the shortest path tree) depends on 

network height. The exemplified diagram has a diameter of 5 which means that a packet traveling from 

one far end of a network to the other need to traverse 5 nodes before reaching its destination therefore 

increasing packet latencies. This is usually the maximum accepted diameter of a data center core network 

as the delay introduced by crossing through too many host starts impacting application performance. 
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This topology is very good for North-South (i.e. traffic leaving the DC) traffic as it provides no 

oversubscription at Core level but can be worse for East-west (i.e. traffic between servers inside the DC) 

due to high diameter. 

Providing no oversubscription with Fat-tree is only possible for a small number of nodes. On datacenters 

with hundreds of nodes it is impossible to achieve it as cost will increase dramatically as capacity multiplies 

as we go near its root. The more practical variant presented earlier at 3.3.3 leave space for 

oversubscription and provides redundancy (Figure 22). 

The second most used topology, Leaf-spine, has a maximum height of 3, its layers are named leaf, spine 

and core and provides no oversubscription between leaf and spine (Figure 29-2). Its main characteristic is 

that each leaf switch connects to each spine switch (it its ideal form).  

This topology is very good for East-west traffic as its diameter is 3. It is also resistant to spine failures as 

each leaf is connected to every spine in the topology. Therefore, multiple redundant paths between source 

and destination can be formed. Leaf failure resilience can easily be added by connecting each server to 

multiple leafs (see Figure 43 in 4.5 for a resilient leaf-spine example). Leaf-spine is advantaged in SDN 

context as multipath can be better used. 

Except the two topologies presented above, in some Data Centers two more topologies are sometimes 

used: Torus and Hypercube (Figure 30). 

3. 2D Torus 4. 3D Torus

5. Hypercube
 

Figure 30: Torus and Hypercube network topologies 
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Both torus and hypercube are optimized for east-west traffic. They are usually used in application specific 

data-centers (e.g. HPC) for crunching large amounts of data (e.g. data analytics, MapReduce) from nearby 

nodes.  

Their diameter increases with the number of nodes. For torus it increases exponentially while for 

hypercube increases linearly. Also, bisectional bandwidth is better for hypercube in topologies with more 

than 64 nodes. This are the results of our analysis from [75]. 

 

Figure 31: Network diameter of 3D torus and hypercube [75] 

Overall, when deploying topologies with many nodes (more than 64) hypercube has the advantage on 

torus both from performance and cost perspective yet, on topologies smaller than 64 nodes, torus is better 

as it has less links that hypercube therefore the cost of implementing it is smaller and performance at that 

number of nodes is similar. 

These base topologies are the starting point of data center topology design. But they are adapted from 

data center to data center and from application to application. For example, for a data center dedicated 

to e-learning applications, the east-west traffic of a fat-tree topologies can be further improved by making 

connections between neighboring nodes. Of course, this improvement is a special case and resolves the 

problem of our application, therefore it cannot be generalized [PIST, 2014]. 
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4 DESIGN AND IMPLEMENTATION OF THE CONTRON NS-3 OPENFLOW 

CONTROLLER  

4.1 INTRODUCTION 
To test new algorithms or concepts for SDN, the approach is to (1) either create real-life setups using 

OpenFlow switches or (2) emulated setups using virtual switches, such as Open vSwitch [31], with open 

source controllers. Both approaches provide good functional validation, yet they have some serious 

drawbacks. Using a real hardware setup is expensive and hard to scale, while using an emulated 

environment lacks performance fidelity as it provides no guarantee that a node ready to send a packet will 

schedule it promptly and also provides no guarantee that the switches will forward the packets at same 

rate [76]. For better and reproducible results, with large Data Centers or WAN setups, using a simulator 

can be a good solution. 

The existing simulators such as Riverbed Modeler 35 [77], EstiNet [78] and NS-3 [79] provide support for 

OpenFlow yet lacks a simple integrated controller to provide the basic functionality needed for rapid 

prototyping. Even though connecting an external controller to a simulator is possible in most cases36 it 

may be inappropriate for rapid prototyping due to high complexity of the controllers37. Another aspect to 

consider is the high cost, as both OPNET and EstiNet are commercial solutions while NS-3 is open source. 

NS-3 is a mature discrete-event network simulator that provides necessary tools to create simulations. It 

primarily targets research and educational use. It has support for OpenFlow and has no real SDN controller 

although a module that provides a Layer 2 bridge implementation is provided. This module lacks any type 

of API support, adding and removing flows is currently done 38  by hand-crafting OpenFlow protocol 

packages and it is decentralized - each switch needs to have its own instance of this module. Also, 

connecting the OpenFlow switched to an external controller is not yet functional. 

In this chapter we propose Contron, a new OpenFlow controller built from scratch, that provides the basic 

services for managing OpenFlow switches: topology model & discovery, flow management, statistics, 

processing packets received by the controller, shortest path routing and APIs such as: defining flow actions, 

matches and programming flows, reading and updating topology, sending and receiving event based 

notifications of topology changes etc. The controller is extensible, many services can easily be replaced 

with custom ones, and even more, custom controllers can be implemented by using only the desired 

services as the building blocks. 

The implementation’s main focus is on simulating SDN in Data Centers and WANs and does not consider 

SDN in wireless networks. 

We begin by presenting several non-functional characteristics that were taken into consideration when 

designing and implementing Contron followed by a short architectural overview of it. After that, we go 

                                                           
35 Previously known as OPNET Modeler 
36 NS-3 integration with an external controller is not yet functional 
37 Especially for OpenDaylight and ONOS 
38 As of NS-3 version 3.25 
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into the details of services by analyzing different aspects such as interaction with each other and with the 

entire system or highlighting their limitations. Further we present a possible use case of the model 

accompanied by simulator results. In the end we conclude with implementation status, its limitations and 

future work. 

4.2 REQUIREMENTS 
As researchers, we want to validate our ideas and assumptions as fast and correct as possible. The time to 

reach a conclusion should be short, this way we can reduce the number of errors in the early design stages 

and avoid following wrong research paths. 

Given the above, when we intend to implement a new SDN Controller, we focus on the following non-

functional requirements: 

 Simplicity: A simulator is simpler than a real world implementation, therefore is better for the 

researcher to spend his time on the problem he is trying to solve rather than on dealing with the 

complexity of emulated or hardware setups. 

 Extensibility: New components should easily be created on top of the ones already 

implemented. Also, existing components should be extensible either by modifying their inner 

workings or by applying OOP concepts such as object associations and class inheritance. 

 Usability: The services should provide a minimum set of functionality to make them usable and 

they should work in a default configuration, thus the developer focuses on his objectives not on 

fixing the model. 

 Minimality: How a component operates is less important than what it does. This keeps the 

component simple and easy to use. More realism can be added later to certain components if they 

fall in the area of interest. 

 Loose coupled: Other than keeping a strong dependency on the Core services and functionality 

provided by the simulator, controller services should be as independent from each other as 

possible. This allows them to be disabled if not needed, replaced or easily modified. 

 Reproducible: Results should be consistent between multiple executions if the developer desires 

so. 

 Unit tested: The execution routines of a simulator are independent of any external factors or 

hardware. Execution on one platform should yield the same results as the execution on another 

platform, therefore, in a simulator, Unit Tests can and should provide more coverage than those 

of a real system. 

 Documented: The code itself needs to be well documented facilitating its understanding. Also, 

the concepts should be well presented with code samples and use cases to avoid any confusions. 

4.3 ARCHITECTURE 
The architecture is structured on three layers: a Core layer providing functionality that other 

components depend on, a Services layer providing essential functionality that is useful yet not critical 

and an Application layer with its high level components, mostly independent from each other. Contron’s 

architecture is modular and components can be disabled if not used. The core components are always 
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needed while the services can be cherry-picked based on the application needs. Contron’s architecture 

with full set of services enabled is presented in Figure 32. 

Contron depends on the NS-3 Core mechanisms and libraries. Separating the controller from NS-3 as a 

stand-alone SDN controller would increase its complexity, therefore our intention is to keep it tight-

coupled with NS-3 Core. 

NS-3 Core OpenFlow

Topology Model Notifications

Statistics

Flow abstraction

Flow Management

Topo Discovery

Packet Processing

Routing Manager Arp Proxy

NS-3 Components

Core

Services

Applications

Connection Tracker

Contron

 

Figure 32: Contron’s Architecture 

Before going into the design details of each component we present a short functional description: 

 Notifications: Applications and services need to react to changes in the global view of the 

network. Notifications are primarily used for topology and statistics updates that need to 

propagate to services which use them. For example, routes may need to be adjusted and flows 

updated when a topology change occurs. 

 Topology Model: Represents the centralized view of the network. It can be seen as an in-memory 

database containing all switches and hosts properties, flows and statistics. This database provides 

accessors to the needed data, yet the data itself need to be populated by other services. The model 

also makes use of notifications to send topology updates to all of the interested services. 

 Flow Abstraction: Used for defining flow entries and for adding or removing them from switch 

tables. For each flow, the user can define Actions and Match, the Switch where the flow is going 

to be added and some flow properties such as Priority or Route ID39. 

 Flow Management: Keeps track of all flow entries in the topology. Two categories of flows are 

supported: normal and management. The latter category is represented by those entries which 

need to be present in all switches. Their usual action is to either completely block a certain class 

of packets or to forward packets from the network management protocols, such as ARP or LLDP, 

to the controller for further processing. The management flows are added by services (e.g. ARP 

proxy adds a management flow to capture the ARP packets) and usually have a higher priority than 

normal ones so that protocol packets are processed first. 

                                                           
39 Route ID can be defined only if the flow is part of a route 
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 Statistics: Updates the Topology Model with statistics gathered from all switches through the 

OpenFlow protocol or directly through NS-3 tracing mechanism, see [80] for more details. The 

component takes shortcuts when getting the statistics mostly because they are more important 

than the mechanism itself. 

 Packet Processing: Packets received by the controller are classified and forwarded to services 

for processing. Each service receives packets for which it has been registered based on packet 

types. 

 Topology Discovery: Provides a basic topology discovery service. It iterates all nodes defined in 

NS-3, identifying their type (i.e. switch or host) and connection to each other, while updating the 

topology model. The component does not implement real discovery, this is usually done through 

some external protocol40. 

 Arp Proxy: Provides proxy ARP support to hosts without the need to broadcast ARP requests 

through the network. It receives and responds to them on behalf of the hosts. 

 Connection Tracker: Keeps track of all connections in the network. This is useful for a reactive 

approach. Connections are added when the first packet sent by the source arrives at the controller. 

This packet is analyzed and a unique entry is added based on its source and destination header 

fields. Notifications are sent when new connections are detected. 

 Shortest Path Routing: Using Dijkstra algorithm it provides shortest path routes. 

4.4 DESIGN DETAILS 
Contron’s design is mainly conditioned by features that NS-3 provides such as Core libraries, network 

interfaces, data channels, packet tracing, OpenFlow protocol and by the assumptions we made around the 

topology and types of devices in a data center or WAN SDN network. 

From device type perspective, any SDN network topology is composed of OpenFlow switches and hosts. 

Mixed types – switch with IP stacks – conventional switches or routers are not supported by Contron. From 

NS-3 perspective, switches are Node objects aggregated with one or more OpenFlowSwitchNetDevice 

bridges41. Hosts are implemented as usual with a full L2/3/4 TCP/IP stack. 

From the topology perspective, by looking at datacenters and WANs, we see switches, hosts, routers and 

special functions devices. Switches are connected with Ethernet cables (UTP or fiber optics) forming a 

graph at the network’s core. Hosts are connected at the edge of core representing leafs of the graph. This 

configuration is the one supported by the controller. Special devices (i.e. Network Functions) are not 

supported by default, but can be added either by extending the implementation or by generalizing them 

as hosts or OpenFlow switches. 

4.4.1 Topology model 

The most important component of an SDN controller, represents the centralized view of the network. It 

can be seen as an in-memory database containing all switches and hosts properties, flows and statistics. 

                                                           
40 Usually encapsulated in LLDP 
41 OpenFlowSwitchNetDevice is the NS-3 bridge model that provides support for Openflow 
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This database provides accessors to the needed data, yet the data itself need to be populated by other 

services. Any topology can be represented  

In NS-3, complex topologies can be built by defining network nodes with different functions and 

connecting them together. Nodes are defined by aggregating multiple simulator objects (i.e. C++ objects, 

see [81]). The first needed object is the Node itself, then Network Interface Cards (NICs) are aggregated to 

it as CsmaNetDevice objects. After defining interfaces, nodes are specialized as OpenFlow switches if they 

get one OpenFlowSwitchNetDevice object or as hosts if they get the TCP/IP stack and applications for 

sending and receiving traffic. Interfaces are connected by channels – either full duplex CSMA or P2P serial 

links. Contron supports CSMA channels only42. A sample leaf-spine topology generated in NS-3 is presented 

in Figure 3343. The sample topology has 9 racks each with 5 servers and, on each servers, we have 3 VMs. 

 

Figure 33: A leaf-spine in a Data Center with 9 racks and 5 servers per rack 

The topology defined using the NS-3 Core APIs does not cover the needs of an SDN controller. It is true 

that most of the topology aspects used in SDN can be extracted from NS-3, nevertheless we still need to 

have it separated because:  

1. the controller topology view may differ from the physical topology;  

2. it is much too complex for our use cases and fails to meet the simplicity and extensibility 

requirements44;  

                                                           
42 Support for full-duplex CsmaChannel is under review and scheduled for 3.26, we used the patch under review. 
43 To note that NS-3 does not provide algorithms to create topologies. It provides Node objects. How these nodes are 
configured and connected has to be specified programmatically, either by listing nodes one by one or through an 
algorithm. 
44 The NS-3 APIs were not conceived for the type of runtime access needed by an SDN controller: rapid access to 
neighbors, getting link costs, reading packet counters and other device attributes. 
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3. because nodes are independent, NS-3 lacks a simple mechanism that can provide events and 

notifications on topology changes (e.g. when a link goes down), currently events are 

communicated through protocol messages but we need a centralized mechanism that can 

propagate events inside the controller. 

The Topology Model implemented by Contron is a graph of SdnNode objects connected through Port 

objects (Figure 34). SDN Nodes can either be switches, identified by their Datapath ID or hosts identified 

by their MAC addresses45. The developer can navigate the graph either linearly by iterating through all of 

the nodes or by querying the list of neighbors and traversing the graph. Any topology can be represented 

this way. 

Table 6: Topology Model Notifications 

Type Subtype Description 

Topology ADD NODE A Node is added 

Topology DEL NODE A Node is deleted 

Node ADD PORT A Port is added 

Node DEL PORT A Port is deleted 

Node ADD STATS Statistics are attached 

Port UPDATE LINKSTATUS Link Up/Down event 

Port UPDATE LINKCOST Link cost change 

Port SET NEIGHBOUR A neighbor is connected or disconnected 

Port SET STATS Stats are aggregated or updated 

TopologyModel

SdnNode

SdnSwitchNode SdnHostNode

Port

Notifier

1..*
1..*

 
Figure 34: Topology model 

Services and applications in SDN environments are expected to adapt rapidly to the network changes. For 

addressing this situation we implemented a simple and easy to use notification mechanism based on NS-

                                                           
45 For SdnHosts A single port is supported per NS-3 node. NS-3 nodes with multiple interface should instantiate 
an SdnHostNode object per interface - this matches other controllers behavior (e.g. Opendaylight) 
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3 callbacks and the observer pattern46, see [82]. By using this mechanism, services are able to create new 

notifications or register to existing ones. Each notification is accessible by a type, usually the service name, 

and a subtype, the notification itself. The topology model exports the notifications shown in Table 1. 

4.4.2 Simple Topology Discovery 

Contron implements a simple discovery service that updates the SDN Topology Model by collecting 

information directly from topology’s nodes defined in the NS-3 simulation47. The service can either process 

all of the nodes from the NS-3 topology, filtered by type (i.e. switches or hosts) or process a user defined 

subset of nodes. The service then identifies the types of nodes and creates or updates the SdnSwitchNode 

and SdnHostNode that corresponds to the NS-3 node (Figure 35). 

Topology Discovery component provides the desired functionality – having the global view of the network 

– yet is implemented as a workaround to a full implementation. In real SDN systems the controller 

discovers connections between switches by sending control packets on all of the ports that are up, of the 

switches in the topology. The switches have a management flow that captures these packets and sends 

them back to the controller creating sort of a loop. As an example, if we have two switches, A and B, 

connected by a link, then the packet will be sent by the controller and received back by it. The packet takes 

the following path: Controller → A → B → Controller. These packets contain information that allows the 

controller to uniquely identify each packet if it arrives back48. This way the controller knows that the two 

switches are connected together by a link and can add this link to the topology or, if it already exists, 

updates its expiration counter. This packet is usually a LLDP message with custom TLVs49 that the controller 

needs [83]. 
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Figure 35: Topology Discovery 

                                                           
46 Contron’s Notifications are similar to listeners in Floodlight or Beacon 
47 NS-3 simulator keeps the topology as a list of Node objects defined at the beginning of simulation. 
48 Or at least determine the sender’s port 
49 Type-legth-value datastructures are a way to encode variable datatypes in a packet payload 
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4.4.3 Flow abstraction and management 

Flow entries is one of the most important concepts in the open SDN architecture [84] therefore, from a 

controller implementation perspective, providing a good abstraction of this concept is key to its overall 

usability. 

The current version of NS-3 provides the OpenFlow protocol but without any abstraction. So, to create, 

modify or remove flows, users need to fill protocol data structures directly, which leads to complex and 

error prone development tasks. 

Flow

OpenflowFlow

Match Action

SdnNode

Topology Model::

SdnSwitchNode

1

1

111 1

 

Figure 36: Flow Abstraction 

The Flow Abstraction provides classes for Match, Actions and Flow to users (Figure 36). The data structures 

of matches and actions are in-line with NS-3 structures. To create a Flow the user first defines the Match 

then the Actions, and then he creates the Flow. Matches and actions can be reused from one flow to 

another. He can also specify priority per flow or its expiry time. 

Flows are divided into normal and management flows. Normal flows are those that guide, filter and modify 

data traffic. They are managed by services or directly by the user (static flows). Management flows are 

those flows that forward certain types of packets to the controller or that block them. They need to be 

programmed in all of the switches within the network before normal flows and usually have a higher 

priority than them. For example, ARP or LLDP packets usually need to be forwarded to the controller for 

further processing. 

Support for management flows is provided by Flow Service, which sets them when a new node is added 

to the topology. This service also keeps track of user flows (Figure 37). 
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Figure 37: Flow Service 
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4.4.4 Statistics 

The global view of the network includes statistics for nodes, ports, queues and flows. It is worth to mention 

that NS-3 does not have specific SDN statistics per node and currently supports only one queue per port, 

but it provides some basic infrastructures for printing them. 

Given the above, Contron does provide Port and Flow statistics, since these are an important piece of 

information for decisions taken by applications and for system monitoring. Queue statistics are stored per 

port. For each counter we provides cumulative (i.e. total) and averaging per interval values. 

For NS-3’s users, one of the most important aspects is observing simulation outcome through plots, thus 

we have integrated basic support for Netanim and Gnuplot directly in Contron. Netanim’s support for 

graphical representation is currently limited as each plot can show only a single data source from each 

node. There is no possibility to display data per port nor to allow users to select what data sources to 

appear on same plot representation. The output helps in forming a basic image on how a data source 

behaves over time but for better plots Contron uses Gnuplot. Compared to Netanim, Gnuplot output 

requires more CPU cycles to generate, therefore the number of data sources should be reduced to a 

minimum. For more information about the two applications check their homepages: [85] and [86]. 
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Figure 38: Statistics 

The average is calculated with 10ms, 100ms and 1 second precision. The intervals are currently fixed, but 

the user can modify them by changing the controller’s code. A more flexible approach that allows to 

modify the averaging interval through an API is planned. 

Flow statistics are gathered from all switches and aggregated by the controller. 

4.4.5 Packet Processing 

The controller receives packets from OpenFlow switches. These packets have to be classified and 

forwarded to respective services or applications. This service converts a packet received from a switch into 

an SdnPacket, it classifies it based on header fields and then it checks the internal table for any service that 

has to process it further, otherwise it is dropped. This is how Contron’s packet processing works. 
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Figure 39: Packet Processing 

Packet processing service also receives OpenFlow management packets, such as FlowRemoved 50  

forwarded to Flow service or StatsResponse forwarded to Statistics Service for further processing. 

Services register to Packet Processing module using a mechanism similar to that in Flow Abstraction. A 

Match and a Callback are passed as parameters at registration. On packet reception, the first step is to 

checks if it is an OpenFlow management packet and take immediate action51, otherwise it checks if the 

packet hits one of the matches programmed by the services (Procedure 1). If no match is hit the packet is 

dropped. 

Procedure 1 Process a packet 

                                                           
50 Contron does not yet support full asynchronous functionality 
51 These actions are hardcodded 

 

 
Input: 

p ← a new packet is received 

V ← a valid vector of (Match, Callback) tuples 

Algorithm: 

if p ⊂ OpenFlow management packet 

then 

forward p to OpenFlow processing 

else 

for each e ∈ V do 

if p hits eMatch  then 

    eCallback(p) {forward p to service} 

end if 

end for 

end if 
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4.4.6 Proxying the ARP packets 

ARP requests are sent by hosts trying to find the destination MAC address for an IP address. In classic 

networking these requests are broadcasted by switches on all of their ports creating short packet floods 

through the network52. A host receiving an ARP request asking for its address sends a response back which 

takes a unicast path back to the host that sent the request. 

ArpProxy
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Packet Processing::

PacketProcessing
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Figure 40: Arp Proxy 

Also in SDN environments, ARP packets are used to learn where hosts are connected. For this, ARP 

requests are forwarded to the controller. When one host needs the destination address of another host it 

sends a request that is received by the controller; if the controller already knows the address, it responds 

on behalf of the destination, otherwise it sends the request to all of the hosts in the same network. In this 

case, after sending the request to all hosts, the controller waits for one of them to respond. After one of 

the hosts responds, it learns the address and then forwards it to the host that needed this address in the 

first place (Procedures 2 and 3). 

 
Procedure 2 Process ARP requests 

 
Input: 

r ← an ARP request received from Packet Processing 

V ← vector of (sIP,sMAC,snode,sport) tuples {V keeps previously learned entries}  

Algorithm: 

(sIP, sMAC, snode, sport) ← EXTRACT-SRC-INFO(r) 

iptarget ← EXTRACT-TARGET-IP(r) 

 

e ← the reference to the tuple matching sIP in V 

if e ∉ V then 

V ← V ∪ e 

else if sMAC ≠ eMAC or snode ≠ enode or sport ≠ eport then 

e ← (sIP, sMAC, snode, sport) 

end if 

 

f ← the reference to tuple matching iptarget in V 

if f ∉ V then 

arpresponse ← CREATE-RESPONSE(f) 

                                                           
52 If the destination address is not yet learned by switches 
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SEND-TO-HOST(arpresponse, snode, sport) 

else 

for each host in Topology do 

SEND-TO-HOST(r, hostnode, hostport)  

end for 

end if 
 

 

Table 7: ARP Proxy registered notifications 

Type Subtype Description 

Topology DEL NODE A Node is deleted 

Node DEL PORT A Port is deleted 

Port UPDATE LINKSTATUS Link Up/Down event 

 

 

When starting, ARP proxy handler sets a management flow that forwards ARP requests and responses to 

Contron. Then, once arrived at the controller, packets are identified by Packet Processing and forwarded 

to ARP proxy which then calls procedure 2 for requests or 3 for responses. 

Currently, the proxy learns source and destination addresses only from ARP packets but other sources can 

be used: data packets that arrive at the controller contain source addresses and also, the topology model 

has a list of hosts that are connected. 

Entries are removed from V when nodes or ports are deleted from the topology or a status for a link 

changes. These changes are notified by the events in Table 2. An ageing mechanism for entries is not 

implemented; this aspect may be subject for improvement. Timeouts of ARP entries are dependent on the 

packets that arrive at the controller so, if flows to forward these packets are provisioned in switches, no 

packet will arrive at the controller to reset the timeout and ARP entries will always expire. Also, other than 

ARP entry expiration, route entries themselves should expire if packets no longer flow through them. 

 
Procedure 3 Process ARP responses 

 
Input: 

r ← an ARP response received from Packet Processing 

V ← vector of (sIP, sMAC, snode, sport) tuples 

Algorithm: 

(tIP, tMAC) ← EXTRACT-TARGET-INFO(r) 

e ← the reference to the tuple matching tIP in V 

if e ∉ V then 

return {may happen if entry is removed due to one of the events in Table 2}  

else 

SEND-TO-HOST(r, enode, eport)  

end if 
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Therefore the ARP ageing mechanism need to be tied to route expiration so that, as long as there are 

routes originating from a source node its ARP entry should be kept. 

4.4.7 Connection Tracker 

When a host starts sending packets to another host we can consider that a connection has been realized 

between those two. This information is then used by applications to make decisions - especially to 

determine if a route needs to be created or destroyed. 

Besides unicast there are also multicast connections. Unicast connections track a single destination, while 

multicast connections track multiple destinations. The code treats these two types differently. Broadcast 

connections are considered a case of multicast but should be avoided as it increases the number of flows 

and the complexity of routing. 

For simplicity, Contron only implements unicast IP packet tracking. The code can accommodate other 

protocols if desired along with multicast support which will be implemented in future work. 

Connections are detected by inspecting packets received from Packet Processing service, therefore 

Connection Tracker service register itself to Packet Processing with a Match for all the IP packets and a 

Callback that gets called when a packet hits the Match (Figure 9). 

Support for adding and removing connections manually is also important. An ageing mechanism for 

connections will be added in future work. 

Connection tracker generates two notifications, see Table 8. 

ConnTrackerServ ice
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Topology Model::
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PacketProcessing

Packet 

Processing::
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Flow Abstraction:
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* 1
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Figure 41: Connection Tracker 

Table 8: Connection Tracker Notifications 

Type Subtype Description 

ConnTracker ADD CONNECTION A Connection is added 

ConnTracker DEL CONNECTION A Connection is deleted 
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4.4.8 Shortest Path Routing 

In SDN, for any two hosts to communicate, two routes need to be established between them before 

communication can take place: one route forwards traffic between source and destination and another 

one between destination and source. 

A route is characterized by a Match that detects the traffic and an ordered set of SdnSwitchNodes that 

form a path through the topology. 

Routes can be created proactively – users create routes by providing the paths – or reactively by creating 

paths when the controller receives the first packet from the source and is able to determine it as a new 

Connection (See section 4.7). 

The Routing component is composed of a RoutingManager and one or more RoutingAlgorithm classes 

(Figure 47). The RoutingManager keeps track of routes and creates or destroys them using the algorithms. 

Developers can also access these algorithms directly to create the paths without needing a 

RoutingManager. 

The RoutingAlgorithm that we implemented is a slightly modified version of the standard Dijkstra’s 

algorithm. From a performance perspective it can easily be optimized, but the existing implementation 

provides desired results for current developing stage. 

Route

Topology Model::

SdnNode

Flow Abstraction::

Match

RoutingManager

Topology Model::

Notifier

RoutingAlgorithm

Topology Model::

TopologyModel

DisjkstraStandard

Vertex
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*
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*

1

«use»

1

1
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*

1

 
Figure 42: Routing 

The original Dijkstra Shortest Path starts with all of the nodes in a priority queue with infinite cost. The 

cost decreases during execution. In our case we only store nodes with cost less than infinity. The issue is 

that the C++ STL priority queue does not support reordering, so we add nodes as we calculate their cost. 

Also, due to the same limitation, we add the same node to a queue multiple times, with different costs 

(we can’t reorder and we can’t remove values already added). This results in nodes being present multiple 
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times in the queue. To avoid processing them multiple times we added a boolean value to the Vertex to 

mark if the node was processed. If the node is found again in the queue and is processed we just skip it. 

4.5 CASE STUDY: OBSERVING QUEUE SIZE AND TRAFFIC PROFILE AT THE RECEIVER ON CONGESTED LINKS 

WHEN ROUTES ARE DYNAMICALLY UPDATED 
Let’s suppose that we intend to validate a new SDN congestion aware routing mechanism when reading 

blocks of data from a Distributed File System. For this, we select one good Cloud Data Center topology, 

Leaf-spine, and we start simulating. 

Let’s also assume that, in our topology, we have three racks (R1, R2, R3), each with three servers (Sx1, Sx2, 

Sx3 where x is the rack number). Servers are connected to leaf Top Of Rack switches (Tor1, Tor2, Tor3, Tor4) 

by two links for redundancy and are running virtual machines (VM1,VM2,VM3). To complete the leaf-spine 

Tor switches are connected to spines (Sp1, Sp2). To simplify things, all of the connections are 10Gbps links. 

The topology is depicted in Figure 43. 

Rack R1 Rack R2 Rack R3

Server
row 1

Server
row 2

Spine

Leaf

S11

S12 S22

S21 S31

S32

Tor1

Tor2 Tor3 Tor4

Sp1 Sp2

Legend: Switch

Virtual Machine Server

Update 1

Route 2

Route 1 Route 2 after updates

Update 2

 

Figure 43 Case Study: Topology and Flow Routes 

Sizing the port buffers is a complex issue [87] but we settle for a single small 1.43MB transmit queue 

(1500B/packet × 1000packets). The buffer size is a common value that 10Gbps switches have [88]. One of 

the reason for having a small queue is that speed mismatch between a high capacity core and a low 

capacity edge can cause a condition where a server sends small requests but the responses come from 

multiple sources at much greater speeds congesting its downlink. This massive speed mismatch can easily 
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lead to buffer (queue) exhaustion in a switch [89]. A common case is in distributed storage systems where 

requests for data sent by a single host are small but spread among multiple storage nodes. 

Random Early detection (RED) queueing discipline [90] is enabled and configured to a minimum threshold 

of 70% and a maximum of 90% and REDs Exponential Moving Average (EMA) weight is set to aggressively 

follow the instant queue size. With the link operating at 10gbps, on a 1.43MB sized queue, the maximum 

waiting time of a packet is ≈1.1ms when the queue is at 90%. 

Data transfer is done over UDP, VMs in R3 requests a block of 32MB of data from VMs in R1 (Figure 43). 

Requests happen almost at the same time and the responses create congestions in the network. This traffic 

pattern is similar to that of Ethernet & IP storage infrastructures (e.g. FCoE) and Distributed File Systems 

protocols (e.g. NFS over UDP). We limited the simulation to 2 requests so that we can better observe the 

behavior of queues and impact of route changes on the traffic. 

4.6 DESCRIPTION OF THE SIMULATION 

The simulation starts with VM1 of S11 responding to the request from VM1 of S31. We will call this Flow1. 

Five milliseconds later VM1 of S12 also starts responding to a request (Flow2). The responses are sent at 7 

Gbps which approximates to 700 MB/s of data, a value easily achieved by today’s storage arrays (Figure 

44). 

As seen in Figure 43 the routes taken by the flows overlap on two links: Tor1 → Sp1 and Sp1 → Tor3. The 

summed throughput of the two flows is 14Gbps which is more than the capacity of a link (10Gbps). 

Therefore, the queue at Tor1 starts to fill (Figure 44 Right) and link Tor1 → Sp1 gets congested. The controller 

then detects that and reroutes Flow2 around the congested spot: from S12 → Tor1 → Sp1 to S12 → Tor2 → Sp1 

(Update 1 in Figure 43). 

After the first route update (at t1), another link (Sp1 → Tor3) starts to congest and the controller reroutes 

Flow2 a second time: from Sp1 → Tor3 → S32 to Sp1 → Tor4 → S32 (Update 2 in Figure 43 - in t2 is detected and 

in t3 rerouting is complete). 

Switches report links congestion by sending OpenFlow53 congestion notifications to the controller when 

the transmit queue usage goes above 50%. In our simulation, both Tor1 and Sp1 switches send congestion 

notifications. The controller reacts to the notifications by updating the cost of links (Tor1 → Sp1 and Sp1 → 

Tor3 respectively). Updating the cost generates an UPDATE LINKCOST notification which triggers Shortest 

Path Routing service into searching for better routes. 

After finding a better route, the controller sends new set of flows to the OpenFlow switches: moment t1 

when the first link gets congested and t3 when the second link gets congested. 

 

 

                                                           
53 This is a custom NS3 implementation as OpenFlow does not support this 
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The interval between a congestion notification is sent to be processed and a new route programmed into 

the switches was configured to 10ms (∆t). In real Data Center deployments this interval is dependent on 

the controller processing speed and on the speed of flow updates in OpenFlow switches. To be more exact, 

configuring ∆t needs to take into consideration the following factors: 

1. Processing speed of the controller, from the moment a congestion notification is received until the 

OpenFlow messages that updates the route are transmitted to the switches; this includes the 

processing time of our congestion aware algorithm; 

2. The time a switch needs to activate a flow into hardware from the moment it receives the flow-

add or flow-mod from the controller; this was measured to be between 1 and 5ms [91]; 

3. Latency of the underlying control network; this interval is negligible in most cases (i.e. bellow 1ms). 

The processing speed depends on the controller used, the number of nodes in the topology and the 

number of requests queued by the controller (i.e. controller congestion). Previous works show that, with 

a high number of switches (more than 256) the processing time is between 2 to 10ms, depending on the 

controller, and increases linearly with the number of nodes. Extrapolating for more than 1000 nodes we 

can assume that processing can easily go above 10ms for all of the tested controllers in [92] (i.e. Pox, Ryu, 

Nox, Floodlight and Beacon). Also, tests with OpenDaylight controller show that, with many switches, 

Table 9: Key simulation moments 

# Moment Description 

1 0ms Start of 1st response 

2 5ms Start of 2nd response 

3 t0 1st congestion is detected 

4 t1 1st congestion is resolved 

5 t2 2nd congestion is detected 

6 t3 2nd congestion is resolved 
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Figure 44 Left: Raw Data Received by the Destinations; Right: Queue Size Variation 
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when storing information into its DataStore (i.e. its Topology Model), the processing time goes even higher 

than 20ms as shown in [93] and [94]. 

4.7 RESULT ANALYSIS AND CONCLUSIONS 
Looking at the received data (Figure 44 Left) we see that, between 5ms and t1, both VMs get 50% share of 

the congested link capacity. During this interval packets get dropped because Tor1 → Sp1 queue fills. 

At t1, the first route update, an interesting effect occurs: the throughput received by S32 − VM1 (i.e. Flow1) 

suddenly goes to maximum while the throughput of S31 − VM1 (i.e. Flow2) drops! We would expect it to 

remain 50/50%. After ≈ 0.2ms, even more interesting, the plot show a reverse, with S31 higher than S32. 

The above situation is caused by Sp1 receiving packets at the same time from two sources: 

1. at line rate (10Gbps) it receives old packets from Tor1 that were already in the Tor1 → Sp1 queue 

and 

2. because of the route update it receives new packets via Tor2, at 7Gbps. The packets in Tor1 → Sp1 

had a 50/50% ratio. 

Therefore, as Tor1 continues to transmit 5Gbps of Flow1 traffic and 5Gbps of Flow2 traffic (this is already in 

the congested queue, and is not dropped!), the new route updated by the controller will bring fresh traffic 

from S12 (Flow1) via Tor2 directly into Sp1 → Tor3 queue at 7Gbps. The result is that the real throughput from 

S12 (Flow1) is 12Gbps while the throughput from S11 (Flow2) is still 5Gbps with a grand total of 17Gbps! This 

burst will practically fill the next link queue. Therefore, in the Sp1 → Tor3 queue, the share each flow has 

changes to 70% for Flow2 and 30% for Flow1 matching the measurements in Figure 44 Left. 

After a while (≈20µs), the 50/50% share traffic in Sp1 → Tor3 queue left from before the migration ends 

but, till that happens, packets from Flow1 arriving through the new migrated route will also accumulate on 

top of the existing packets in the queue. Therefore, when the 50/50% share ends, the queue will not be 

empty but contain packets from Flow1. These Flow1 packets are going to be transferred to Sp1 at line rate 

which is higher than the 7Gbps rate received from Flow2. This explains the reverse of flow shares in the 

traffic profile. 

After 2nd reroute at t3, both flows go to line rate for a short interval while queues are emptying. Also, there 

is a short burst in the transmit queue of S32 Virtual Switch to VM1. In conclusion, if we look at the plots we 

can see that: 

1. Solving congestion on one link tends to move it to the next link in the route. 

2. Packets accumulates in congested queues and, when the flows are migrated, they cause short burst 

of traffic that fill the next queue in the path. 

3. Packets arriving at destination through congested links are delayed due to the time they wait in the 

queues. At the same time, packets coming through rerouted paths arrive at the same destination 

faster. This creates a lot of unordered traffic which may cause problems for some protocols. 

4. Control plane reaction time to congestions (∆t = 10ms) is too high if our intention is to completely 

eliminate packet loss in burst conditions. 
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A solution to reduce ∆t could be to increase the responsiveness of the control plane to less than the 

interval it takes for a queue to fill to 90% after the congestion notification is sent. This gives a control plane 

less than 1-2ms to process a packet and update the routes. This can prove challenging in real conditions, 

especially for Data Centers with topologies composed of thousands of switches (see above how ∆t interval 

was chosen). 

Another solution to the above problem could be to increase the size of the queues to accommodate for 

this delay. Therefore, the switches will need to have queues ten times bigger. This seems to solve the issue 

but, if there are speed mismatches in the network (e.g. going from a 10gbps to a 1gbps) and many 

topologies have that, then the 10ms queue buffer may lead to much higher packet delays at the low speed 

links and even more delays as congestion accumulation may be present. Virtual switches also make things 

worse as their queues are big (they use server RAM), yet throughput is variable as it depends on the 

processing speed of the server CPU and on its load. Therefore, the maximum packet delay would become 

in the order of hundreds of milliseconds which usually is unacceptable as it triggers retries by the higher 

level protocols. So, even if the network manages to eventually transport those packets to the destination, 

is already too late as the retry was already sent and the receiver just ignore them. 

A more intelligent solution is to use a mechanism similar to QCN for real time feedbacks and combine it 

with congestion metrics similar to those we proposed in [PIST, 2015]. 

The unordered packets may be solved by intelligent queuing disciplines that drop older packets of the 

same flow at input. This is hard to achieve in hardware but controllers that are protocol aware may choose 

to drop packets that are old for protocols that are not resilient to high latencies. 

The final conclusion of the case study is that, even if our brand new SDN congestion aware protocol seems 

to solve the problem, it still has a long way to go. And this was proven by having an OpenFlow controller 

inside a simulator. 

4.8 IMPLEMENTATION STATE AND FUTURE WORK 
The implementation of Contron in NS-3 emerged from our need to study network congestion in Data 

Center topologies and we added features as dictated by our day-to-day development needs (e.g. in [PIST, 

2015]). Even though from a researching point of view our Controller is completed and proved to be useful 

in our own simulations, but in order to make it generally available, more work is needed especially testing 

and developing use cases that we did not need but are highly desired by other researchers.  

The current code size is around 6KLOC we also have more than 50 Test Cases, half of them are Unit and 

the other half are Integration tests with complex scenarios. From an architectural perspective Contron is 

complete as we do not plan to add more components to it. 

From an implementation perspective there is some work in the Flow Abstraction as not all the matches 

and actions have been implemented and tested (e.g. VLAN support). Implementing them is simple yet 

requires time for unit testing and they are not essential at this moment. Components that needs more 

work, and even some rework, are Packet Processing, Connection Tracker and ARP Proxy. The need for 

rework came as we gained experience and understood better the problems. 
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Also, since we are developing our models in C++, we decided to skip Python bindings for now. 

One feature is ageing for Flows, Routes, Connections and ARP entries. We avoided this altogether as it 

needs coordination between multiple components. Adding proactive or reactive entries is straight 

forward, the problem is on how to detect when there is no traffic and remove Flows, Connections or ARP 

entries. First we need to implement it for flows and notify the controller if there was no counter increment 

(hence no packet arrived) in a configurable amount of time. The FlowManager will then have to notify the 

affected services of the timeout and they, in turn, should take actions – either keep the 

flow/connection/route or remove it. Also, notifications should be sent if, after sending the timeout 

notification, packets start flowing again. ARP proxy may need more than this as, even no packet arrives 

from a host for some time, that host may still be there, and hence the entry will still be valid. 

4.9 CONCLUSIONS 
Our main goal was to provide an NS-3 flexible simulation platform for a large variety of SDN research 

topics, including: OpenFlow protocol extensions, low level monitoring of traffic, understanding the 

limitations of SDN, creating routing protocols, and most important identifying and understanding some 

of the challenging problems of SDN such as: effect of flow update delays on traffic, effects of migrating 

flows on congestion and developing better routing algorithms than in traditional networking. Other than 

these topics, extensibility and ease of use creates the premises for expanding the use case domain to 

many of the current SDN research topics such as: 

• security – dynamic threat mitigation, multi-tenant traffic isolation; 

• scalability – to tens of thousands of node; 

• efficient load balancing – load balance traffic through the controller; 

• integration with classic networking – NS-3 already supports many of the standard protocols; 

• service-chaining – create applications that manage simulated chains of services and optimize them; 

• quality of service – add multiple queues with different priorities and identifying classes of service; 

• Network Function Virtualization – by simulating Virtual Nodes with specific functions, migrating 

them to other nodes, and steering traffic through them. 

Also, by running the same scenarios countless times, with minor changes, we observed that one advantage 

of our approach compared to real life or emulated scenarios is the possibility to reliably reproduce the 

same results for specific situation. Effect of any modification can be tracked and its root cause easily 

identify. 

In the end, through the API abstractions, services for managing OpenFlow switches, extensibility and 

simplicity, our approach provides remarkable benefit for NS-3 users dedicated to the research of SDN 

technologies. 
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5 QCN-WFQR & SDN: MAXIMIZE NETWORK THROUGHPUT AND REDUCE 

PACKET DROP 

Ethernet has become the primary network protocol used due to its undeniable advantages such as low 

cost, high speeds or ease of management. Being a best effort protocol, the IEEE Data Center Bridging Task 

Group developed a series of Layer 2 enhancements including Quantized Congestion Notification (QCN) 

[95] and enabled a lossless environment.  

QCN is defined as a standard IEEE protocol for traditional networks yet its principles can be adapted to 

SDN and extended further by leveraging controller centralized model. 

In the following sections the thesis proposes a method to maximize network throughput and create a 

lossless environment by reducing packet drop at the network core. This is achieved in three ways:  

1. Reducing throughput at the source by monitoring queue size. This approach provides the same 

benefits as standard QCN in traditional networks and works in a similar way. The only difference 

is the presence of a controller that may enhance this functionality by making better decisions than 

in a decentralized model. 

2. Distributing traffic workload between multiple servers hosting the same application. Load 

balancing can be based on link cost. Cost is factor of multiple parameters such as link capacity, 

throughput over different interval and on congestion measurements. Making this kind of decisions 

requires monitoring and processing of link parameters, including congestion measurements, in a 

central location. In traditional networking decision requires specialized custom applications that 

gathers data from switches and present them to applications and protocols. Practically they 

centralized the data so that it can be used to distribute workload. In SDN, as it already provides a 

central location, the custom applications leverage existing mechanisms. E.g. 

northbound/southbound interfaces and Controller’s APIs to gather congestion data and centralize 

it. 

3. Migrating already established flows to alternate and less congested paths thus reducing the need 

to slow down the traffic at the source. The method is well suited for a modern multitenant data 

center. This is a feature reserved to SDN. 

Implementation for 1 and 3 was done in NS-3 and simulated using Contron (presented in Chapter 4). 

The proposal is based on QCN Weighted Flow Queue Ranking (QCN-WFQR), work we previously presented 

in [PIST, 2015]. QCN-WFQR algorithm provides several congestion indicatives, per node (local) and system 

related, based on which decisions can be taken to achieve a better balanced traffic load in a congestion 

aware network while having an overall system increased performance. 

Focus of this thesis is on adapting QCN from standard networking to SDN networks. Therefore the first 

two sections (5.1 and 5.2) presents a short introduction to QCN and QCN-WFQR indicatives. While the 

following sections provide more in-depth details on the SDN proposal and simulation results. 

More details on QCN-WFQR congestion indicatives and applications to standard networking are presented 

in [PIST, 2015]. 
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5.1 QCN: QUANTIZED CONGESTION NOTIFICATION 
QCN is an end to end congestion management defined in IEEE 802.1.Qau [95] with the purpose of ensuring 

that congestion is controlled from the sending device, through the network, to the receiving device. 

I/O protocols, such as SCSI, do not have contention or retransmission support and it requires a lossless 

transmission environment, like Fibre Channel – a high speed, low latency and lossless network. Ethernet 

by design is a best effort communication environment and with IP protocol it provides an end-to-end 

network for reliable transport protocols, such as TCP. In absence of reliable protocols, Ethernet has been 

enriched with a set of enhancements (Data Center Bridging – DCB) that enabled a lossless medium. Also, 

Ethernet became a viable solution due to supported high speeds (up to 10Gbps, 100Gbps, 400Gbps or 

even new Intel’s 800Gbps, while FC supports up to 2, 4, 8, 16 or 32Gbps just arriving), lower capital-costs 

and ease of management. One of the protocols in DCB is QCN. 

QCN monitors the transmit queue (buffer) on a switch port and, if the usage is above a specified limit, it 

sends a feedback to the traffic sources to slow down transmission so that port queues avoids getting 

congested. Without this mechanisms the queue usage will increase and packets will get dropped54. With 

SDN, this congestion information can be centralized and used to load balance between multiple providers 

of a service and to reroute existing flows to alternate and less congested paths thus reducing the need to 

slow down the traffic at the source. The main problem with this approach is that the queue usage statistic 

varies wildly in time and, in order to keep this information relevant for any decision it needs to either be 

transmitted to the controller at short intervals risking to overload it or to filter and condense the 

information at the source before forwarding it to the controller. 

In standard networking, in order to reduce or even eliminate packet loss QCN employs two mechanisms: 

1. TX queue monitoring and feedback transmission in switches. Switches monitor their TX queues 

for each port and, if a defined threshold is exceeded (e.g. 60%), then notification messages are 

sent back to the hosts that have packets on those congested queues to slow down their 

transmission. The notification messages (Congestion Notification Messages – CNMs) are plain 

Ethernet packets that contain in their payload a value indicating by how much the defined 

threshold was exceeded (called feedback or Fb). The standard calls these switch nodes Congestion 

Points (CP). Queue monitoring is done either automatically by the ASIC which notifies the CPU 

through an interrupt or, in case interrupts are not available, periodically pooling queue sizes 

(sampling) from the CPU (e.g. once every 1 ms or once every 100 frames depending on ASIC 

capabilities) and generating notifications messages when queue size is exceeded.  

2. A rate limiter implemented at the packet source. Servers (CPs) implement a rate limiter that 

reduces throughput once a notification messages (CNM) has been received from a switch (from a 

CP). Throughput reductions takes into account the value received in the notification message. 

Nodes that implement rate limiters are known as Reaction Points (RPs). 

The mechanism is similar to that of a feedback loop [96]. 

                                                           
54 Queues are small in data center switches as shown in section 4.6 and by empiric measurements & extrapolations 
in [96]. 
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Figure 45: Standard QCN mechanism 

In Figure 45 two traffic sources send traffic to a destination through three switches. All connections are 

1Gb and traffic is sent at link maximum speed, therefore the transmit queue to the destination in switch 

3 starts filling with packets because we try to squeeze 2 Gb of traffic on a 1 Gb link. The system has QCN 

enabled. After the transmit queue above a specified limit (𝑄𝑒𝑞) a congestion notification (CNM) is sent 

back to one of the sources55 indicating it to slow down traffic. 

Switches (Congestion Points) compute feedback indicatives by combining the first derivative of queue 

utilization (i.e. rate excess) with the instantaneous queue utilization against a considered equilibrium (i.e. 

queue size excess):  

 𝐹𝑏 = −(𝑄𝑜𝑓𝑓𝑠𝑒𝑡 + 𝜔𝑄𝛿) 

where 𝑄𝑜𝑓𝑓𝑠𝑒𝑡 = 𝑄 − 𝑄𝑒𝑞𝑢𝑖𝑙𝑖𝑏𝑟𝑖𝑢𝑚 , 𝑄𝛿 = 𝑄 − 𝑄𝑜𝑙𝑑  and ω is a constant (taken to be 2 for baseline 
implementation). 

Congestion is considered for negatives Fb values. The probability with which a congestion message is sent 
to the source is reflected by sampling cycles (e.g. 150KB/sampling cycle (i.e. 100frames/sampling-cycle) 
reflects a 1% sampling probability). 

Reaction points (e.g. Source 1 in Figure 45) implements rate limiters that reacts to CNM feedbacks. Each 
RP rate limiter has two important parameters: targeted rate (TR) represents the throughput imposed by 
the rate limiter just before a CNM is received and current rates (CRs) represents the throughput at any 
time. CR can be limited by TR or may be lower than that. 

QCN rate limiter has 2 phases as presented by [97]: 

                                                           
55 CNM is sent to the source of the last packet found in the queue. 
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1. Rate decrease - when an FB is received: 

 𝑇𝑅 = 𝐶𝑅, 𝑎𝑛𝑑 𝐶𝑅 = 𝐶𝑅 ∗ (1 − 𝐺𝑑|𝐹𝑏|) 

2. Rate increase - with 3 sub phases: 

a. Fast recovery (FA): R=0. Throughput recover slowly trying to avoid any new congestion. 

b. Active increase (AI): R=5Mbps. Throughput recover slowly faster – algorithm is more 
confident that probability of congestion has dropped. 

c. Hyper-active increase (HAI): R=50Mbps. Throughput recover to maximum, algorithm is 
confident that congestion will not happen. 

Parameters for all three phases are computed using the same formula: 

 𝑇𝑅 = 𝑇𝑅 + 𝑅, 𝑎𝑛𝑑 𝐶𝑅 =
1

2
(𝐶𝑅 + 𝑇𝑅) (5.3) 

The rate limiter steps (i.e. TR and CR computation cycle) are controlled by a byte counter or a timer if bytes 
received during an interval is higher than a defined threshold. The timer counts 5 steps of T (T = 10ms for 

baseline simulation) in fast recovery and  
𝑇

2
 in active increase and hyper-active increase  

5.2 CONGESTION INDICATIVES IN QCN-WFQR 
WFQR stands for Weighted Flow Queue Ranking and represent a set of indicatives that present raw 

congestion information into a compact format better suited for congestion based decisions.  

In SDN networks the following congestion indicatives from [PIST, 2015] are used: 

Local indicatives – characterize a single switch: 

1. Queue rank (𝑅𝑞𝑢𝑒𝑢𝑒) –the number of flows in a queue: 

 𝑅𝑞𝑢𝑒𝑢𝑒 = 𝐶𝑂𝑈𝑁𝑇〈𝑓𝑙𝑜𝑤𝑠〉 (5.4) 

2. Flow share (𝑆ℎ𝑎𝑟𝑒𝑓𝑙𝑜𝑤) – a congestion measure of a flow in a queue: 

 𝑆ℎ𝑎𝑟𝑒𝑓𝑙𝑜𝑤 = 𝐹𝑏:𝐸𝑀𝐴𝑡 × 𝑅𝑞𝑢𝑒𝑢𝑒 (5.5)

where 𝐹𝑏:𝐸𝑀𝐴𝑡  represents the average of the feedback values transmitted in CNMs 

calculated using an Exponential Moving Average function: 

 𝐸𝑀𝐴𝑡 = 𝛼𝑡𝑌𝑡 + ( 1 − 𝛼𝑡)𝐸𝑀𝐴𝑡−1and (5.6)

 𝛼𝑡 = 1 − 𝑒
−
∆𝑡

𝑇 therefore 

 𝐹𝑏:𝐸𝑀𝐴𝑡 =

{
 

 (1 − 𝑒
−
∆𝑡

𝑇 ) ∙ 𝐹𝑏 + 𝑒
−
∆𝑡

𝑇 ∙ 𝐹𝑏:𝐸𝑀𝐴𝑡−1 , 𝐹𝑏 ∈ 𝑓𝑙𝑜𝑤

𝑒
−
∆𝑡

𝑇 ∙ 𝐹𝑏:𝐸𝑀𝐴𝑡−1 , 𝐹𝑏 ∉ 𝑓𝑙𝑜𝑤                               

0, 𝑖𝑓 𝑡 = 0                                                           

 

where 𝑇 is the measurement interval and ∆𝑡 is the sampling interval; 

System indicatives – computed at controller level. 

3. Flow weight (𝑊𝑒𝑖𝑔ℎ𝑡𝑓𝑙𝑜𝑤) – a congestion measure of a flow from a system points of view. 

A flow weight is computed as the sum of flow shares received from all topology nodes, as shown 

below:  
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 𝑊𝑒𝑖𝑔ℎ𝑡𝑓𝑙𝑜𝑤 = ∑ 𝑆ℎ𝑎𝑟𝑒𝑓𝑙𝑜𝑤
𝑁−𝑛𝑜𝑑𝑒𝑠
1  

4. Reaction point weight (𝑊𝑒𝑖𝑔ℎ𝑡𝑅𝑃) – a congestion measure of an RP. A reaction point weight is 

computed as the sum of all flow weights of a specific reaction point, as follows:  

 𝑊𝑒𝑖𝑔ℎ𝑡𝑅𝑃 = ∑ 𝑊𝑒𝑖𝑔ℎ𝑡𝑓𝑙𝑜𝑤
𝑁−𝑓𝑙𝑜𝑤𝑠/𝑅𝑃
1  

5.3 QUANTIZED CONGESTION NOTIFICATIONS AND SDN 
As presented earlier, the source for information on link congestions is queue usage. Low usage means that 

there is no congestion while usage above a threshold (𝑄𝑒𝑞 ) is considered a congestion. In QCN this 

information reaches the source only through CNMs and the source reacts to these messages by reducing 

throughput. In contrast, SDN has the advantage of a centralized controller, therefore congestion data may 

reach the source through different mechanisms or not reach it at all if controller decides to drop the 

notification. Therefore, our research proposes three communication models that can be applied to 

congestion management: 

1. Minimal integration – QCN concepts integrate to the minimum with SDN. Switches send CNMs to 

sources through the data network, same way as in classic QCN, and store local indicatives. The 

difference is that indicatives are sent to controller on events, periodically or on request (Figure 

46).  

2. Partial integration - Switches forward CNMs to the controller through the management network 

and do not compute any local indicatives. All local & system indicatives are computed inside 

controllers. When a CNM is received controller forwards them to sources through a local, very 

fast, code path bypassing data path (Figure 47). 

3. Full integration - Switches forward CNMs to the controller and the controller computes local & 

system indicatives. The controller do not forward any CNM to the source but directly acts on traffic 

by updating paths or configuring rate limiters (Figure 48). 

These models are described in detail bellow. 

5.3.1 Minimal integration model 

This model is similar to standard QCN. CNMs keep their format and pass through the network unmodified. 

Servers (RPs) do not need any modifications as long as they support standard QCN but switches (CPs) have 

to keep tables with local congestion indicatives.  

Controllers use local indicatives to compute system indicatives and to make decisions. Therefore they keep 

a mirror of the local indicatives stored in switches. For this controllers need to get them from switches. 

This can be done by three procedures: 

1. On events – When a new congestion happens after long intervals of uncongested traffic. 

2. Periodic – From time to time switches report congestion status. Reports happen fast on congested 

queues and slower on uncongested ones. 

3. On request – Sometimes the controller may decide when to get a new set of congestion 

indicatives. For example on startup or when it estimates that traffic may spike on a port (e.g. on 

ports with many flows). 
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In this model, congestion indicatives arrive to the controller through OpenFlow using new queue and flow 

statistics protocol messages formats. Therefore some effort is spent defining and implementing these new 

OpenFlow extensions. 

Also, controllers have to configure flow rules so that CNMs are able to travel back to their source. This may 

be an issue in multitenant, virtualized networks where communication happen through tunnels or multiple 

layers of indirection (e.g. MPLS, VxLAN or GRE) and determining the real source of a packet, with all of 

these extra headers, may be a challenge for a switch. 

 

Figure 46: QCN and SDN – Minimal integration model 

The SDN controllers needs a new service. We will call it the Congestion Profiler. This service has to be fast 

therefore it should be executed in the controller context not as a separate application. It role is to gather 

and centralize WFQR local indicatives from switches. Based on them it computes different system wide 

congestion indicatives which are then fed to a routing algorithm (e.g. Dijkstra’s shortest path) which 

decides the path of each flow. The system indicatives are then filtered and exposed to applications through 
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a special northbound congestion API. Apps are interested in choosing the least congested server, therefore 

the API will present them with a list of servers (RPs) and their congestion. Apps may request the entire list 

or filter it by service type: usually an ID that uniquely identifies a service (a unique number or an UUID). 

Congestion Profiler communicates with Routing either by modifying the cost of different links (i.e. 

congested ones have a higher cost) or, sometimes, by directly changing the routing table. An optimal 

approach would be for Congestion Profiler to update link cost and also generate an event to the Routing 

Service so that it can start rerouting flows. One such approach will be presented later in section 5.5. 

This approach is simple and it has the advantage that it uses the same, time proven, mechanisms of QCN. 

Because QCN mechanism is still in place, delays in controller operation affect little the functionality of the 

system as Rate Limiting traffic will still happen regardless of controller decisions. Disadvantage is higher 

complexity of software in switches and the need to extend OpenFlow. This breaks compatibility with the 

OpenFlow standard and may not be desired. 

5.3.2 Partial integration model 

When compared with the minimal model the main difference is that CNMs are sent directly to the 

controller, therefore switches need minor modifications to their software. Local indicatives are no longer 

kept in switches but computed directly by the controller. Switches still need to monitor queues and 

generate CNMs. There is also no need to modify OpenFlow as CNMs can be transmitted as packet-in 

messages to the controller and back from the controller to servers (CPs) as packet-out messages.  

This approach has multiple difficulties but each of them can be solved: 

 CNMs need to reach back to the traffic source (i.e. servers or RPs) with minimal delay. Any delay 

will cause traffic to continue building up at switches (in CPs) and, due to the fact that transmit 

queues are small, packet loss will be highly probable (see Ch 4.5). This can be an issue as controllers 

have high internal delays due to long software processing paths, as shown earlier (see 4.6). 

Therefore, in order to mitigate this, a special, very fast, processing path has to be present at 

controller level so that CNMs can be forwarded back to the traffic source with the shortest delay 

possible. If this path does not exists then this communication model should be avoided. 

 In case of network load, controller may be overloaded with CNMs at a rate that is too high for 

successful processing inside a single centralized controller. This may be mitigated with a 

distributed controller where packet forwarding components are on separate nodes and 

congestion profiler itself is divided into multiple components for improved parallelism. Of course 

this only means that a considerable effort has to be put into developing the profiler itself but effort 

may be worth as this will create a truly scalable system. 

 CNMs are sent over the management network. If this network is physically separated from data 

network then considerable traffic may be sent over it as congestions generate short but 

considerable burst of CNMs that may choke a small capacity management network (e.g. a switch 

with many 100Gb ports may be connected by a small capacity 1Gb port to the controller). Luckily 

the usual configuration is to use management tunnels over data network therefore alleviating this 

issue. 
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Figure 47: QCN and SDN – Partial integration model 

5.3.3 Full integration model 

Full integration goes further away from QCN to the point that its implementation according to standard is 

no longer required. QCN concepts remain valid yet compatibility with other solutions is no longer an issue. 

In this model CNMs56 are sent from switches to controller. Congestion Profiler parses these packets, 

updates link costs, sends events to Routing and, if necessary, sets flow rate limit to the edge switches (edge 

CPs). Note that in previous solutions rate limiting is done at the source while in this model it is done in the 

first switch on the path of a packet (at edge). 

If the routing service is able to migrate flows from congested path to less congested ones then setting a 

flow rate limit may not be necessary at all. Otherwise, how much to limit a flow rate is given in the feedback 

provided by the routing service back to Congestion Profile. For example, configuring the rate limiter of a 

flow in Virtual Switch 1 (Figure 48) is necessary: 

                                                           
56 Still called CNMs even though packet format can be completely different from that of standard QCN. 
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1. if the routing service tells Congestion Profile that it was unable to migrate flows or 

2. there is a small probability that the migrated flows will remove congestion on a link. 

This solution has two major problems: 

1. It only works when Edge switches are virtual switches. Our target is to obtain a lossless 

environment. Therefore, when limiting flow rates at edge arriving packets have to be kept in a 

very large queue. This queue can store hundreds if not gigabytes of traffic to eliminate packet loss 

and hope that higher level protocols at the source and destination compensates for slowing down 

traffic at edge. This kind of buffer is easily implemented in software and very complex to do in 

hardware. Moreover, slowing at edge switch is not a good idea due to delays (in the order of 

seconds) that may be added to packets due to high buffering. These may not be manageable by 

the higher level protocols. This problem is hard to fix but, sometimes, this model may only be the 

only one that can be applied. The reason is that, in virtual environments, network administrator 

may not always be able to install operating systems that have support for QCN, and therefore 

limiting traffic at edge instead of source (i.e. first hop after source) may be the only solution. 

2. Packet processing is done entirely by the controller. In this case the controller needs to react fast. 

But, in case of high congestion, overloading it may be easy (e.g. Dijkstra is costly on large 

topologies). Creating a smart, distributed congestion profiler will alleviate this problem but 

creating a scalable solution for the entire datacenter is a challenge. 

 

Figure 48: QCN and SDN – Full integration model 
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5.3.4 Conclusions 

The main advantage of the last model, not relying on any implementation of the QCN standard is 

overshadowed by its problems. These make it impractical for generic data centers implementations but it 

may be the only option if VMs themselves do not support QCN rate limiters (VMs are the sources and not 

many virtual network interfaces provide QCN). Therefore, to work around this limitation this model may 

be combined with Minimal and/or Partial Integration. Both models would need to be implemented by the 

same controller but used only when needed: 

1. Partial integration would be used for nodes that support QCN (and switch to minimal in case 

controller is overloaded with traffic); 

2. Full integration would be used only as a last resort for nodes that do not support QCN. 

5.4 CASE STUDY: LOAD BALANCING BASED ON CONGESTION 
The previous section presented models of implementing congestion management in SDN, this section will 

present an election algorithm for load-balancing traffic between multiple QCN Reaction Points RPs (i.e. 

servers) in a distributed file system (Ceph). 

In distributed file systems, files are divided in data chunks (or objects) and replicated on multiple storage 

devices, therefore a chunk or an object can be transferred from any replica. For example in Ceph each 

object has a PG (Placement Group), associated to it. Each PG contains the list of storage devices (OSDs) 

that have that object (RPs from a QCN perspective). Therefore, using QCN-WFQR the replica may be 

chosen dynamically from the available OSDs in the PG thus improve system responsiveness by trying to 

avoid network bottlenecks. In this case storage devices are the reaction points (RPs). 

The load balancing algorithm performance is directly influenced by the latency with which the controller 

gets the relevant congestion indicatives, decides and move flows while achieving a better balanced traffic 

within the system topology.  

The controller design pays an important role and we distinguish two main directions:  

 Centralized controllers – runs on single server; 

 Distributed controllers – multiple entities cooperate to provide the functionality of the control 

plane. Global view of the network is still centralized but each entity partially manages it ( [98] pp. 

29 ). 

Each method has its own pros and cons: 

1. A centralized design has scaling limitation, bigger bottleneck probability, single point of failure, 

but it has a simpler complexity (basically it follows a multi-threaded design over SMP systems) and 

it has strong semantic consistency 

2. A decentralized design scales up easy and meet performance requirements, handle better data 

plane resilience and scalability, fault tolerant, but it has a weak consistency semantics (and it is 

worth to mention that a strong consistency implies complicated implementation of 

synchronization algorithms) and it has much a much complex implementation ( [98] pp. 30 ). 
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In case of a logically centralized controller a system profiler is needed for clients (RADOS clients) to get 

their data. The System Profiler is made of two modules, Figure 49: 

1. A Congestion Profiler service presented in the previous sections (first in 5.3.1). 

2. A Service Manager application unique to each service. Its role is to help clients go to the least 

congested RP. It can do this in two ways: 

a. by providing the entire list (or a filtered number) of RPs to clients and let them decide. 

b. by acting as a load-balancer - instructing the controller to forward traffic to the best RP 

(e.g. load balancing http traffic). This method is transparent to the client as it is not aware 

of service manager existence. 

 

Figure 49: QCN-WFQR SDN traffic balancing 

In this case, the ‘election’ steps of the best RP are: 

 Step 1: The services are registered to the controller:  they register themselves, are registered by 

an external application or manually by the admin. Either way the controller need to know the list 

and service provided by each client (based on its IP address). In our case each service is identified 

by the IP, protocol and port number but can be identified by any L2 or L3 fields supported by 

OpenFlow. 

 Step 2: Local congestion indicatives are gathered from core and virtual switches into the topology 

and statistics databases of the controller. 

 Step 3: The Profiler Service uses the congestion indicatives previously stored in controller’s 

databases to compute system congestion indicatives and decides, if necessary, to migrate the 

paths of the existing flows in order to reduce congestion. 

 Step 4: Each Service Manager requests the congestion indicatives from the Profiler Service through 

the controller northbound API and prepares an ordered list of RPs based on congestion. 

 Step 5: The client requests a RP from Service Manager. 
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Communication between Service Manager and Client is required only for clients that have the capability 

of electing the RP, for other clients it may be more appropriate to do the election in the service manager 

itself and just expose them the best RP or, for stateless services it may be better to just distribute the 

workloads across multiple RPs without informing the client – i.e. act as a standard load balancer. 

From a security perspective the communications between the service managers and the controller have 

to abide by the security policies of the system in general and by those of the controller in particular – 

service managers will be able to access the controller as long as their access is allowed.  

In a multi-tenant environment each tenant that has access to the controller can run its own Service 

Manager instances thus distributing workload across services will take into account the status of the 

underlying network. 

5.5 QCN-WFQR SIMULATION OF SDN FLOW MIGRATION 
In context of SDN, flows migration based on QCN-WFQR achieved a better balanced traffic load within the 

topology pictured in Figure 50. 

In our simulation, the topology is tree based with alternative paths, so each of the four device flows (Flow1 

to Flow4) has 2 alternative paths. 

In the first 5 seconds of simulation time, the congestion point 3 forwards 3 flows (Flow 1, 2 and 3), while 

congestion point 4 forwards 1 flow (Flow4). It can be seen from Figure 51 (Left) that the CP3’s weight queue 

is significantly higher compared to CP4, which initially servers only 1 flow. 

After 5 seconds, Flow1 is migrated from CP3 to CP4 by SDN controller. Figure 51 (Right) shows that the 

weight queues for the two congestion point converge, also the rates for all four flows converge as well 

Figure 51 (Left) achieving fair rates and a better balanced load. 

All of the flows try to reach maximum capacity – the link between RP1 and CP1, RP2 and CP2 & CP3 and 

Destination have infinite capacity57. All the other links have a limited capacity of 1.5Gb/s therefore, at 

some point, all of them will congest one of the links. 

Figure 51 (Left) shows that RP1 received more CNMs than RP2. In the beginning (before flow migration) RP2 

receives some CNMs because of Flow 4 (the only one on the path) tries to get more capacity than it is 

available. While on the other path 3 flows compete at the same time for the same link. 

                                                           
57 This is common for links between VM and their virtual switches. Everything being virtual there is no hard limit on 
link capacity. 
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Figure 50: QCN-WFQR Route Migration 

For a simplified simulation the Profiler Service was implemented as a stateless application and prove that 

flow rerouting can be done efficiently with QCN-WFQR. No northbound interfaces were implemented and 

no path determination algorithm was simulated – the routes were statically modelled. Migrating a flow to 

an alternative path was decided at runtime based on congestion indicatives gathered by Congestion 

Profiler from all nodes58. 

 

Figure 51: Left - CP3, CP4 queues weight. Right - flow rates variations 

                                                           
58 These simulations were done before the SDN controller presented in Ch. 4 had support for dynamic routing. 
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The Routing Manager had 4 routes programmed, two direct ones and two indirect59: 

 Route 1: RP1  CP1  CP3  CP5  Destination 

 Route 2: RP2  CP2  CP4  CP5  Destination 

 Route 3: RP1  CP1  CP4  CP5  Destination 

 Route 4: RP2  CP2  CP3  CP5  Destination 

When the simulation starts: 

1. Flow 1 and Flow 2 are mapped to Route 1; 

2. Flow 3 is mapped to Route 4; 

3. Flow 4 is mapped to Route 2; 

4. Route Manager generates flows for these routes and pushes them to the switches through Flow 

Manager which converts them into OpenFlow protocol messages. 

Our simulation did a single read of congestion indicatives from the CPs and decided what flow migrations 

are necessary. In Figure 50 Controller operations are highlighted as steps (from 1 to 9): 

 Step 1-4: Controller requests congestion indicatives from switches. Congestion Profiler initiate the 

request (step 1) which goes through packet processing to all of the switches (2). And all switches 

respond with their data (3 and 4).  

 Step 5: Based on congestion indicatives the Congestion Profiler decides that one of the links is too 

congested and need to move one of the flows from it. This is transmitted to routing manager. 

 Step 6-7: Routing manager statically moves one flow away from the congested link. It first pushes 

the new route to all of the switches (7). The new route has a higher priority than the old ones 

therefore messages go through it. The old route is kept for a while as old packets may still be in 

transit. 

 Step 8-9: The old route is removed.60 

5.6 CONCLUSIONS 
QCN Weighted Flow Queue Ranking (QCN-WFQR) algorithm computes congestion indicatives that are 

measures of the load generated by flows in different points in the network. The system is capable to 

compute the contribution of a flow, 𝑊𝑒𝑖𝑔ℎ𝑡𝑓𝑙𝑜𝑤, and the contribution of a congestion source (RP),  𝑒𝑖𝑔ℎ𝑡𝑅𝑃, 

to the network load. Based on these congestion indicatives clients can determine the best suited server 

(RP) for services in order to cooperatively balance the load in the network.  

Simulations show how an SDN controller can benefit from WFQR when optimizing traffic routes in a Data 

Center. 

                                                           
59 Actually there were 8 routes as their reverses were needed for ARP responses but the simulation did not touch 
them. 
60 Flow expiry may be configured at step 7 and just let the flows expire instead of removing them through a special 
request from the controller. 
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Analysis of the solutions presented in this chapter can be continued with an analysis of algorithm 

relevance for different traffic profiles (e.g. bursts and streaming) and with analysis on how different 

topologies influence the algorithm decisions. 

From a controller perspective dynamic routing based on congestion indicatives and different algorithms 

for traffic balance may be further researched.  
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6 VLAN-PSSR: PORT-SWITCHING BASED SOURCE ROUTING USING VLAN 

TAGS IN SDN DATA CENTERS 

Source Routing allows a node in the path of a packet to specify partially or completely the route taken by 

that packet. The route is appended to packet header as a list of nodes to traverse, therefore making simple, 

stateless forwarding decisions. In this chapter we present a novel approach of Source Routing in SDN that 

uses stacked VLAN tags. Our solution was validated in Mininet using the Ryu controller and proven to have 

multiple advantages over other forwarding methods. 

6.1 INTRODUCTION 
Many custom implementation of source routing exists (mainly in HPC – High Performance Computing 

solutions) such as Myrinet [99], Quadrics [100] and IEEE 1355.  

In standard computer networking, IP provides a special option, Loose Source Routing (RFC 791 [101]), 

which can be used to specify a list of routers that a packet can take. At each node, packet destinations are 

replaced with information from this list so that a packet can tunnel through a network that otherwise is 

unable to forward it. This is intended to provide mobility for users through multiple provider networks. To 

note here that this option can become a security hazard as it may be used to piggyback packets to 

destinations that would otherwise be unreachable. The solution is limited to IP only and most internet 

routers disable it. 

In SDN, the controller keeps the global view of the network, it controls the forwarding nodes, and knows 

what hosts are connected to edge switches. Therefore, it is much easier for it to build and set routes at 

the edge of the network for all the packets entering it. Furthermore, OpenFlow has the necessary 

mechanisms to create this kind of behavior without modifications. 

In Data Center computer networking in general, and SDN in particular, there are three main techniques 

for packet forwarding: 

1. Destination based forwarding – packets destinations (e.g. MAC or IP destination addresses) are 

matched against a list of destinations and, when an entry matching the searched address is found, 

packet is forwarded on the correct port using forwarding information from the matched list entry. 

2. Label based forwarding – packets entering the network are classified and a label is appended to 

each packet, then forwarded based only on that label (e.g. ATM and MPLS). 

3. Source routed based forwarding – packets are forwarded based on a list of nodes specified in the 

packet itself. 

A list of different forwarding techniques is presented in [102]. The paper analyzed CONGA [103], Shadow 

MACs [104], XPath [105], FastPass [106], SlickFlow [107] and SecondNet [108]. 

The question is, why source routing? SDN can already forward a packet through the network so, what 

benefits can source routing bring? The following sections will explore this and present a novel source 

routing solution that provides both unicast and multicast. 
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The proposed source routing solution is based on stacked VLAN tags that are pushed at edge and popped 

at each node after forwarding is decided. A similar solution using MPLS tags is presented in [108]. The main 

advantage of VLAN stacking over MPLS is that support for MPLS is limited in core switches while VLAN is 

much more common. Some switches along the path do not have MPLS support while the majority only 

support 3 levels of MPLS tags. Even if this number can be increased in software switches, since hardware 

ones are limited it can only be used for networks with small diameter. Also, header sizes are smaller with 

VLAN tags – 2 bytes versus 4 bytes for MPLS (+2 bytes for header type in both cases). 

VLAN based source routing only needs VLAN forwarding and popping – a common feature in current 

generation OpenFlow hardware switches. Even though these switches are usually unable to push more 

than 4 tags, they are able to easily pop a single tag and forward based on it while keeping the rest of tags 

intact. Pushing many tags is only required by edge switches which usually are software switches, therefore 

easier to implement61. 

Our solution also provides solutions for broadcast domains and multicast traffic. 

6.2 APPROACHES TO SOURCE ROUTING USING OPENFLOW 
OpenFlow version 1.3 or higher provides mechanisms to implement source routing without modifications 

to software or hardware. To benefit from it switches have to implement OpenFlow 1.3 and some of the 

optional extensions in the standard (i.e. VLAN tag push & pop and wildcard matching). 

In source routing next hop may be identified either by a port number on the current switch – this method 

is called Port-Switching based Source Routing (PSSR) – or by an ID of next hop switch. In the latter case 

switches need to learn the ID’s of their neighbors and what ports they are connected to we will call this ID 

based Source Routing (IDSR). 

Source routing itself has multiple approaches based on how the list of nodes is processed, in SDN three 

approaches have been identified [102] [109] [108]: 

First, we have stacked labels solutions where all labels are pushed by the source node (or edge switch) and 

each hop then uses one label in the stack (usually the last one) to make the forwarding decision. After 

deciding where to forward the packet the label is removed and packet forwarded. Next hop in the path 

repeats the same procedure.  This approach is usable with MPLS and VLAN tags. Forwarding may be PSSR 

or IDSR and depends on how tags are interpreted. 

Second, we have masked bits with pointers where each route is represented as set of bits in the header 

(usually a reused Ethernet or IP header) plus a pointer that identify which bits to use at current hop. These 

can be either a set of bit flags or a counter. The pointer need to change at each node, for example a counter 

may be incremented at each node or a bit flipped. This will create additional processing at each switch 

which may decrease performance. To avoid this, the approach is to reuse the TTL area of a header as it is 

incremented in hardware. TTL is actually a back counter and can be used to identify what bits to match. 

This solution works with PSSR. 

                                                           
61 Open vSwitch code changes that add support for multiple VLAN tags are under review and will be available in the 
next official release. We used this code for our implementation. 
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Main advantage of the method is that an existing header could be better used than stacked labels as there 

is no header overhead introduces with each header (both VLAN and MPLS have a 2 bytes overhead for 

each tag, therefore for a maximum of 8 tags we will get 16 bytes overhead) but for networks with small 

diameter (less than 5 hops) the overhead may actually be similar as there are always parts of the reused 

header that are unused (e.g. for an IP header we have two 32 addresses that can be used, each describing 

4 hops, therefore for a 4 hop diameter we would leave at least 32 bits unused from the 64 available). 

Disadvantages are limited diameter – 8-10 hops maximum, depending on the header type (IP or Ethernet), 

increased complexity and a high number of entries needed in flow tables. 

For example, in case PSSR is used, if we consider that the maximum number of ports of any switch in a 

network is 256 then we can express that with 8 bits, this means than if the 32 bits of an IP address are 

reused for port number then we could represent a 4 hop route (4 hops ∗  8 bits =  32 bits) in it. The TTL 

would then be used to choose which 8 bits to use for the current hop. This approach has a major 

disadvantage, the flow table size is proportional with network diameter because a switch need to match 

on each (pointer value, byte in reused header) tuple. Therefore for a diameter of five each switch needs 

5 ∗ 256 = 1280 entries. Therefore table sizes can get quite large. 

Third, we have masked bits based on switch ID where the supplementary IP or Ethernet headers contain 

a list of switch IDs therefore one switch will have to match on its own ID and then use the next ID in the 

list for forwarding or, if IDs are unique, just check if any neighbor ID is present in the header and forward 

to id. This is an IDSR solution meaning that each switch has to know where all of its neighbors connect and 

their IDs to make forwarding possible are. The size of each bitfield entry is dependent on the total number 

of switches in a network (a 64 nodes network needs 6 bits per host while a 1024 nodes needs 10 bits to 

cover all possible IDs). Matching can also be challenging as the number of entries may be high and is 

directly dependent on the network diameter: 5 tags max diameter results in 5 ∗ 256 = 1280 entries 

similar to the previous approach. This method can be advantageous on small networks (less than 256 

nodes) as it reduce the number of bits per node. 

Another disadvantage of second and third method is that adding queue based traffic engineering requires 

additional bits which are hard to manage as more matching wildcard rules need to be set for queue 

selection. 

6.3 LIMITATIONS OF DESTINATION/LABELS BASED ROUTING AND ADVANTAGES OF SOURCE ROUTING 
Source routing reduces the following limitations of SDN standard destination based forwarding or tag 

based forwarding: 

1. Limitations of flow tables – with source routing table usage drops dramatically [102]. We will show 

bellow that our method needs a static number of flows in core switches. Number of flows 

increases in edge switches but, since they are software, this is not a major issue. 

2. Slow network updates – network updates can be slow when many flows need to be updated at 

once. The slowness come both from the controller and from the switches themselves (more details 

and argumentation in section 4.6). Source routing can reduce this issue as the number of flows in 

core switches is reduced. Our approach does not involve any update of flow tables in switches 

other than ones from the edge. 
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3. Traffic engineering can be complex and multipath routing hard to implement. With source routing 

flows can easily be scheduled from edge to go on multiple paths and packet distribution can be 

better controlled. In fact, the edge can choose a different route on a per-packet basis. 

Limitations of source routing:  

1. Failover can be hard to implement, once a device on the path of a source routed packet fails, the 

switches neighboring the failed device no longer know how to forward those packets; a solution 

would be to just send them back to the controller but this may overwhelm it.  

2. Source routing based on switch ID’s may be more resilient to failover than port based ones 

because, if a port fails, packets may be forwarded to a neighbor that is aware of the next ID in the 

path and may reroute around the failed device so that packets returns to the previous hop in the 

route. 

Full broadcasts and multicast is not supported with source routing as multiple destinations are almost 

impossible to specify. Our solution is partial yet usable as it covers most use cases in real world Data 

Centers. 

6.4 DESCRIPTION OF THE VLAN-PSSR SOLUTION 
In the Ethernet header, VLAN tags sit between source MAC address and higher protocols headers, usually 

IPv4 or IPv6. Multiple tags are appended to the packet one after the other. In the Ethernet header, these 

tags are identified by an Ethertype of 0x8100, therefore each tag contains these two bytes. Only after 

Ethertype we have VLAN specific information:  

 Priority code point (PCP), a 3 bit-field which maps a packet to a priority queue,  

 Drop Eligible Indicator (DEI) – single bit that indicates if packets are eligible for dropping in case of 

congestions and 

 VLAN ID (VID) – a 12 bit field specifying the VLAN to which the packet belongs. 

Our solution, VLAN-PSSR reuses VID for source routing. One bit is used for specifying if the tag is multicast 

or unicast. For unicast 8 bits specify the port number of a switch (0 to 255) while 3 bits are not used (Figure 

52).  

 

Figure 52: VLAN-PSSR Packet Format 
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For multicast we divide the 11 bits of VID in two parts:  

1. Group number – an unsigned integer pointing to a subset of ports. If we divide the total number 

of ports of a switch in groups, this number represents one such division. 

2. Port bitflags – a set of bits representing all ports of a group. Each bit corresponds to a single port. 

Multiple ports can be selected at the same time. Therefore, a packet is forwarded on all ports that 

are part of that group and have their bits set to 1 in port bitflags 

For example, in Figure 52, 3 bits are reserved for group number and 8 for port bitflags. In this configuration 

we can define 8 groups, each with 8 ports, for a total of 64 ports.  

Note that we can remove the multicast bit and consider any message that has a group number higher than 

‘0’ to be multicast. In this case we can multiplex (duplicate) a packet up to 120 ports. If we need more 

ports, we can go further and increase the group bitflag to 5 bits and decrease the port bitflags to 7 bits 

resulting in 217 ports. A higher multiplexing also increases the number of tags needed which increases 

packet size. Therefore, the optimal number of tags should be selected based on the number of ports that 

a switch has. 

The maximum number of ports (P) and max groups (G) can be computed with: 

 {
𝑃 = (2𝐺𝑠 − 1) ∗ 𝑃𝑝𝑔

𝐺 = 2𝐺𝑠

𝐺𝑠 + 𝑃𝑝𝑔 = 11

 (6.1) 

Where Gs is the number of bits reserved for group number, Ppg is the number of bits in Port bitflag (i.e. 

ports per group) and 11 is the number of bits in VID. 

6.5 FUNCTIONAL VALIDATION IN MININET 
To validate our model we first implemented it in Mininet [32] with a small configuration (Figure 53) and 

verified that ping is successful and that UDP and TCP data connections can be successfully established. We 

then validated the message content with Wireshark [110]. 

To make the setup work we used the latest version of Open vSwitch [31] from the development branch (v 

2.5) and applied a patch for allowing multiple VLAN tags62. Open vSwitch was then connected to Ryu SDN 

controller [111] and on top of Ryu we implemented our VLAN-PSSR application. 

6.5.1 Unicast solution 

Mininet setup consists of three hosts H1, H2 and H3 and 5 switches: S1, S2 and S3 at the edge and C11 and C12 

at core. Hosts are Linux containers instances 63  and switches are Open vSwitch instances (bridges) 

connected to Ryu controller. Flows are then managed by our VLAN-PSSR implemented on top of Ryu.  

                                                           
62 This patch is currently under review and will be available in next official release 
63 This is an operating system level virtualization solution provided by the Linux kernel. It offers logical isolation of 
process, networking and file system resources between containers so that any one container is unable to access 
resources from other containers. 
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We configured Ethernet MAC addresses equal to host number (for easier identification) and OpenFlow 

datapath IDs (dpid) to the switch number (1, 2, 3, 11=0xb & 12=0xc). Communication between H2 and H3 

uses destination based forwarding, without source routing, as they are only one hop away while 

communication between H1  H2 and H1 H3 uses Source Routing. The validation configuration is 

presented in Figure 53. 
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Figure 53: VLAN-PSSR unicast validation setup 

PSSR tags are added in the edge switches (S1, S2 and S3) and removed (popped) in core at each switch. As 

an example, in Figure 53, we have a request and response path between source H1 and destination H2 

where tags are pushed in S1 with the flows in Table 10 and forwarded between core switches with flows in 

Table 11. Flows in blue are management flows and flows in black are the ones implementing VLAN-PSSR. 

These are real flows available in switches when functional validation was done (in gray is the CLI command 

executed from Linux to get the output). Management flows forward packets to controller if no match is 

found, flood ARP requests and allow LLDP neighbor discovery64. 

Table 10 shows the process of matching a packet header and pushing all needed VLAN-PSSR tags. When 

a packet enters the switch it is matched against its destination (e.g. request in Figure 53 has a destination 

address of 00:00:00:00:00:02) and a tag is added, then it is sent to the next table in the pipeline, 

matched again and another tag added. In the end it is forwarded to next hop (C11) that is connected to 

port 2: 

 flow #3: destination 00:00:00:00:00:02 is matched, first tag is added (for crossing C11  C12) & 

sent to table 1 

 flow #7: destination matched again, second tag is added (for crossing C12  S2) & packet is sent 

to port 2. 

Table 10: Unicast flow table of switch S1 

No 

 

 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

mininet@mininet-vm:~/ryu-scripts/ryu-client$ sudo ovs-ofctl -O OpenFlow14 dump-flows s1 | awk 

'{$1=$2=$4=$5=""; print $0}' |  sed 's/^ *//g' | sed 's/  //g' 

(OF1.4) 

table=0, priority=65535,dl_dst=01:80:c2:00:00:0e,dl_type=0x88cc actions=CONTROLLER:65535 

table=0, priority=60000,dl_dst=ff:ff:ff:ff:ff:ff actions=FLOOD 

table=0, in_port=1,dl_dst=00:00:00:00:00:02 actions=push_vlan:0x8100,set_field:4097->vlan_vid,goto_table:1 

table=0, in_port=1,dl_dst=00:00:00:00:00:03 actions=push_vlan:0x8100,set_field:4098->vlan_vid,goto_table:1 

table=0, in_port=2,dl_dst=00:00:00:00:00:01 actions=output:1 

table=0, priority=0 actions=CONTROLLER:65535 

table=1, in_port=1,dl_dst=00:00:00:00:00:02 actions=push_vlan:0x8100,set_field:4098->vlan_vid,output:2 

                                                           
64 We did not use multicast or broadcast at this time 
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8. table=1, in_port=1,dl_dst=00:00:00:00:00:03 actions=push_vlan:0x8100,set_field:4098->vlan_vid,output:2 

At core switches, in Table 11, packets are matched against their VLAN tags and forwarded to corresponding 

ports (e.g. match on VID 1 will forward to Port 1); see flows #3 to #17. Before forwarding packets to their 

outputs a tag is poped from the stacked list of VLANs. 

Table 11: Unicast flow table of switch C11 & C12 

No 

 

 

1. 

2. 

3. 

4. 

5. 

… 

17. 

18. 

mininet@mininet-vm:~/ryu-scripts/ryu-client$ sudo ovs-ofctl -O OpenFlow14 dump-flows c11 | awk 

'{$1=$2=$4=$5=""; print $0}' |  sed 's/^ *//g' | sed 's/  //g' 

(OF1.4) 

table=0, priority=65535,dl_dst=01:80:c2:00:00:0e,dl_type=0x88cc actions=CONTROLLER:65535 

table=0, priority=60000,dl_dst=ff:ff:ff:ff:ff:ff actions=FLOOD 

table=0, dl_vlan=1 actions=pop_vlan,output:1 

table=0, dl_vlan=2 actions=pop_vlan,output:2 

table=0, dl_vlan=3 actions=pop_vlan,output:3 

[cut 12 entries] 

table=0, dl_vlan=15 actions=pop_vlan,output:15 

table=0, priority=0 actions=CONTROLLER:65535 

Looking at the tables in core switches we see that they are static in size and depend linearly on the number 

of ports, so for a 64 port switch only 64 static entries are needed. With destination or label based 

forwarding managing thousands of flows in each core switch is normal but, with source routing, we can 

substantially reduce this number to a maximum of a few hundred. 

6.5.2 Multicast solution 

For VLAN-PSSR multicast packets are transmitted on a unicast path until penultimate hop where packets 

are multiplied and sent to the last hop for final forwarding. The reason for doing this is that VLAN-PSSR 

can only do a single multiplication and this needs to be close to the packet destination. In data centers 

usually the penultimate hop is the Top of Rack (ToR) switch while last hop is the virtual switch of servers. 

Therefore, our solution is providing multicast inside a single rack but, since we are targeting multitenant 

Data Centers with edge virtual switches, multicasting inside the same rack represents the majority of use 

cases. Broadcast domains are usually small in multitenant Data Centers with only a few VMs connected to 

the same domain (around 10 - 20) which, to reduce bandwidth usage of the core network, are kept closely 

together, rarely spanning multiple racks. 

For multicasting between racks a single flow needs to be sent to each nearby racks yet this is much better 

than sending a separate flow to each destination. Therefore, two multicast approaches are possible (Figure 

54): 

1. By starting a flow from the source server to each rack – this has the advantage of reduced latency 

but higher bandwidth and processing is needed in the source server (Figure 54 – 1); 

2. By jumping from rack to rack – this has less impact on processing because the controller can chose 

the servers that send packets across racks based on resource usage. This adds more latency (Figure 

54 – 2). 
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1. Multiple flows from same source to different racks

2. Rack by rack multicast
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Figure 54: Multicast between racks 

For validating our approach, we used the same setup as before, with a multicast stream originating in H1 

and sent to both H2 and H3 (Figure 55). From H1 to C12 packets are transmitted using unicast and 

multiplication is done by C12. 

At edge switch S1 both unicast and multicast tags are added, unicast first and multicast last so that, when 

packet arrive at C12, only the multicast tags are left. Then C12 multiplies the packet and forwards it to both 

destination edge switches. To note that C12 is unable to drop multicast tags so the edge switches need to 

pop any remaining tags before sending the packet to the destination host65. 

                                                           
65 This is only valid for OpenFlow 1.3. Higher versions have two pipelines one on ingress, which processes packets 
when they enter the switch and another one on egress, which processes packets after output port action has been 
decided. Therefore, multiplication is done on ingress and VLAN tag drop can happen on egress. We used version 1.3 
capabilities as these are more widespread. 
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Figure 55: VLAN-PSSR Multicast setup 

Flow table of edge switch S1 is presented in Table 12. Management flows in blue, flows that add VLAN 

tags in black, flows that drop all VLAN tags remaining are red. For validation only two tags are added, 

one for unicast and another one for multicast, we experimented with 1 to 8 tags in next section (6.6). 

Table 12: Flow Table of Edge switch S1 in multicast case 

No 

 

 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11. 

mininet@mininet-vm:~/ryu-scripts/ryu-client$ sudo ovs-ofctl -O OpenFlow14 dump-flows s1 | awk '{$1=$2=$4=$5=""; 

print $0}' |  sed 's/^ *//g' | sed 's/  //g' 

(OF1.4) 

table=0, priority=65535,dl_dst=01:80:c2:00:00:0e,dl_type=0x88cc actions=CONTROLLER:65535 

table=0, priority=65535,vlan_tci=0x1800/0x1800 actions=pop_vlan,TABLE 

table=0, priority=60000,dl_dst=ff:ff:ff:ff:ff:ff actions=FLOOD 

table=0, priority=0 actions=CONTROLLER:65535 

table=0, in_port=1,dl_dst=00:00:00:00:00:02 actions=push_vlan:0x8100,set_field:4097->vlan_vid,goto_table:1 

table=0, in_port=1,dl_dst=00:00:00:00:00:03 actions=push_vlan:0x8100,set_field:4098->vlan_vid,goto_table:1 

table=0, in_port=1,dl_dst=01:00:5e:00:00:01 actions=push_vlan:0x8100,set_field:6150->vlan_vid,goto_table:1 

table=0, in_port=2,dl_dst=00:00:00:00:00:01 actions=output:1 

table=1, in_port=1,dl_dst=00:00:00:00:00:02 actions=push_vlan:0x8100,set_field:4098->vlan_vid,output:2 

table=1, in_port=1,dl_dst=00:00:00:00:00:03 actions=push_vlan:0x8100,set_field:4098->vlan_vid,output:2 

table=1, in_port=1,dl_dst=01:00:5e:00:00:01 actions=push_vlan:0x8100,set_field:4098->vlan_vid,output:2 

Flow tables of nodes doing multicast forwarding (penultimate hops) are complex (Figure 56). Processing 

is done in a pipeline starting at table 0 and each pass processes a single multicast tag, therefore if 

multiple tags are present multiple passes of the same packet through the pipeline are needed, which 

decreases performance when used in software. 

Processing takes the following steps (P is the number of ports in a group and G the number of groups): 

1. In table #0, multicast tag is identified. If the packed is multicast tagged processing continues in 

tables 10. 

2. In table #10 packet is matched against a single entry and sent to a port otherwise is sent to next 

table. 

3.  In table #11 to #10 + (P-1) packet is matched against other group/port pair until reaching end of 

pipeline 

4. In table #10 + P if packet still contains multicast tags it is sent back to the beginning of pipeline 

to process another tag otherwise is considered processed and dropped. 
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Table 10

Group 0, port 0?
Output port 0 &
GOTO table 11

Group 1, port 0?
Output port 8 &
GOTO table 11

Group 2, port 0?
Output port 16 &

GOTO table 11

Group G-1, port 0?
Out port (G-1)*P+0 &

GOTO table 11

Table 11

Group 0, port 1?
Output port 1 &
GOTO table 12

Group 1, port 1?
Output port 9 &
GOTO table 12

Group 2, port 1?
Output port 17 &

GOTO table 12

Group G-1, port 1?
Output port (G-1)*P+1 &

GOTO table 12

Table 10 + (P-1)

Group 0, port P?
Out port G + 0 &

GOTO table P

Group 2, port P?
Out port 9 &
GOTO table P

Group 3, port 1?
Out port 17 &
GOTO table P

Group G-1, port 0?
Out port (G-1)*P+(P-1) &

GOTO table P

Pop Vlan tag,
GOTO table 10 + P

Table 0

Multicast tag?
GOTO table 10

Table 10 + P

Multicast tag?
GOTO beginning 

Drop

Receive

GOTO table 11 GOTO table 12

 

Figure 56: Multicast flow entries of core switches 

A sample output of a multicast forwarding is presented in Table 13 where we have 64 ports in 8+1 tables. 

Table 13: Flow Table of Edge switch C12 in multicast case 

mininet@mininet-vm:~/ryu-scripts/ryu-client$ sudo ovs-ofctl -O OpenFlow14 dump-flows c12 | awk '{$1=$2=$4=$5=""; 

print $0}' |  sed 's/^ *//g' | sed 's/  //g'  

(OF1.4) 

table=0, priority=65535,dl_dst=01:80:c2:00:00:0e,dl_type=0x88cc actions=CONTROLLER:65535 

table=0, priority=60000,dl_dst=ff:ff:ff:ff:ff:ff actions=FLOOD 

table=0, priority=0 actions=CONTROLLER:65535 

table=0, dl_vlan=0 actions=pop_vlan,output:0 

table=0, dl_vlan=1 actions=pop_vlan,output:1 

table=0, dl_vlan=2 actions=pop_vlan,output:2 

table=0, dl_vlan=3 actions=pop_vlan,output:3 

table=0, vlan_tci=0x0800/0x0800 actions=goto_table:10 

table=10, vlan_tci=0x1001/0x1701 actions=output:0,goto_table:11 

table=10, vlan_tci=0x1101/0x1701 actions=output:8,goto_table:11 

table=10, vlan_tci=0x1201/0x1701 actions=output:16,goto_table:11 

table=10, vlan_tci=0x1301/0x1701 actions=output:24,goto_table:11 

table=10, vlan_tci=0x1401/0x1701 actions=output:32,goto_table:11 

table=10, vlan_tci=0x1501/0x1701 actions=output:40,goto_table:11 

table=10, vlan_tci=0x1601/0x1701 actions=output:48,goto_table:11 

table=10, vlan_tci=0x1701/0x1701 actions=output:56,goto_table:11 

table=10, priority=0 actions=goto_table:11 

table=11, vlan_tci=0x1002/0x1702 actions=output:1,goto_table:12 

table=11, vlan_tci=0x1102/0x1702 actions=output:9,goto_table:12 

table=11, vlan_tci=0x1202/0x1702 actions=output:17,goto_table:12 

table=11, vlan_tci=0x1302/0x1702 actions=output:25,goto_table:12 

table=11, vlan_tci=0x1402/0x1702 actions=output:33,goto_table:12 

table=11, vlan_tci=0x1502/0x1702 actions=output:41,goto_table:12 

table=11, vlan_tci=0x1602/0x1702 actions=output:49,goto_table:12 

table=11, vlan_tci=0x1702/0x1702 actions=output:57,goto_table:12 

[cut from table 12 to 16] 

table=17, vlan_tci=0x1080/0x1780 actions=pop_vlan,output:7,TABLE 

table=17, vlan_tci=0x1180/0x1780 actions=pop_vlan,output:15,TABLE 

table=17, vlan_tci=0x1280/0x1780 actions=pop_vlan,output:23,TABLE 
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table=17, vlan_tci=0x1380/0x1780 actions=pop_vlan,output:31,TABLE 

table=17, vlan_tci=0x1480/0x1780 actions=pop_vlan,output:39,TABLE 

table=17, vlan_tci=0x1580/0x1780 actions=pop_vlan,output:47,TABLE 

table=17, vlan_tci=0x1680/0x1780 actions=pop_vlan,output:55,TABLE 

table=17, vlan_tci=0x1780/0x1780 actions=pop_vlan,output:63,TABLE 

table=17, priority=0,vlan_tci=0x1000/0x1000 actions=pop_vlan,TABLE 

 

Edge switch tables (Table 14) only pop VLANs and provide standard forwarding; for our experimentation 

we used multicast Ethernet group 01:00:5e:00:00:01. With blue we marked management flows, with 

red unicast flows. 

Table 14: Flow Table of Edge switch S2 in multicast case 

mininet@mininet-vm:~/ryu-scripts/ryu-client$ sudo ovs-ofctl -O OpenFlow14 dump-flows s2 | awk '{$1=$2=$4=$5=""; print 

$0}' |  sed 's/^ *//g' | sed 's/  //g' 

(OF1.4) 

table=0, priority=65535,dl_dst=01:80:c2:00:00:0e,dl_type=0x88cc actions=CONTROLLER:65535 

table=0, priority=60000,dl_dst=ff:ff:ff:ff:ff:ff actions=FLOOD 

table=0, priority=0 actions=CONTROLLER:65535 

table=0, priority=65535,vlan_tci=0x1800/0x1800 actions=pop_vlan,TABLE 

table=0, dl_dst=01:00:5e:00:00:01 actions=output:1 

table=0, in_port=1,dl_dst=00:00:00:00:00:03 actions=push_vlan:0x8100,set_field:4098->vlan_vid,output:2 

table=0, in_port=1,dl_dst=00:00:00:00:00:01 actions=push_vlan:0x8100,set_field:4097->vlan_vid,goto_table:1 

table=0, in_port=2,dl_dst=00:00:00:00:00:02 actions=output:1 

table=1, in_port=1,dl_dst=00:00:00:00:00:01 actions=push_vlan:0x8100,set_field:4099->vlan_vid,output:2 

Flow table size (Tsize) in penultimate hops (i.e. the Top of Rack switch) is proportional with number of 

groups used (Gu) from the total (G), ports per group (Ppg) and total number of ports of that switch (P): 

 𝐺𝑢 = ⌈
𝑃

𝑃𝑝𝑔
⌉ (2) 

 𝑇𝑠𝑖𝑧𝑒 = 3 + (𝐺𝑢 + 1) ∗ 𝑃𝑝𝑔 (3) 

 𝑁𝑡𝑎𝑏𝑙𝑒𝑠 = 𝐺𝑢 + 2 (4) 
Therefore, for a 64 ports Top of rack switch, where 𝑃𝑝𝑔 = 8, 𝑇𝑠𝑖𝑧𝑒 = 75, which is an easily manageable 

number. 

6.6 PERFORMANCE EVALUATION OF VLAN-PSSR WITH OPEN VSWITCH ON XEON SERVERS 
To better understand the impact of our solution to real world deployments we evaluated the CPU usage 

of Open vSwitch when adding tags and multicasting traffic. Performance evaluation was conducted on a 

real data center server that uses a Xeon class CPU, an Intel Xeon E5-2670 at 2.60GHz with 16 core. 

We connected the server to a traffic generator system (an Intel Core i7-4820K at 3.70GHz with 4 cores) 

using two 10Gbps fiber optics NICs. Both systems were running Ubuntu 14.04 LTS Linux distribution and 

were managed remotely through ssh (secure shell) connections from a Management Terminal (i.e. our 

laptops). 

The setup we used is detailed in Figure 57. It has three Open vSwitch bridges (S1, S2 on the traffic generator 

and C10 on the benchmarked server) and two OS level virtualized hosts (H1 and H2). The two hosts are 

running LXC containers [112] with the same Linux distribution as the server. H1 is connected to S1 through 

a virtual interface (h1eth1). S1 is connected to C10 by a 10 Gbps physical link, same as C10 to S2 

connection. And finally, S2 is connected to H2 through another virtual interface (h2eth1). Both servers 

have one port connected to the management network (eth1 and eth0 respectively). 
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Figure 57: Benchmarking setup 

All three Open vSwitch bridges are opening OpenFlow 1.3 connections to Ryu controller running on the 

traffic generator (green colored links in Figure 57). 

For benchmarking VLAN-PSSR we built three components: 

1. VLAN-PSSR Application – is built on top of Ryu controller and pushes source routing flows in the 

switches. The application exports a small set of REST APIs that allow the benchmark orchestrator 

to change simulation scenarios.  

2. Benchmark orchestrator – provides automated benchmarks. Once started from the CLI, it 

configures a scenario in the VLAN-PSSR application and connects to agents for starting traffic or 

gathering results. 

3. Agent – a component that provides RES APIs for simplifying access to traffic generation 

components and resource monitoring, mainly CPU usage. This component can also set the affinity 

of processes on the server to certain cores (i.e. pin a process to specific core) so that we can 

monitor only the usage of Open vSwitch without interference from other components.  

Our Benchmarking orchestrator is started from CLI, it connects to the VLAN-PSSR application and 

configures the SDN flows. Then it connects to the agent on H1 to start traffic and to another agent on the 

server to monitor CPU load. Connecting on the agent on H2 to check if the throughput is correct is optional. 
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For generating traffic on one end, and monitoring it on the other, we used two simple yet very reliable 

traffic generation applications: pfsend and pfcount from PF_RING high-speed packet generation and 

capture framework [113] [114]. We initially tried to use iperf but it does not provide the desired fidelity: a 

constant stream of same size packets at a constant rate (with less than 1% variation per second). Iperf 

streams have too much jitter and throughput varies over time (sometimes over 10% variation per second) 

resulting in unreliable CPU readings. 

Open vSwitch has two components, a Linux kernel module for fast packet processing and forwarding and 

a user space application that controls the kernel module and performs slower, but more complex, 

processing. So, to determine resource usage we have to monitor both components and eliminate 

interference from other components that are running at the same time. 

To gather statistics as correct as possible we went to great length and (1) disabled all nonessential services, 

(2) forced Linux scheduler to only schedule for a single core (isolated scheduler to core 1) and (3) moved 

all remaining processes not part of Open vSwitch, such as the ssh server and our monitoring Agent, to 

another core (core 9). Also, to avoid impact of cache thrashes generated by these processes we chose this 

core to be on another node of our Xeon’s NUMA [115] architecture66. 

Two main benchmarks where executed: 

1. We benchmarked the impact of VLAN tag pushing at the edge against a flow without tags. We 

pushed from 1 to 64 tags and measured CPU usage and standard deviation. Each test was executed 

over a 30 seconds period and was repeated 5 times. These tests were executed for 100, 200 and 

300 thousands packets per second. This reaches the limit of a single core (we isolated Open 

vSwitch to one core). 

2. We benchmarked multicast forwarding from two ports up to 64. Each test was executed over a 

30 seconds period and was repeated 5 times. These tests were executed for 10, 20 and 30 

thousands packets per second. 

In Figure 58 we observe that usage increases linearly with the number of tags but increases exponentially 

with packet rate. This is caused by hardware interrupt overload and failover to software. This happens as 

we are only benchmarking a single core. In general CPU usage is low, and, since Open vSwitch is 

multithreaded, it can easily scale out to support the entire bandwidth of a 10Gbps link67. This proves that 

our VLAN-PSSR solution is feasible. 

Also, pushing 64 tags is an unrealistic usage scenario, since, in a data center, usually a packet is routed 

through no more than 5 - 6 hops. This means that for unicast the maximum number of tags would be 6. 

For 64 ports multicast, in the same conditions it would add another 8 tags for a maximum of 14. In this 

case the packet rate can go up to 300 thousands pps / core yet a good value, without interrupt overload, 

is around 200 thousands pps / core. Therefore, on a 16 core system, with CPU usage below 20% on all 

                                                           
66 First 8 cores are on first NUMA node while the other 8 are on second node so we chose core 0 for Open vSwitch 
and 9 for all other processes. 
67 We tested that but correct performance statistics are hard to obtain once we remove single core isolation. 
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cores it can easily provide a theoretical limit above 3.2 million pps. This multiplied by 512B (packet average 

size), leads to 11Gbps, above the 10Gbps threshold of a single link. 

Practical 
limit

(14 tags)

 

Figure 58: Performance when pushing tags at edge on a single CPU core 

For multicast case, in Figure 59, CPU usage is much higher. For only 30 thousand packets it can consume 

around 30% of a single core, which is a very high number. This is mainly caused by the fact that packets 

with more than one tag are moving multiple times through the same pipeline (one pass per tag). Packet 

size does not have a notable impact on performance as processing is done using zero copy buffers. A single 

copy is done at transmission and that uses Direct Memory Access (DMA). 
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Figure 59: Multicast performance 

In our benchmark transmission happened without loses but we observed that loss started to appear at 

just 40000 pps, for final pipeline passes (7 and 8th pass). We can speculate that this is caused by small 

buffering used inside Open vSwitch pipeline. So, for a single core, 30000pps seems to be the limit even 
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though CPU is only at 30%. With four cores we can go to 100000 (around 1.2Gbps with 1500B packets) but 

then too much processing is spend for packet forwarding instead of computing. After all these are servers, 

not switches. 

As we were expecting these results prove that multicasting with source routing is not a good solution for 

high throughput streams when done in software68. Therefore, hardware acceleration of ASICs is needed. 

6.7 CONCLUSIONS 
Source Routing based on VLAN tagging can easily be implemented using existing OpenFlow 1.3 

functionality. This solution can be enabled by default in an entire Data Center, thus simplifying flow 

tables in core switches or, if packet size is an issue, only when the number of flows approaches the 

maximum capacity (flow resources are limited by hardware). The controller can decide when to apply it.  

This may also be used to improve multipath routing, as packets can be directed on different paths from 

the source using fine grained distribution algorithms and switches in the core will not even be aware of 

it. 

Also, given the fact that switching tables are static and if hardware customizations are possible, then 

very simple and fast hardware that only needs to support VLAN-PSSR can be built and this would provide 

an impressive cost reduction per switching unit. 

 

  

                                                           
68 The software solution may still be used to isolate small broadcast domains (i.e. of a tenant) when traffic is negligible 
but that’s all that it can do. 
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7 CONCLUSIONS AND FUTURE WORK 

7.1 ORIGINAL CONTRIBUTIONS OF THIS THESIS 
This thesis brings the following original contributions: 

Contributions to the analysis of SDN (chapter 2): 

Based on existing documentation in the field such as historical projects (section 2.6), differences 

between traditional and SDN networking (sections 2.1 & 2.4) and approaches to SDN (section 2.5) I 

proposed a relevant set of requirements and identified advantages of SDN over traditional 

networking (section 2.7). Also, I analyzed the activity, based on the number of code contributions 

per month, of ten most important open source SDN controller projects and I compared the most 

active two implementations: OpenDaylight and ONOS (section 2.8). 

Contributions to the analysis of Data Centers (chapter 3): 

In this chapter I proposed a comprehensive set of criteria for Data Centers classification that 

considers eight important characteristics: availability, purpose, orchestration model, service model, 

deployment, network topology, storage model and compute model (section 3.3). Then I continued 

with an analysis of Data Center design constraints imposed on networking by the four most 

important aspects: facility, compute, storage and management applications (section 3.3.1). Also, I 

provided a detailed analysis of the most common deployed Data Center networking architecture: 

The Hierarchical Model (section 3.3.3). I analyzed how it restricts our choice of topologies, in most 

cases, to a single type: the Clos topology with two of its variants - Fat-tree and Leaf-spine. 

Furthermore, I compared the two topologies with other two that are less used, torus and hypercube, 

from a height, diameter and scalability perspective and, based on this analysis, I provided 

recommendations on best usage scenarios for each of them (section 3.5.3) [ANDR, 2015]. An 

example of a fat-tree topology is presented in [PIST, 2014]. 

Most of the data center traffic is created by compute and storage servers or arrives from the outside 

world. For better understanding the storage traffic I benchmarked a real distributed storage solution 

based on Ceph, analyzed its impact on networking and provided recommendation on storage uplink 

capacity scaling (section 3.4.3). Then, regarding traffic originating in servers and outside traffic, I 

proposed a comprehensive set of classification criteria of its patterns inside a data center (section 

3.5.1). Also, I analyzed the communication pattern of OpenStack, a microservices Cloud 

Management Platform, which concludes that most of its traffic is composed of small packets that 

would benefit from fast paths with short delays and few packet losses (section 3.5.2). 

Design and implementation of the Contron NS-3 OpenFlow controller (chapter 4): 

The main contribution of this chapter is a new controller design adapted for network simulators. 

While there are many controllers that can be used either for researching new SDN features (e.g. Ryu 

or Pox), or for production deployments (e.g. ONOS or OpenDaylight), there is no implementation 

for an open source networking simulator. This proved to be a problem as physical or emulated 

setups are unable to provide a controlled environment where we could reliably reproduce the same 
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conditions that would generate a particular set of results. Furthermore, complexity of software in 

real deployments, scarcity of hardware and lack of performance fidelity in emulated (virtual) 

environments aggravate the problem.  

Therefore, to solve it, I proposed a new OpenFlow controller integrated with NS-3 that is simple, 

modular and, through its abstractions and services for managing OpenFlow switches, provides a 

controlled SDN environment optimized for experimentation and research. 

This new controller was used in my research of network congestion and, besides this, represents a 

good platform for validating solutions in SDN areas such as: scalability, efficient load balancing, 

service-chaining, quality of service, multipath routing and integration with classic networking. 

Contron provides a global and centralized view of network topology as a graph of nodes (section 

4.4.1). It has a Simple Topology Discovery Service that populates this topology with hosts and 

switches (section 4.4.2), a Flow Abstraction Component  that allows to easily add and remove flows 

(section 4.4.3), a Connection Tracker that monitors connections between hosts (section 4.4.7), a 

Statistics Service to monitor switches (section 4.4.4), a Proxy to manage ARP requests and responses 

(section 4.4.6) and a Shortest Path Forwarding Service that uses Dijkstra’s shortest path algorithm 

for connecting nodes with flow based routes (section 4.4.7). 

Next, using Contron I made a case study on migrating traffic away from congested links in a Leaf-

spine topology (section 4.5 and 4.6). I observed its most important effects: (1) solving congestion on 

one link tends to move it to the next link in the route, (2) high packet reordering and (3) slow 

reaction times of control plane. Then I proposed three solutions to these problems: increase the 

responsiveness of control plane, increase the size of the queues in switches or use a congestion 

notification mechanism (section 4.7). The last one is detailed in chapter 5. 

Results of the research described in this chapter were presented in [PONC, 2016/1]. 

Reducing network congestion in Data Centers by leveraging SDN, QCN and WFQR indicatives (chapter 

5): 

In this chapter I proposed several methods of reducing network congestion in Data Centers by 

adapting Quantified Congestion Notification (QCN) and Weighted Flow Queue Ranking (WFQR) 

indicatives to SDN. 

QCN reduces congestions by monitoring transmit queues (buffers) on a switch ports and, if usage is 

above a specified limit, it slows down transmission at the traffic source to avoid queue overruns. 

Besides adapting QCN to SDN, my proposal improves the original QCN mechanism by providing 

controllers the capability to migrate flows to less congested paths thus improving transmission 

speed (section 5.5). Moreover, I proposed a load balancing method based on congestion 

information that increases network performance by exposing these indicatives to SDN applications 

(section 5.4). 

In section 5.3 I proposed three models of adapting QCN communication to SDN, which have 

advantages and disadvantages, depending on existing controller capabilities, desired performance, 

and required development effort. 
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The first model provides minimal integration (section 5.3.1). It keeps QCN protocol in place and 

improves it by computing congestion indicatives in switches and forwarding them to controllers. Its 

main advantage is reliance on the validated and standardized QCN mechanism therefore, minimal 

integration effort is required. The solution has three downsides. First, software in switches has to 

be modified to keep congestion indicatives. Second, the southbound interface also needs to be 

updated to forward these indicatives to the controller (e.g. in OpenFlow). Third, the real time 

decisions are harder to make since congestion indicatives are computed by switches and they are 

received by controllers with some delay. 

The second model adds real-time decision capabilities and removes the necessity of making 

modifications to southbound interface by forwarding congestion notifications directly to controllers 

as OpenFlow packet-in messages. However, it has its own limitations: controller may delay 

congestion messages, it may be overloaded by them and can congest the network management. 

Luckily, these issues can be avoided with careful design (section 5.3.2). 

The third model provides full integration and goes further away from QCN to the point that its 

implementation according to the standard is no longer required. The model has two downsides: it 

only works with edge virtual switches and requires much more design and implementation effort, 

as packet processing is done entirely by the controller and needs to be fast (section 5.3.3). 

Results of this research were published in [PIST, 2015]. 

A Source Routing solution in SDN using stacked VLAN tags: VLAN-PPSR (chapter 6): 

In this chapter I propose a Source Routing Packet Forwarding solution for both unicast and multicast, 

that reduces flow table usage in core switches, improves speed of network updates and simplify 

multipath routing. Moreover, the proposal can be implemented with existing OpenFlow v1.3 devices 

without necessitating costly modifications to switches. 

VLAN-PSSR solution is based on stacked VLAN tags that are pushed at edge and popped at each hop 

after forwarding is decided. This provides some advantages over similar solutions implemented 

using MPLS tags such as using smaller packet overhead and avoiding limited MPLS support in core 

switches (section 6.5). 

Even though multicast is limited to a single rack, it still covers most use cases of multitenant 

Software Defined Data Centers and, for uncovered cases, I provide two indirect solutions that can 

be applied to the entire data center (section 6.5.2). 

Both unicast (section 6.5.1) and, more importantly, multicast (section 6.5.2) proved to be functional. 

I validated both of them by connecting Open vSwitch topologies created in Mininet with Ryu 

controller and managed by my VLAN-PSSR implementation. 

Performance proved to be very good for pushing tags on real hardware (Xeon class servers), with 

only a small percentage of a core CPU being used even in worst case scenarios (pushing 64 VLAN 

tags). In case of multicast forwarding, performance is less than what is desired, and proves that 

hardware acceleration provided by ASICs is a must for SDDCs with high multicast throughput 

(section 6.6). Results of this research were published in [PONC, 2016/2]. 
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7.2 FUTURE WORK 

My research into simulated SDN has focused on implementing a basic, yet functional, controller model 

using NS-3 existing OpenFlow implementation. This model can be further improved. First, the OpenFlow 

version in NS-3 should be upgraded from 0.98 to at least 1.3, then Contron itself should be extended with 

features for the new OpenFlow version and its existing features enhanced. 

Then with the improved controller and using results gained from this thesis we can research an end-to-

end multipath routing solution. This would combine multiple metrics such as: link capacity, average 

throughput and congestion information with flow classification and traffic characteristics to provide a fully 

automated and better optimized routing solution for an entire datacenter. The algorithm would be able 

to choose the best path for new flows, reroute existing flows to avoid congestions and optimize their 

throughputs and latencies. 

Then, this routing solution may be implemented in a production ready controller such as ONOS or 

OpenDaylight to provide optimized routing. Moreover, to decrease the time of rerouting many flows and 

to reduce flow table usage, the multipath routing algorithm can be further extended to use source routing 

through VLAN-PSSR. This would also provide fine grained multipath routing from the edge.  
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